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​
“When there is war, there is war, 

and propaganda is part of it.” 

–​
Ferdinand Nahimana, convicted by the 

International Tribunal for Rwanda for his 
role in the Rwandan genocide.1 

 

Introduction 

War propaganda is as old as war itself. Its roots can be traced to ancient societies, where religious, 
military, and political elites employed communication strategies to legitimize conflict, mobilize 
support, and construct enemy images.2 

With the expansion of communication technologies, war propaganda has evolved in both its methods 
and reach, increasingly instrumentalizing social media platforms to shape public opinion at both 
national and international levels, often through targeted digital content such as online ads. 

Online ads can be powerful tools for influencing our thinking, potentially impacting not only our 
receptivity to specific policies, but shaping our opinions about them. The strategic collection and use 
of our personal data, and the development of algorithmic recommendation systems, can make these 
ads more effective. Our receptivity is further reinforced by the nature of the human brain, which is 
wired to rely on emotional shortcuts that can significantly impact behavior.3 This explains why 
marketers and advertisers target people for emotional manipulation; it allows them to bypass critical 
scrutiny of their products and messages.4 

4 David Walsh and Douglas A. Gentile, Slipping Under the Radar: Advertising and the Mind. Available online at: 
https://drdouglas.org/wp-content/uploads/2019/03/Slipping_Under_the_Radar_Advertising_and.pdf 

3 Tiffany C. Li, Privacy and disinformation, June 24, 2025. Available online at: https://ssrn.com/abstract=5318708  

2 Taylor Philip, Munitions of the Mind: a history of propaganda, Manchester University Press 2013.  
Nicholas J. Cull, David Culbert, David Welch, Propaganda and Mass Persuasion: A Historical Encyclopedia, 1500 to the Present, 
ABCCLIO, California, 2003. 
Lionel Pearson, Propaganda in the Archidamian War, Classical Philology Vol. 31, No. 1, 1936, The University of Chicago Press. 
John B. Whitton, Arthur Larson, Propaganda: Towards Disarmament in the War of Words, New York: Oceana Publications, 
1964, p. 12. 
ARTICLE 19, Clearing the Fog of War, Policy Brief, 2024, p. 20. Available online at: 
https://www.article19.org/wp-content/uploads/2021/07/Clearing-the-Fog-of-War-3-December-2024.pdf 

1 International Criminal Tribunal for Rwanda (ICTR), Trial Chamber I, The Prosecutor v. Ferdinand Nahimana, Jean-Bosco 
Barayagwiza, Hassan Ngeze (Judgment and Sentence), Case No. ICTR-99-52-T, December 3, 2003, para 391. Available online at: 
https://www.refworld.org/jurisprudence/caselaw/ictr/2003/en/91852 
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Government use of social media to shape public opinion in support of military objectives has been 
significantly enhanced by digital tools,5 particularly online ads,6 which enable targeting based on 
opinions, beliefs, behaviors, and interests. Such targeting can make war narratives more effective and 
potentially more dangerous by allowing governments to manipulate national and international 
audiences in increasingly sophisticated ways, amplifying both the reach and impact of propaganda. In 
some cases, individuals can even become unwitting agents of propaganda, spreading war narratives 
and messages within their own communities. 

International law imposes limits on different forms of war propaganda. Such limitations can be found 
in international human rights law (IHRL), international criminal law (ICL), and international 
humanitarian law (IHL). For example, in certain cases, war propaganda that seeks to justify violations 
of the Geneva Conventions may also constitute a breach of IHL.7 

The focus of this report is on the IHRL prohibition of a specific kind of war propaganda – “propaganda 
for war.” Article 20 (1) of the International Covenant on Civil and Political Rights (ICCPR) provides that 
“Any propaganda for war shall be prohibited by law.” Unlike other provisions that enshrine human 
rights, this article reflects a different legal philosophy by imposing a specific obligation on states to 
prohibit a specific category of expression: propaganda for war.8 Despite the widespread use of war 
propaganda, Article 20 (1) remains one of the least invoked and implemented provisions by states, 
despite the existence of over 110 armed conflicts.9 This limited effectiveness can be attributed to 
various factors, including economic and military interests, as well as the ambiguity surrounding the 
term “propaganda for war” and its potential harmful impact on freedom of expression.  

At the same time, Article 20 (1) raises a fundamental question in international law: through which 
mechanisms can states engaging in propaganda for war be held accountable? As one scholar aptly 

9 Academy of International Humanitarian Law and Human Rights, Today’s armed conflicts. Available online at: 
https://geneva-academy.ch/galleries/today-s-armed-conflicts 

8 ​​Agnes Callamard, Expert meeting on the links between Articles 19 and 20 of the ICCPR, UNHCR, October 2-3, 2008, Geneva. 
Available online at: https://www.article19.org/data/files/pdfs/conferences/iccpr-links-between-articles-19-and-20.pdf  

7 “Pursuant to common Article 1, the High Contracting Parties have certain negative obligations, which means they must 
abstain from certain conduct. In particular, they may neither encourage, nor aid or assist in violations of the Conventions.”  
ICRC, Convention (I) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the Field. Geneva,  
August 12, 1949, Commentary of 2016, para. 158. Available online at: 
https://ihl-databases.icrc.org/en/ihl-treaties/gci-1949/article-1/commentary/2016?activeTab=#index_Toc452378943   
To learn more about how international humanitarian law norms prohibit specific propaganda content, see: Sally Alexandra 
Longworth, Freedom of expression in armed conflict: The silence between spaces, Doctoral Thesis in Legal Science, 
specialisation Public International Law, Stockholm University, Sweden, 2022, p. 420. Available online at:  
https://su.diva-portal.org/smash/get/diva2:1689232/FULLTEXT01.pdf    

6 The Guardian, Meta allows ads crowdfunding for IDF drones, consumer watchdog finds, July 21, 2025. Available online at: 
https://www.theguardian.com/technology/2025/jul/21/meta-idf-drone-ads-israel 

5 Grayson S. Walker, From Instagram to Infowar: The Weaponization of Social Media and its Consequences, 38 Emory 
International Law Review, Vol 38, Issue 3, 2024, p. 674. 
Available online at: https://scholarlycommons.law.emory.edu/eilr/vol38/iss3/4  
Mahsa Alimardani and Sam Gregory, Iran-Israel AI War Propaganda Is a Warning to the World, July 28, 2025. Available online 
at: https://carnegieendowment.org/research/2025/07/iran-israel-ai-war-propaganda-is-a-warning-to-the-world?lang=en 
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noted, “article 20 (1) of the ICCPR is an odd provision indeed. It is almost completely ineffective as a 
coercive approach to forbidding war propaganda except to punish the minions of defeated nations after 
the fact.”10 

Propaganda for war may not always be the direct cause of a breach of peace, but it can significantly 
contribute to the outbreak of armed conflicts by exploiting racial, religious, strategic, and political 
divisions. It aims to shape public opinion so that people are more receptive to the prospect of military 
action. Therefore, addressing propaganda for war is fundamentally a pre-conflict exercise that requires 
the engagement of all stakeholders committed to preserving peace and upholding international law. 
Once hostilities have commenced, countering such propaganda becomes far more challenging, and 
efforts at mitigation are considerably less effective.11 

In today’s context, which is marked by the rapid expansion of information warfare tools and tactics, it 
is crucial for the international community to take action on multiple fronts to safeguard international 
peace. This includes addressing propaganda for war without undermining the fundamental right to 
freedom of expression. 

The legal ambiguity regarding the use of online ads to spread propaganda for war creates a serious 
challenge for ensuring that social media platforms are respecting human rights and states are 
upholding and protecting these rights, such as rights to life and to equality and non-discrimination.12 

It is important to highlight the existing gap in the interpretation of Article 20 (1), which hampers 
effective implementation by both states and social media platforms. Unlike Article 20 (2), which has 
been extensively interpreted by international bodies, there is only limited guidance on the scope and 
application of Article 20 (1) via international jurisprudence and reports by UN bodies and human 
rights experts and mechanisms. 

This limited guidance also applies to the relationship between Article 20 (1) and the protection of the 
right to freedom of expression under Article 19 of the ICCPR. During the outset of the Russian 
full-scale invasion of Ukraine in 2022, the EU introduced measures suspending the broadcasting 
activities of Sputnik and RT/Russia Today13 and some EU states have also reportedly pressured social 

13 Council of the European Union, EU imposes sanctions on state-owned outlets RT/Russia Today and Sputnik's broadcasting in 
the EU, March 2, 2022. Available online at: 
https://www.consilium.europa.eu/en/press/press-releases/2022/03/02/eu-imposes-sanctions-on-state-owned-outlets-rtrussi
a-today-and-sputnik-s-broadcasting-in-the-eu/.  

12 Grayson S. Walker, From Instagram to Infowar: The Weaponization of Social Media and its Consequences, 38 Emory 
International Law Review, Vol 38, Issue 3, 2024, p. 678. 
Available online at: https://scholarlycommons.law.emory.edu/eilr/vol38/iss3/4   

11 John B. Whitton, Arthur Larson, Propaganda: Towards Disarmament in the War of Words, New York: Oceana Publications, 
1964, p. 1. 
ARTICLE 19, Clearing the Fog of War, Policy Brief, 2024, p. 24. Available online at: 
https://www.article19.org/wp-content/uploads/2021/07/Clearing-the-Fog-of-War-3-December-2024.pdf 

10 Richard B. Collins, Propaganda for War and Transparency, 87 Denv. U. L. Rev. 819, 2010, p. 829. Available online at: 
https://scholar.law.colorado.edu/faculty-articles/215.  
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media platforms like Meta to ban the Russian state-affiliated media outlets.14 Additionally, social 
media platforms reportedly subjected certain individuals to viewership suppression for disseminating 
pro-Russian propaganda.15 These measures sparked debate over whether those outlets are spreading 
propaganda for war, whether viewership restrictions constitute disproportionate responses, and 
whether they risk undermining the right to seek and receive information related to armed conflict. This 
raises critical questions about how to reconcile the right to freedom of expression under Article 19 of 
the ICCPR with the obligation imposed on states by Article 20 (1) to prohibit propaganda for war.16 

This report aims to contribute to these debates, including interrogating the role of the private sector. It 
will do so by examining in particular the relationship between propaganda for war and online ads 
from the perspective of IHRL, while acknowledging that IHL and ICL may also offer additional 
insights. 

We focus on online ads due to the unique nature of this online content, which allows propagandists to 
deliberately target and amplify specific messages for selected audiences, a method of dissemination 
well suited to the systemic and strategic character of propaganda. Nonetheless, our recommendations 
can also be applied to other forms of online content, provided they amount to propaganda for war. 

We approach the issue of propaganda for war from a legal perspective, analyzing state obligations as 
well as the content moderation and advertising policies that could apply to war-related propaganda 
and the safeguarding of freedom of expression, particularly in contexts involving public-interest 
discourse on armed conflicts and humanitarian crises. 

Acknowledging the absence of a precise and universally accepted definition of propaganda for war, 
this report adopts the definition provided by the UN Human Rights Committee in its General 
Comment No. 11, which refers to “all forms of propaganda threatening or resulting in an act of 
aggression or breach of the peace contrary to the Charter of the United Nations.”  

This definition focuses on the objective of the content, which is the illegal use of force, rather 
than the specific forms of expression used to achieve that objective, encompassing a wide range 
of both subliminal and non-subliminal content. 

16 Andrei G. Richter, International legal responses to “propaganda for war” in modern warfare, Vol. 10, No. 1, 2023/2024, p. 76. 
Available online at: https://www.swlaw.edu/sites/default/files/2024-01/JIMEL%2010.1%20Richter231215.pdf 
David Kaye, Online Propaganda, Censorship and Human Rights in Russia's War Against Reality, Cambridge University Press, 
May 23, 2022. Available online at: 
https://www.cambridge.org/core/journals/american-journal-of-international-law/article/online-propaganda-censorship-and
-human-rights-in-russias-war-against-reality/359EF362F588AC8F601FE6C28260AD83  

15 Björnstjern Baade, EU Sanctions Against Propaganda for War – Reflections on the General Court’s Judgment in Case T-125/22 
(RT France), Heidelberg Journal of International Law 83 (2), 2023.  
Available online at: https://www.nomos-elibrary.de/667623.pdf 

14 Aljazeera, Facebook to restrict access to Russian state media outlets in EU, February 28, 2022. Available online at: 
https://www.aljazeera.com/news/2022/2/28/facebook-to-restrict-access-to-russian-state-media-outlets-in-eu  
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At times in this report, we describe phenomena or dynamics — and refer to sources discussing them — 
that apply not only to propaganda for war but also to other forms of war-related propaganda falling 
outside the precise scope of Article 20 (1) of the ICCPR, or even propaganda more generally. We use 
the term “war propaganda” as an umbrella concept encompassing various types of propaganda 
related to war, including but not limited to “propaganda for war.” When we refer specifically to 
“propaganda for war,” it denotes the particular form of propaganda prohibited under Article 20 (1). 

To better assess how social media platforms should address ads related to propaganda for war, we 
first examine the concept of propaganda for war under IHRL, and analyze the corresponding 
obligations of states. We then turn to an evaluation of social media platforms’ policies, exploring the 
extent to which these policies align with international human rights standards and the United Nations 
Guiding Principles on Business and Human Rights (UNGPs).17 

This is a highly complex and debated area. We do not aim to provide definitive answers but rather to 
offer analysis and reflections on the issues, highlighting key risks and the pressing need for continued 
dialogue. We also acknowledge the significant challenges that social media platforms face in 
navigating these issues. Through this report, we seek to contribute to this discussion by offering 
guidance and serving as a resource to inform further reflection and collective action. Addressing these 
challenges requires a sustained, multistakeholder effort grounded in human rights principles. 

1.​ Propaganda for war under international human rights law 

Definitions of propaganda for war 

At the outset, it is important to highlight the absence of a universally agreed definition of “propaganda 
for war,”18 which is largely due to the historical and ideological conflict between the Soviet Union and 
the Western bloc. The concept of “war propaganda” was introduced by the Soviet Union as a ground 
for permissible restriction on the right to freedom of expression. This is a reflection of the national 
positions expressed during the drafting of the ICCPR, when the Western bloc viewed a prohibition on 
propaganda for war as a potential tool by the Soviet Union to suppress internal dissent and restrict 
western media.19 

Article 20 of the ICCPR stipulates that: 

1. Any propaganda for war shall be prohibited by law. 

19 Richard B. Collins, Propaganda for War and Transparency, 87 Denv. U. L. Rev. 819, 2010, p. 823. Available online at: 
https://scholar.law.colorado.edu/faculty-articles/215.  

18 Agnes Callamard, Expert meeting on the links between Articles 19 and 20 of the ICCPR, UNHCR, October 2-3, 2008, Geneva. 
Available online at: https://www.article19.org/data/files/pdfs/conferences/iccpr-links-between-articles-19-and-20.pdf 

17 UN Guiding Principles on Business and Human Rights. Available online at: 
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf 
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Affairs launched a multilingual campaign in English,88 Italian,89 Polish,90 and German,91 featuring 
images of food in Gaza’s markets and restaurants alongside the statement: “There is food in Gaza. Any 
other claim is a lie.”92  

 

92 See on Reddit: 
https://www.reddit.com/r/Palestine/comments/1mxfvgq/a_youtube_ad_shown_today_the_same_day_the_un/  
Also see: Drop Site, Google’s $45 Million Contract With Netanyahu's Office to Spread Israeli Propaganda, September 3, 2025. 
Available online at:https://www.dropsitenews.com/p/google-youtube-netanyahu-israel-propaganda-gaza-famine 

91 Published on August 22, 2025. Available online at: https://www.youtube.com/watch?v=uPKXk4FvPhU 
Published on August 25, 2025. Available online at: https://www.youtube.com/watch?v=10V2klT0l3g 

90 Published on August 22, 2025. Available online at: https://www.youtube.com/watch?v=spaVQsoJhXw 

89 Published on August 22, 2025. Available online at: https://www.youtube.com/watch?v=fHFQN2lbhUk 
Published on August 25, 2025. Available online at: https://www.youtube.com/watch?v=hgi5lPurKoI 

88 Published on August 21, 2025. Available online at: https://www.youtube.com/watch?v=yKB0SKNOfbA 
Published on  August 24, 2025. Available online at: https://www.youtube.com/watch?v=3usAK5h33iM  

The Guardian, UN-backed experts declare famine in and around Gaza City, August 22, 2025. Available online at: 
https://www.theguardian.com/world/2025/aug/22/ipc-declares-famine-gaza-city 
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In a typical context, assessing a single piece of content that may constitute misinformation can be 
addressed through various measures, such as countering the claim with other advertisements or 
content, or, in extreme cases, removing it. However, in this case, where the ICJ made a preliminary 
ruling ordering Israel to take all measures to prevent genocide and punish incitement to genocide,93 
such content should be examined with heightened scrutiny. This type of ad must be evaluated within 
the broader context of propaganda for war, as it may intend to justify actions that could amount to 
breaches of IHRL, as well as IHL and ICL. 

Addressing propaganda for war through online ads 

Propaganda experts John Whitton and Arthur Larson, in their book Propaganda: Towards 
Disarmament in the War of Words, emphasize that war propaganda is not the root cause of armed 
conflict. Rather, the roots lie in deeper, persistent national and international tensions, whether 
ideological, religious, economic, territorial, security-related, or historical in nature. The central 
challenge for achieving peace is not to eliminate underlying tensions entirely, but to prevent them 
from escalating into open warfare.94  

94 John B. Whitton, Arthur Larson, Propaganda: Towards Disarmament in the War of Words, New York: Oceana Publications, 
1964, p. 1. 

93 ICJ, Application of the Convention on the Prevention and Punishment of the Crime of Genocide in the Gaza Strip (South 
Africa v. Israel). Available online at: https://www.icj-cij.org/case/192 
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In this context, social media platforms, alongside other actors, can play a constructive role in reducing 
dormant tensions or even addressing them. They can do so in part by dedicating sufficient resources 
to prevent propaganda for war from fueling escalation. 

To address propaganda for war disseminated through online ads, Access Now recommends that social 
media platforms adopt a dedicated policy on armed conflict. This policy should cover all relevant 
phases, from the escalation of hostile official rhetoric to the resolution of the conflict, and, in some 
cases, should cover the phase beyond resolution if there is a credible risk that military action may 
resume. 

At the outset, it is essential for platforms to draw lessons from past experiences by identifying areas of 
policy failure, pinpointing aspects that require improvement and recognizing strengths that should be 
maintained or reinforced. The second step should involve a multistakeholder consultation to identify 
key themes that an armed conflict policy must address in order to mitigate the most salient risks 
associated with a platform’s services. 

While social media platforms have occasionally established ad hoc crisis response teams to address 
specific conflicts, such efforts fall significantly short of what heightened due diligence requires to 
effectively mitigate human rights harms and prevent the facilitation of gross international law 
violations.  

Given the increasing use of social media platforms by different actors in modern information warfare, 
these teams should not be temporary or reactive. Rather, they must be permanent structures with the 
core mandate of monitoring regions at risk of sudden escalation, allowing for timely and appropriate 
interventions.  

Moreover, these teams should include experts in international law, as well as personnel with deep 
knowledge of the local language, history, and socio-political context of conflict-prone areas. 

Recommendations 

Responding to propaganda for war, particularly through online ads, is an extraordinarily difficult 
challenge. Putting the sole onus on social media platforms to fix this problem would only exacerbate 
an already problematic delegation of regulatory authority. Therefore, all relevant actors — states, 
social media platforms, and international and regional bodies — must take action.  

To address propaganda for war disseminated through online ads, Access Now recommends that: 

States: 

●​ Issue policies and codes of conduct related to official channels and the use of social media, 
particularly by military or political authorities; 
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●​ Withdraw any reservation to the Article 20 (1) of the ICCPR; 

●​ Adopt laws that prohibit propaganda for war in compliance with IHRL and particularly Article 
19 (3); 

●​ Refrain from encouraging, funding, or further disseminating propaganda for war; 

●​ Condemn propaganda for war; and 

●​ Investigate and take appropriate punitive measures to limit or punish the dissemination of 
propaganda for war while ensuring respect for freedom of expression, online and offline. 

Social media platforms: 

Further to the Declaration of Principles for Content and Platform Governance in Times of Crisis 
published by Access Now and civil society partners,95 which provides detailed guidance for social 
media platforms operating in armed conflict on how to moderate and curate content in a 
right-respecting manner, companies involved in targeted advertising should: 

●​ Establish permanent mechanisms tasked with systematically monitoring regions vulnerable to 
rapid conflict escalation; 

●​ Inform and integrate existing cybersecurity threat intelligence teams and mechanisms with 
those that focus on international law and armed conflict, including through internal 
information-sharing working groups and external advisory boards; 

●​ Develop a dedicated policy on armed conflict, through robust consultation with affected 
communities, legal and policy experts, and in respect of IHRL and IHL;  

●​ Issue a precise and clear dedicated ads policy on propaganda for war in line with international 
human rights standards; 

●​ Adopt heightened human rights due diligence measures when operating in conflict-affected or 
high-risk areas, including conducting regular risk assessments particularly of their algorithms, 
ad-targeting tools, and content moderation systems, to prevent their services from being used 
to amplify propaganda for war, and publish transparency reports on these efforts; 

●​ Adopt a more comprehensive and holistic approach to detecting, investigating, and 
moderating propaganda for war in lieu of the standard approach to assessing content in 
isolation; 

95 Access Now and others, Declaration of principles for content and platform governance in times of crisis, November 29, 2022. 
Available online at: 
https://www.accessnow.org/wp-content/uploads/2022/11/Declaration-of-principles-for-content-and-platform-governance-i
n-times-of-crisis.pdf 
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●​ Establish a mechanism to securely archive online ads related to conflict that can be used by 
national and international courts or investigative commissions; and 

●​ Establish a clear, transparent, and accessible mechanism for documenting and researching 
online advertisements related to conflict. 

International and regional bodies: 

●​ Develop more comprehensive guidance on the definition of propaganda for war as well as 
state duties under Article 20 (1) of ICCPR, including by establishing clear guidelines for both 
states and corporate actors, similar to the Rabat Plan of Action related to Article 20 (2); and 

●​ Encourage international tribunals to explicitly examine and incorporate propaganda for war as 
a legal basis and evidentiary element when prosecuting crimes of aggression, genocide, and 
other serious international crimes, thereby ensuring accountability for all those responsible  
for causing  or substantially contributing to such violations. 
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