SANCTIONS AND
DIGITAL RIGHTS:
TOWARD SMARTER
REGIMES IN THE U.S.
AND BEYOND

aCCessnNow accessnow.org

Access Now defends and extends the digital rights of people and communities at risk. As a grassroots-to-global
organization, we partner with local actors to bring a human rights agenda to the use, development, and governance
of digital technologies, and to intervene where technologies adversely impact our human rights. By combining direct

technical support, strategic advocacy, grassroots grantmaking, and convenings such as RightsCon, we fight for
human rights in the digital age.



Sanctions and digital rights: toward
smarter regimes in the U.S. and beyond

FINAL DRAFT FOR COMMENT | JUNE 2023

TABLE OF CONTENTS

I. EXECUTIVE SUMMARY

Il. AN INTRODUCTION TO SANCTIONS
What are sanctions?
Who issues sanctions?

N O AN

How long do sanctions last?
lll. THE IMPACT OF SANCTIONS ON DIGITAL RIGHTS AND HUMANITARIAN PRINCIPLES8

How corporate overcompliance makes things worse 9
U.S. tech sanctions 10
Internet resources and infrastructure 1"
IV. CASE STUDIES: WHEN SANCTIONS BACKFIRE 12
U.S. sanctions on Iran 12
Sanctions on Russia and Belarus 15
U.S. and E.U. sanctions on Myanmar 19
U.S. sanctions on Sudan 20
V. POLICY RECOMMENDATIONS 21

VI. CONCLUSION 25



Safeguarding digital rights in U.S. and emerging sanctions regimes accessnow

I. EXECUTIVE SUMMARY

For over a century, sanctions have been a preferred national security and foreign policy tool for states
seeking to spur behavior change from other states, individuals, and entities. They are used to punish
perceived wrongdoers and to advance nations’ foreign policy interests. But as the scope and scale of
sanctions has increased over recent decades,' the development and impact of such measures in the
digital age has not been properly assessed. As a result, some sanctions inadvertently interfere with
open and secure internet access and infringe millions of people’s fundamental rights.

This paper focuses on the impact of U.S. sanctions policies on digital rights. Due in large part to its
financial and banking sectors, the U.S. plays an outsized role in the global sanctions landscape. For
example, U.S. regulators can freeze bank accounts and scrutinize transactions made in U.S. dollars or
via credit card companies like Visa. While the U.S. is responsible for most sanctions, other issuers are
gaining ground.?

Sanctions measures range from comprehensive trade embargoes to targeted asset freezes or travel
restrictions. Those who breach sanctions rules risk incurring billion-dollar fines or lengthy prison
terms. In the past two years, new sanctions have been imposed on individuals and entities in Russia,
Belarus, Iran, Mali, and North Korea. These include sanctions targeting the tech sector or the export,
sale, transfer, servicing, and use of new and emerging technologies, such as spyware. Public officials
are starting to be subjected to sanctions for their complicity in contributing to digital rights violations.

How sanctions regimes can jeopardize human rights

While sanctions may be implemented with the intent to advance human rights and democratic values,
they can be counterproductive, adversely and disproportionately impacting the rights and interests of
vulnerable communities. This is particularly true for broad economic sanctions, which may prevent
entire populations from using the internet freely and securely. This in turn hinders them from realizing
their social, political, and economic rights. Such sanctions may also limit the ability to provide
increasingly digitized humanitarian support.

When issued at scale, under time pressure, and without due consideration, even targeted sanctions
can harm human rights. Following Russia’s full-scale invasion of Ukraine in 2022, civil society warned
against sanctions that would inadvertently hamper anti-war opposition by isolating civil rights
activists, journalists, and dissidents in Russia, blocking people’s access to information, and exposing
them to state propaganda and surveillance. Several countries, including the U.S. and U.K., responded
by instituting exceptions, or carve-outs, aimed at allowing people in Russia to stay connected.
Following Mahsa (Jina) Amini’s death at the hands of the Iranian “morality police” in 2022, the U.S.

The New York Times, Boycotts, Not Bombs: Sanctions Are a Go-To Tactic, With Uneven Results, 2022,
https://www.nytimes.com/interactive/2022/03/11/world/economic-sanctions-history.html
2 |bid.
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strengthened carve-outs to its sanctions regime against Iran, in order to better support protesters and
activists using online tools and platforms to exercise their human rights.

Such carve-outs are a positive step toward more nuanced and effective sanctions regimes. They
reassure tech companies, financial institutions, and other transaction processors that they may
continue to offer their products and services without breaking the law. But instituting such safeguards
should not be contingent on civil society outcry.

States should embed protections for internet access into any and all sanctions regimes, alongside
long-standing humanitarian exceptions. Companies must be wary of over-complying with the rules or
succumbing to external pressure to go beyond legal requirements in counterproductive ways. Doing so
may inadvertently disconnect people from their usual digital lifelines, forcing them to rely on less
secure, pirated, or unlicensed software, or to use government-approved platforms, which expose them
to state surveillance and censorship.

Following Russia’s full-scale invasion of Ukraine, many tech companies withdrew suddenly from the
Russian market, in a show of solidarity with the people of Ukraine. However, this left human rights
defenders isolated from the outside world; a hasty move condemned by UN human rights experts.?
Even when short-lived, past experience tells us that the impact of such regimes can be felt for years,
with companies reluctant to (re)enter markets even when doing so is legal once more. Previous U.S.
sanctions against Sudan were largely withdrawn in 2017, yet access to app stores remains difficult and
paid applications and services are largely inaccessible.

Making sanctions regimes fit-for-purpose

For sanctions to effectively foster accountability for, and deter future instances of, human rights
violations, their development, deployment, and enforcement must be scrutinized and improved in line
with international human rights law and standards. Sanctions must be necessary and proportionate to
the harms they seek to address, online and offline.

As the UN High Commissioner for Human Rights has stated, "A growing number of countries are
applying sanctions to an increasing range of targets for an expanding number of reasons - including
efforts to secure greater respect for human rights and foster accountability. But human rights cannot
be adequately protected - indeed they are profoundly undermined - if sanctions and the means of
enforcement themselves violate them."*

This paper will focus primarily on the recent history of U.S. sanctions programs, their impact on access
to the internet and related hardware, software, and services, and lessons for stakeholders seeking to
create more responsive and rights-respecting sanctions regimes. We will highlight several case studies
that illustrate how sanctions regimes may inadvertently harm, rather than safeguard, the rights of

3OHCHR Russia: UN experts condemn civil soaetyshutdown 2022,



https://www.ohchr.org/en/2021/09/high-commissioner-calls-critical-re-evaluation-human-rights-impact-unilateral-sanctions
https://www.ohchr.org/en/2021/09/high-commissioner-calls-critical-re-evaluation-human-rights-impact-unilateral-sanctions
https://www.ohchr.org/en/press-releases/2022/07/russia-un-experts-condemn-civil-society-shutdown
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those they set out to protect. Finally, we will lay out key recommendations for actions that
governments, businesses, and civil society can take to keep human rights at the forefront of any and
all decisions made on sanctions in the digital age.

NOTE TO READERS

Access Now is launching this “Draft for Comment” at RightsCon 2023 with the aim of gathering
feedback from the digital rights community.

Please contact Peter Micek, General Counsel and UN Policy Manager at Access Now, with any
comments, criticism, questions, or reflections regarding this draft.

We also welcome specific responses to the following questions:

e Does this draft reflect your community or personal experience with sanctions?

e Does this draft’s positioning, policy recommendations, and advocacy goals align with the
topics related to sanctions in the digital age that you believe are important and timely?

e Do related trade and regulatory measures, such as export controls, warrant more
attention?

e Are there any inaccuracies, gaps, or omissions in the narratives, works cited, or facts we
have presented so far?

Thank you for your patience as we continue to shape our positions and develop strategies to
advance human rights in this rapidly evolving regulatory and legal landscape.

Access Now
June 2023
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1. AN INTRODUCTION TO SANCTIONS

What are sanctions?

Sanctions are coercive measures taken by states to change the behavior of other states, of individuals,
or of entities. Most sanctions restrict trade and access to financial services, assets, travel permissions,
or legal status. These measures can be comprehensive (e.g. full trade embargoes) or targeted (e.g.
naming specific persons, products, or industries).

Sanctions targets may be nations and their governments; specific government officials, such as those
committing corruption or human rights violations; companies who do business with sanctioned
governments; or private individuals, including those labeled terrorists® or illicit financiers.® The
designation of sanctions may form part of escalation before taking direct military action, or may
complement a show of force in an ongoing conflict, as seen following Russia’s full-scale invasion of
Ukraine in 2022.

At the time of writing, the U.S. has over 10,000 people and entities on its sanctions lists,” while there
are over 40 European Union (E.U.)® and 15 ongoing UN Security Council sanctions regimes in place.’

There are several reasons why, over the past few decades, targeted sanctions have become
increasingly popular. First, civil society has expressed growing concerns about the impact of broad
sanctions on entire populations, as well as doubts about the effectiveness of such blunt tools. Second,
targeted, tailored sanctions are seen as more effective in holding otherwise-protected political
leaders, businesses, or other non-state actors accountable, as they limit privileges without disrupting
political or economic ties between states. The UN High Commissioner for Human Rights notes,
“targeted sanctions have a less harmful impact on the population.”*°

However, targeted sanctions are usually a last resort, after diplomatic efforts or multilateral justice and
accountability mechanisms such as the International Criminal Court (ICC) and other UN processes
have failed in holding human rights violators to account.

Two types of sanctions are particularly relevant to digital rights: economic sanctions, which suspend
customary trade and financial relations between states, and tech sanctions, which target the tech
sector or the export, sale, transfer, servicing, and use of new and emerging technologies. Tech

® See, e.g., U.S. Department of the Treasury, Office of Foreign Assets Control, Specially Designated Nationals And Blocked Persons List (SDN)
Human Readable Lists, 2023, https://ofac.treasury.gov/specially-designated-nationals-and-blocked-persons-list-sdn-human-readable-lists.
©U.S. Department of the Treasury, Treasury Targets Financier’s lllicit Sanctions Evasion Activity, 2020,
https://home.treasury.gov/news/press-releases/sm1058.

" The Economist, Western sanctions on Russia are like none the world has seen, 2022,
https://www.economist.com/briefing/2022/03/05/western-sanctions-on-russia-are-like-none-the-world-has-seen/.

8 See, European Commission, Overview ofsanct/ons and related resources,

° UN Securlty Council, Sanctions, https://www.un.org/securitycouncil/sanctions/information.

1 OHCHR, Thematic study of the Office of the United Nations High Commissioner for Human Rights on the impact of unilateral coercive
measures on the enjoyment of human r/ghts including recommendat/ons on actlons aimed ot ending such



https://www.ohchr.org/sites/default/files/Documents/HRBodies/HRCouncil/RegularSession/Session19/A-HRC-19-33_en.pdf
https://www.un.org/securitycouncil/sanctions/information
https://finance.ec.europa.eu/eu-and-world/sanctions-restrictive-measures/overview-sanctions-and-related-resources_en
https://www.economist.com/briefing/2022/03/05/western-sanctions-on-russia-are-like-none-the-world-has-seen
https://home.treasury.gov/news/press-releases/sm1058
https://ofac.treasury.gov/specially-designated-nationals-and-blocked-persons-list-sdn-human-readable-lists
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sanctions in particular have a long shadow, with individuals unable to escape their impact wherever
they go. They also open the door to arbitrary and unlawful discrimination based on religion, ethnicity,
language, and national origin."

Who issues sanctions?

Sanctions are levied by international or intergovernmental institutions, and by individual states. States
usually prefer to act unilaterally when issuing sanctions, via national legislation or executive actions,
rather than working to reach consensus and to impose sanctions jointly.

Several states are adopting, or have already adopted, versions of so-called “Global Magnitsky”
(“GLOMAG”) laws, named for anti-corruption crusader Sergei Magnitsky who died in a Moscow prison
for his advocacy.'” Some 35 states, including Australia, Canada, Iceland, Kosovo-Montenegro, Norway,
the U.S., U.K., and all E.U. Member States - now have such laws, which restrict access to

financial resources and travel through targeted economic and visa sanctions. When used in a
coordinated manner, Magnitsky laws form a rough consensus on which people and firms should be
ostracized. As more states join the movement, NGOs can take advantage of this new tool by
coordinating advocacy, submitting data on potential sanctions targets, and monitoring
implementation of Magnitsky sanctions.” In the U.S., such rules have bipartisan support, with
Congress permanently reauthorizing the Magnitsky Act in 2022.**

Within a single nation’s government, decisions related to sanctions involve multiple different
departments or agencies. In the U.S. the enforcement of the Magnitsky Act may involve the
Departments of State, Treasury, Commerce, and the White House.

But the process of deciding on and designating sanctions varies across governments and regions. In
the E.U. sanctions are traditionally applied as part of a broader security and foreign policy approach. As
such, specific sanctions are only applied to entities and persons as part of wider sanctions imposed on
a given country. E.U. sanctions apply to all 27 Member States, while European Free Trade Association,
European Economic Area, and E.U. candidate countries are invited to align themselves with the same
measures."

One international body with multilateral sanctions authority is the UN Security Council, which
currently houses 15 ongoing sanctions regimes, focused on “supporting political settlement of

I See, e.g. Mashable, Apple Store Refused to Sell iPad, iPhone to Iranian Customers, 2012, https://mashable.com/archive/apple-store-iran and
The Moscow Times, Russians Banned From TOEFL English Language Exam - Report, 2022,
https://www.themoscowtimes.com/2022/08/02/russians-banned-from-toefl-english-language-exam-report-a78486.

2 The Guardian, Who was Sergei Magn/tsky and how did UK sanctlons come about?, 2020,

B See, e.g. Redress, Magnitsky Sanctions, https://redress. org(magmtsky sanctions and Human nghts First, Global Magn/tsky and Targeted
Sanctions, https://www.humanrightsfirst.org/topics/global-magnitsky.

1 See Human nghts Flrst Permanent Global Magn/tskyAct Will Ensure Perpetrators Face Consequences 2022,

15 See European Un|on European Union Sanctions, 2021, tth [[www eeas.europa. eu(eeas[european union-sanctions en#10710.


https://www.eeas.europa.eu/eeas/european-union-sanctions_en#10710
https://www.humanrightsfirst.org/press-release/permanent-global-magnitsky-act-will-ensure-perpetrators-face-consequences
https://redress.org/magnitsky-sanctions/
https://www.humanrightsfirst.org/topics/global-magnitsky
https://www.theguardian.com/politics/2020/jul/06/who-was-sergei-magnitsky-and-how-did-uk-sanctions-come-about
https://mashable.com/archive/apple-store-iran
https://www.themoscowtimes.com/2022/08/02/russians-banned-from-toefl-english-language-exam-report-a78486
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conflicts, nuclear non-proliferation, and counter-terrorism.”*® The Council takes such coercive
measures “to support peaceful transitions, deter non-constitutional changes, constrain terrorism,
protect human rights and promote non-proliferation.” However, the Council’s cumbersome protocols
and permanent membership with veto power, including Russia, China, and the U.S. - all of whom
regularly issue sanctions against each other'’ - make it hard to reach consensus or respond to current
conflicts in a timely manner.

How long do sanctions last?

Depending on their legal basis, sanctions may be temporary, renewable, or permanent. Some survive
changes in state leadership; others are discarded as soon as a new government takes office. The
Council of the E.U. requires maintenance of sanctions, noting that, a “regular review [...] involving all
Member States shall take place in order to examine whether there remain grounds for keeping a
person or entity on the list,” while also considering proactive requests for “delisting” (i.e. removing a
person or entity from the sanctions list).*

The U.S. Department of the Treasury (“U.S. Treasury”) has a process for delisting'® and as of October
2021, it had removed nearly 3,000 people and entities from its lists.?” The U.S. has been known to lift
sanctions on entire states after political changes, having notably lifted sanctions on Sudan in 2017
after two decades of restrictions.” Yet other regimes are ongoing; the most famous of these being the
comprehensive and complicated U.S. embargo on Cuba. At 60 years old and counting, this embargo
predates the internet age, but now impacts everything from email services to NFT marketplaces.*

The U.S. does allow some exceptions to broad sanctions regimes. A company seeking to operate in a
sanctioned state may request either a “specific” or a “general” license from the U.S. Treasury’s Office of
Foreign Assets Control (OFAC). The former is “a written document issued by OFAC to a particular person
or entity, authorizing a particular transaction in response to a written license application.”” But the
application process is time-consuming and expensive, without guarantee it will be granted. Instead, a
“general” license allows for a broad range of activities, without requiring permission - such as the

18 UN Department of Political and Peacebuilding Affairs (DDPA), Fact Sheets: Subsidiary Organs of the United Nations Security Council, 2022,

7 See, e.g., A.P. News, China sanctions Reagan library, others over Tsai’s US trip, 2023,

https://apnews.com/article/china-sanctions-taiwan-us-dc6e2a198f3777dceca272e1d33952b, and The Economist, America’s commercial

sanctions on China could get much worse, 2023,

18 CounC|l of the European Unlon Restr/ct/ve Measures (Sanct/ons) 2022

https://data.consilium.europa.eu/doc/document/ST-10572-2022-INIT/en/pdf.

PUy.s. Department of the Treasury, Office of Forelgn Assets Control

n-ofac-list.

2U.S. Department of the Treasure, The Treasury 2021 Sanctions Review, 2021,
https://home.treasury.gov/system/files/136/Treasury-2021-sanctions-review.pdf.

21 U.S Department of State, Sudan Sanctions, https.//www.state.gov/sudan-sanctions/.

2 TIME, ‘Give Us a Break!” Cuban Activists Say U.S. Sanctions Are Blocking Them from Online Services, 2021,
https://time.com/6121348/cuban-activists-sanctions-blocked-platforms/.

% U.S. Department of the Treasury, Office of Foreign Assets Control: Frequently Asked Questions,

) financial-sanctions/f . :
7



https://home.treasury.gov/policy-issues/financial-sanctions/faqs/topic/1506
https://time.com/6121348/cuban-activists-sanctions-blocked-platforms/
https://www.state.gov/sudan-sanctions/
https://home.treasury.gov/system/files/136/Treasury-2021-sanctions-review.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/specially-designated-nationals-list-sdn-list/filing-a-petition-for-removal-from-an-ofac-list
https://home.treasury.gov/policy-issues/financial-sanctions/specially-designated-nationals-list-sdn-list/filing-a-petition-for-removal-from-an-ofac-list
https://data.consilium.europa.eu/doc/document/ST-10572-2022-INIT/en/pdf
https://apnews.com/article/china-sanctions-taiwan-us-dc6e2a198f3777dceca272e1d3395f2b
https://www.economist.com/briefing/2023/03/30/americas-commercial-sanctions-on-china-could-get-much-worse
https://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/subsidiary_organs_factsheets.pdf

Safeguarding digital rights in U.S. and emerging sanctions regimes accessnow

provision of medical bandages or syringes to people located in the Crimea region of Ukraine, for
example.®

I1l. THE IMPACT OF SANCTIONS ON DIGITAL RIGHTS AND
HUMANITARIAN PRINCIPLES

When it comes to safeguarding digital rights, we see a modest but important role for sanctions. The
increasing use of internet shutdowns by many global governments, and the surveillance of
pro-democracy actors, warrant some targeted sanctions® and the related block-listing of individuals
and companies.”® Access Now supports applying targeted sanctions to actors directly engaged in or
facilitating repression and human rights abuses. This includes the U.S. placing spyware purveyors NSO
Group and Candiru on the Commerce Department’s Entity List in November 2021,%" as well as
continued efforts to isolate Myanmar’s military junta through sanctions.

Comprehensive sanctions, such as full trade embargoes, hamper access to basic necessities, and may
also deprive entire populations of open and secure internet access - an essential enabler of human
rights, security, and sustainable development. For example, the U.S. policy of isolating Cuba has
prevented submarine fiber-optic cables from landing on the island,?® as recently as December 2022.%

Humanitarian services are increasingly digitized and internet-dependent, meaning that people and
communities already at-risk are further disadvantaged when living under broad sanctions. Disrupting
access to trusted software and secure services can force civil society organizations, human rights
defenders, pro-democracy activists, and independent journalists to use pirated, out-of-date,
unlicensed, or unsecured software or hardware. At worst, these same groups - many of whom are
already targets of state censorship and surveillance - may turn to government-approved platforms out

* See, e.g., U.S. Federal Reglster Update to the List of Medical Supplles for Ukraine-/Russia- Re/ated Sanctlons 2022,
f . R

-list-of-m

ons.
» See, e.g. EU sanctions on Myanmar Minister of Transport and Communication Admiral Tin Aung San. “Since he took over the ministry, there
have been numerous shutdowns and deliberate slowing-downs of the internet, as well as orders for providers to prevent Facebook, Twitter
and Instagram on-line.” Official Journal of the European Union, Council Implementing Regulation (EU) 2021/998 of 21 June 2021, 2021,
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3A0J.L1.2021.219.01.0045.01.ENG&toc=0J%3AL%3A2021%3A2191%3ATOC;
U.S. Department of the Treasury, U.S. Treasury Targets Belarusian Support for Russian Invasion of Ukraine, 2022,
https://home.treasury.gov/news/press-releases/jy0607.

% U.S. Department of State, The United States Adds Foreign Companies to Entity List for Malicious Cyber Activities, 2021,
https://www.state.gov/the-united-states-adds-foreign-companies-to-entity-list-for-malicious-cyber-activities. See also, Reuters, U.S.
lawmakers call for sanctions against Israel's NSO, other spyware firms, 2021,
https://www.reuters.com/world/us/exclusive-us-lawmakers-call-sanctions-against-israels-nso-other-spyware-firms-2021-12-15.

7U.S. Department of Commerce, Team Telecom Recommends the FCC Deny Application to Directly Connect the United States to Cuba Through
Subsea Cable, 2021,
https://www.commerce.gov/news/press-releases/2021/11/commerce-adds-nso-group-and-other-foreign-companies-entity-list.

- ClrcleID Justlce Department Recommends That the FCC Deny the ProposedARCOS Cable Segment Connectmg Flor/da and Cuba 2022

cuba
#U.S. Department of Justice, Team Telecom Recommends the FCC Deny Application to Directly Connect the United States to Cuba Through
Subsea Cab[e 2022



https://www.justice.gov/opa/pr/team-telecom-recommends-fcc-deny-application-directly-connect-united-states-cuba-through
https://circleid.com/posts/20221203-justice-department-recommends-that-fcc-deny-proposed-arcos-cable-segment-connecting-florida-and-cuba
https://circleid.com/posts/20221203-justice-department-recommends-that-fcc-deny-proposed-arcos-cable-segment-connecting-florida-and-cuba
https://www.federalregister.gov/documents/2022/05/31/2022-11612/update-to-the-list-of-medical-supplies-for-ukraine-russia-related-sanctions
https://www.federalregister.gov/documents/2022/05/31/2022-11612/update-to-the-list-of-medical-supplies-for-ukraine-russia-related-sanctions
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of necessity, or curtail their efforts due to lack of access to digitally secure applications, platforms, or
services.

There is also a need for greater assurance that the current processes for developing targeted tech
sanctions protect and promote human rights, and do not interfere with humanitarian services that
increasingly depend on open and secure internet access to the internet.*

In conflict-related situations, any blanket, overreaching, or excessive sanctions can have a punitive or
retaliatory effect, violating humanitarian principles of humanity, distinction, and proportionality.*
Overly broad sanctions, imposed in order to obtain an unclear or questionable strategic or military
advantage, may disproportionately impact civilians, trigger or worsen situations of starvation or
famine, or undermine essential health services - all behaviors expressly banned under international
humanitarian law (IHL). We intend to engage more closely with humanitarian assistance providers and
recipients to better understand and mitigate these adverse impacts, and we invite input on how tech
sanctions impact their communities and operations.

How corporate overcompliance makes things worse

While sanctions are issued by states, they are often implemented by private sector entities. In the
telecom and tech sector, deregulation has given companies control of information and
communications technologies. This means that sanctions enforcement is left up to people and
companies with their own interests, incentives, and limitations, which may not align with the interests
of states, populations, or human rights.

Overcompliance occurs when companies respond to sanctions with excessive measures, preventing
people from accessing essential services.® Led by their legal teams, companies tend toward the path
of least resistance, taking a “more is more” approach to implementing sanctions in order to avoid
unwanted attention from authorities like OFAC, whose penalties can be significant. When combined
with financial intermediaries’ reluctance to offer credit or transaction support, many countries are left
without access to routine business applications.

Overcompliance also means that countries are likely to miss out on the benefit of competition and
innovation in the tech sector, slowing progress toward the Sustainable Development Goals* and
people’s ability to “enjoy the benefits of scientific progress and its applications.”* Larger companies

* An excellent report, the 2012 review by the OHCHR on the human rights impacts of sanctions, unfortunately does not consider the role of
the tech sector or new and emerging technologies. See, OHCHR, Thematic study of the Office of the United Nations High Commissioner for
Human Rights on the impact of unilateral coercive measures on the enjoyment of human rights, including recommendations on actions aimed
at ending such measures, 2012, https://ap.ohchr.org/documents/dpage e.aspx?si=A/HRC/19/33.

* See, e.g., ICRC Principles of IHL (d/st/nct/on proport/onallty) have d/rect bearlng on cyber operat/ons 2020

* See, e.g., OHCHRIran Umlatera[ sanctions and overcompllance constltute serious threat to human r/ghts and dlgmty UN expert 2022,
https://www.ohchr.org/en/press-releases/2022/05/iran-unilateral-sanctions-and-overcompliance-constitute-serious-threat-human.
3 See, e.g., Goal 17, at Global Goals, https://www.globalgoals.org/goals/17-partnerships-for-the-goals, and Laura O’Brien, Access Now, More

than 3.5 billion left in the dark: why we’re still fighting to reach U.N. targets for internet access, 2023,
https://www.accessnow.org/internet-access.
* International Covenant on Economic, Social and Cultural nghts Art/c[e 15 1966,



https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-economic-social-and-cultural-rights
https://www.globalgoals.org/goals/17-partnerships-for-the-goals
https://www.icrc.org/en/document/principles-international-humanitarian-law-distinction-proportionality-have-direct-bearing
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/19/33
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with greater legal and lobbying resources may be better equipped to take risks than start-up tech
companies lacking either. As one lawyer who advises companies about doing business in Cuba said,
start-ups are “not going to want to pay for legal fees for stuff like this, so they’ll just follow the embargo
and be done with it.”*

The harmful effects of overcompliance are not limited to the tech sector. Banks’ "derisking" policies
deny payments and accounts to legitimate charities, non-profits, and individuals. Such measures have
adversely impacted Access Now and our partners’ digital rights advocacy and operations in many
ways.*

Overcompliance extends the adverse impacts of sanctions beyond concrete legal restrictions or
intended policy objectives. In Sudan, for example, U.S. sanctions were largely withdrawn in 2017, yet
access to the Google Play Store and Apple App Store remain difficult, with paid applications and
services still largely out of reach. Despite repeated pleas by civil society, U.S. companies remain
reluctant to enter the market, further hampering sustainable development and reinforcing people’s
exclusion from tools that allow them to exercise their civil and political rights.

There are some bright spots. GitHub, for instance, spent considerable time and resources to secure a
“specific” license from U.S. Treasury, allowing the California-based company to offer its popular
hosting services to software developers in Iran.*” While we hope other companies follow suit, we
maintain that developing concerted, multi-stakeholder coalitions, clearer laws, and more robust
sanctions consultation, development, and implementation processes is the only sustainable way to
address this problem.

U.S. tech sanctions

When it comes to tech sanctions, the U.S. has a mixed track record, from clumsy attempts to ban entire
platforms on vague national security grounds,® to attempts at regulating long lists of sensitive
sanctionable technologies like “semiconductors, telecommunication, encryption security, lasers,
sensors, navigation, avionics and maritime technologies,” often using the same legal authorities and
opaque processes.

In 2021, U.S. Treasury engaged in a review to modernize its sanctions work. While the review failed to
explore tech sanctions beyond digital currencies, nor did it mention human rights, it did acknowledge
the need to minimize adverse impacts and to engage with civil society. Notably, the review called for
expanding sanctions exceptions “to support the flow of legitimate humanitarian goods and assistance

* TIME, ‘Give Us a Break!” Cuban Activists Say U.S. Sanctions Are Blocking Them from Online Services, 2021,
https://time.com/6121348/cuban-activists-sanctions-blocked-platforms.

3% See, e.g., Charity + Security Network, Protecting Nonprofits, https://charityandsecurity.org/issue-areas/protecting-nonprofits.

* Github, Advancing developer freedom: GitHub is fully available in Iran, 2021,
https://github.blog/2021-01-05-advancing-developer-freedom-github-is-fully-available-in-iran/.

3 Lawfare, TikTok, WeChat, and Biden’s New Executive Order: What You Need to Know, 2021,
https://www.lawfareblog.com/tiktok-wechat-and-bidens-new-executive-order-what-you-need-know.

* The White House, Fact Sheet:Joined by Allies and Partners, the United States Imposes Devastating Costs on Russia, 2022,
https://www.whitehouse.gov/briefing-room/statements-releases/2022/02/24/fact-sheet-joined-by-allies-and-partners-the-united-states-imp
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and provide clear guidance at the outset when sanctions authorities are created and implemented,
particularly related to vulnerable populations.”*

But obstacles remain. Arbitrary distinctions between “fee-based” and unpaid applications and services
mean that payment processors, authentication tools, and credit card companies play an outsize role in
determining access. Small legal carve-outs and general licenses for “internet freedom” technologies
make little difference when an entire market is deemed unworthy of entering. For example, despite the
U.S. government issuing tech sanctions exemptions for Syria,*! paid U.S.-based services are still
inaccessible for people in the country. This makes it impossible to pay for apps or for an ad campaign
directed at a Syrian audience. The Syrian regime responded by opening its own online store with
replicas of international or U.S. platforms and apps, raising considerable cybersecurity and user safety
concerns.

Internet resources and infrastructure

The rapid expansion of sanctions also creates issues for underlying internet infrastructure operators
and internet governance bodies. Following Russia’s full-scale invasion of Ukraine, many internet
governance experts pushed for technical bodies to essentially expel the Russian military and related
institutions from the global internet. Influential governance organizations, including the Internet

Corporation for Assigned Names and Numbers (ICANN), rejected the request.*

But open questions remain over the creation of specific mechanisms in internet governance bodies to
address future sanctions and conflicts. An open letter circulated around the time of Ukraine’s request
laid out principles to “guide Internet sanctions” and proposed “a multistakeholder governance
mechanism to facilitate decision-making and implementation.”* Further discussions at the Internet
Governance Forum* and RightsCon® show rough consensus that sanctions impact digital rights and
the “public core” of the internet; a hunger among various stakeholders for a voice in sanctions
decisions affecting all technical layers of the internet “stack”; and recognition that policymakers need a
“better understanding of how the Internet works, what the players are, and what kind of
considerations they have to take into account when they are imposing sanctions.”*

“ See, for example, Treasury’s recommendations for a new “structured policy framework that links sanctions to a clear policy objective”,
which: c) Incorporates anticipated economic and political implications for the sanctions target(s), U.S. economy, allies, and third parties and
has been calibrated to mitigate unintended impacts: Sanctions should be designed to tailor their impact so that costs fall on intended targets
and that potential negative impact on others is minimized. d) Includes a multilateral coordination and engagement strategy: Where possible,
sanctions should be coordinated with allies, incorporating shared intelligence and resources, and accompanied by engagement with relevant
stakeholders including industry, financial institutions, allies, civil society, and the media. U.S. Department of the Treasury, The Treasury 2021

Sanctions Review, 2021, https://home.treasury.gov/system/files/136/Treasury-2021-sanctions-review.pdf.

*LEFF, Sudan Tech Sanct/ons Harm Innovation and Development us Government and Corporat/ons Must Act, 2014,

“See The ReglsterUkra/ne invasion: We should cons:der mternet sanctlons says ICANN ex-CEO, 2022

https://www.theregister.com/2022/03/10/internet russia sanctions.

43PCH Mu/t/stakeholderImposttlon oflnternetSanctlons 2022,

* httgs [(Www rightscon. org

616k 2022, Day 2 WS #342, Protect/ng a Global Internet in an Age ofEconomlc Sanctlons quotlng



https://www.intgovforum.org/en/content/igf-2022-day-2-ws-342-protecting-a-global-internet-in-an-age-of-economic-sanctions
https://www.rightscon.org
https://www.intgovforum.org/en/content/igf-2022-day-2-ws-342-protecting-a-global-internet-in-an-age-of-economic-sanctions
https://www.pch.net/resources/Papers/Multistakeholder-Imposition-of-Internet-Sanctions.pdf
https://www.theregister.com/2022/03/10/internet_russia_sanctions
https://www.eff.org/deeplinks/2014/06/sudan-tech-sanctions-harm-innovation-development-us-government-and-corporations-must-act
https://home.treasury.gov/system/files/136/Treasury-2021-sanctions-review.pdf
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Perhaps the most forthcoming internet governance body on this topic is RIPE NCC, one of five regional
organizations distributing IP addresses and helping to manage internet “number resources.” Based in
the Netherlands, RIPE openly collaborates with civil society regarding the impact of sanctions on its
work and that of similar internet governance stakeholders.*” In 2014, its Executive Board passed a
resolution expressing its opinion on sanctions, stating that, "The Executive Board of the RIPE NCC
believes that the means of communication should not be affected by political discussions or disputes.
This includes the provision of correctly registered internet numbering resources.”*

More recently, however, RIPE highlighted the difficulty of navigating state sanctions, writing in a blog
post last year:

As an association under Dutch law, the RIPE NCC is in principle subject to Dutch and E.U.
legislation, and the Dutch authorities are responsible for their enforcement. [...] We are
constantly reviewing the sanctions list and applying our sanctions procedure when we find any
new matches, that is, we do not make new internet number resources available to any
sanctioned persons or entities and we freeze any resources they already have. These will be
reported in our quarterly sanctions transparency reports.*

RIPE’s robust external communications and quarterly transparency reports on sanctions represent a
best practice that more internet governance bodies, and even tech companies, should adopt and
adapt. Greater disclosure on the actual impact of sanctions is essential for designing accurate policy
interventions that discourage overcompliance and safeguard the rights of the most vulnerable and
marginalized people.

IV. CASE STUDIES: WHEN SANCTIONS BACKFIRE

U.S. sanctions on Iran

Of all tech sanctions regimes, the U.S. restrictions on trade with Iran have received the most sustained
attention. Before taking a closer look at the story so far, we wish to emphasize that more

research, analysis, and recommendations are being actively developed by Access Now’s partners closer
to the reality in Iran.*® We therefore recommend using this case study as an entry point, before
engaging with other partners’ work on the topic.

" For a comprehensive review of how sanctions affect internet access, and the role of RIPE and other internet governance bodies in relation
to cyber sanctions, see Digital Medusa, Sanctions and the Internet, 2023,
https://digitalmedusa.org/wp-content/uploads/2023/05/Sanctionsandthelnternet-DigitalMedusa.pdf.

“*8 RIPE Labs, How Sanctions Affect the RIPE NCC, 2021, https://labs.ripe.net/author/athina/how-sanctions-affect-the-ripe-ncc/.

“9RIPE Labs, EU Sanctions and Our Russian Membership, 2022,
https://labs.ripe.net/author/athina/eu-sanctions-and-our-russian-membership/.

* These partners include experts at ARTICLE 19, The Miaan Group, FilterWatch, Small Media, NIAC, United for Iran, and Digital Medusa, among
others.
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Since the 1979 seizure of its embassy in Tehran, the U.S. has sanctioned Iran in various ways.”* When in
2009, Green Movement demonstrations broke out following a disputed presidential election,
authorities deployed the country’s first documented internet shutdown®? in an effort to prevent
demonstrators from mobilizing and documenting violations via text-messaging, satellite television,
and other digital tools.” These events led to the creation of Access Now, among other digital rights
organizing efforts. Yet just as the U.S. was formulating a foreign policy doctrine of “internet freedom,”*
major U.S. technology companies were pulling their products and services from the Iranian market.

In 2013, media reports pointed out how U.S. sanctions on Iran were counterproductive, since “without
access to U.S. products, citizens can be forced to rely on alternative services from other countries that
are less protective of human rights and makes them even more vulnerable to surveillance and
censorship.”

When civil society drew the Obama administration’s attention to the counterproductive impacts of
denying Iranians access to the internet, the response was positive.”® General License D was issued to
allow the export of “certain services, software, and hardware incident to the exchange of personal
communications,”’ albeit with significant limitations.

Access Now joined partners in celebrating this step forward,* but we also stressed the need for U.S.
tech companies to take advantage of the opportunity by offering products and services to Iranians.
Knowing that company lawyers would err on the side of caution, we asked the Obama administration
to further clarify the extent of the new license, to help mitigate overcompliance. Unfortunately, credit
card providers, payment processors, and domain hosts such as Bluehost, among others, remained
unwilling to provide services.

In 2014, Access Now’s then-Policy Director Jochai Ben-Avie and independent researcher Collin
Anderson reported somewhat hopeful progress: “In response to GL-D, Google and Apple have both
made more products and services, such as their app stores, available in the country — but only months
after its publication and the election.” Other companies were slower to act. In 2013, we co-authored
an advocacy letter to Yahoo! - at the time the most popular email service in Iran - expressing our

*! The Guardian, Sanctlons are ne/ther new norguaranteed to work - just look at Cuba, 2022,

52 See ARTICLE 19, Iran Tlghtenmg the Net 2020After Blood and Shutdowns 2020,

https://www.article19.org/wp-content/uploads/2020/09/TTN-report-2020.pdf.
%3 Radio Free Europe/Radio Liberty, The Myths And Realities Of New Media In Iran's Green Movement, 2010,

* Human Rights Watch, US: Clinton to Press for Internet Freedom, 2010,
https://www.hrw.org/news/2010/01/21/us-clinton-press-internet-freedom.

* Slate, Confusmg Sanctions Are Aiding Government Represston 2013

9 Jochal Ben-AV|e and Collln Anderson Countering Sudan S lso[at/on Through Secur/ng Access to lnformat/on Technology, 2014,

7WMM' i i :
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concerns that Iranian users were still unable to access Yahoo’s SMS-based two-factor authentication - a
key account security feature - nor were they able to download its Messenger client.®

That same year, the Obama administration created further sanctions carve-outs for technology
transfers, with General License D-1.°* But there were no further developments for eight years until, in
fall 2022, U.S. authorities responded to Iranian pro-democracy protests by issuing General Licence D-2.
%2 This relief brought U.S. sanctions into alignment with many of the changes in modern technology
since the issuance of the 2014 license, Iran GL D-1. Ultimately, this means U.S.-based companies should
be able to offer tools and services like video conferencing, e-gaming, e-learning platforms, automated
translation, web maps, and user authentication services, and cloud services to people in Iran with
confidence they are not breaking U.S. law.®®

U.S. authorities are increasing their focus on digital rights violations as a justification for imposing
wider sanctions on Iranian companies themselves. As we finalized this report in June 2023, U.S.
Treasury announced sanctions on Iran-based technology company Arvan Cloud and two of its
employees, as well as an affiliate company based in the United Arab Emirates, specifically for
“facilitating the Iranian regime’s censorship of the Internet in Iran.”® So far, reaction to this decision has
been mixed; while some praised the move as centering digital rights in sanctions decision-making,
others have questioned targeting a company like Arvan, which has helped people circumvent
censorship through VPNs, provides a wide variety of essential infrastructure services to Iranians,® and
practices some transparency.®

Continued access restrictions

Despite positive progress to date, the dust has yet to settle in what has become a cat-and-mouse game
between nervous tech companies and inconsistent White House administrations. ARTICLE 19 succinctly
describes the three-fold impact of ongoing U.S. sanctions on Iran:

First, they create severe limitations in terms of services Iranians can access. Second, they provide
additional excuses for the government to tighten and centralize control over the internet under
unmerited fears the U.S. “will cut all access to the global internet” because of sanctions; and
third, the economic isolation caused by sanctions incentivises authorities to further isolate the
internet.”’

®Center for Human Rights in Iran, 2013, h

S U.S. Department of the Treasury, Office ofForelgn Assets Control lran 2022

62U.S. Department of the Treasury, U.S. Treasury Issues Iran Genera[ License D-2 to lncrease Support for Internet Freedom, 2022,

& Access Now, The world must support people in Iran: sanctions relief helps connect the nation, 2022.
https://www.accessnow.org/press-release/iran-sanctions-internet/
& U.S. Department of the Treasury, Treasury Sanctions Iranian Company Aiding in Internet Censorship, 2023.

5 Wired, The Messy US Influence That’s Helping Iranians Stay Online, 2023, https://www.wired.com/story/us-iran-internet-freedom-sanctions.
% Arvan Cloud, Transparency Report, 2023 https://www.arvancloud.ir/en/legal/transparency-report
®7 Article 19, Iran: Tightening the Net 2020 After Blood and Shutdowns, 2020,
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Some observers believe the U.S. sanctions firewall has fostered the development of a viable Iranian
intranet that is not dependent on the global internet and over which its authoritarian government can
maintain strict censorship, surveillance, and control. As ARTICLE 19 points out, “Sanctions have
impelled Iranian authorities to develop an Internet infrastructure that is neither reliant on nor
vulnerable to the predominantly US technical foundations and ownership of the global Internet.”® Its
“National Information Network” (NIN) utilizes domestic internet infrastructure hosted inside Iran.
According to The Miaan Group, the NIN tries to force Iranian users “to rely mostly on local services and
apps, by making international services unavailable, slower, or more expensive [...] By localizing the
online traffic on platforms hosted inside Iran, authorities can increase surveillance and controls over
content.”®

As Access Now and others have pointed out, this trend toward digital self-sufficiency, made necessary
by ongoing sanctions, is bad news for people living under authoritarian regimes; the NIN “places
information and communications under the monitoring and censorship of the authorities, and may
result in Iran’s eventual disconnection from the global internet.””

After so many years of restrictions, the die is cast. In Iran, many paid and free applications, as well as
credit card companies and online payment services, remain unavailable or blocked due to corporate
overcompliance, despite multiple rounds of clarification and sanctions relief by the U.S. government.™
And despite successive U.S. administrations clarifying their intent to allow humanitarian and human
rights-affirming goods and services, banks and credit card companies remain reticent to support said
transactions.™

Their reticence is understable from a balance sheet perspective. The USD 1.2 billion fine levied by
Treasury against Chinese tech company ZTE for violating Iran sanctions, which led to a USD
892,360,064 settlement, demonstrates that the price to pay is a high one.” But the overall effect on
digital rights appears counterproductive, especially as tech companies seem to go out of their way to
obstruct Iranian access to platforms and services. In 2018, both Google and Amazon shut down an
innovative censorship circumvention technique known as “domain fronting,” used to evade censorship
by routing blocked application traffic through larger platforms, like Amazon’s AWS, to mask its
destination. Access Now appealed to the U.S. Congress to pressure Google and Amazon to reverse

% ARTICLE 19, Iran: Tightening the Net, 2020, https://www.article19.org/wp-content/uploads/2020/09/TTN-report-2020.pdf.

 The Miaan Group, Submission to the Special Rapporteur on the negative impact of the unilateral coercive measures on the enjoyment of

human rights on “secondary sanctions, civil and criminal penalties for circumvention of sanctions regimes, and over-compliance with sanctions”

and “Unilateral sanctions in the cyber world”, 2022,

https://www.ohchr.org/sites/default/files/documents/issues/ucm/cfis/secondary-sanctions/2022-09-14/submission-secondary-sanctions-an

d-sanctions-in-cyber-world-HRC-51-Miaan-Group.docx.

™ Access Now, Iran: Human rights groups sound alarm against draconian Internet Bill, 2022,
https://www.accessnow.org/press-release/iran-internet-bill. See also, Access Now, Iran has built an internet for oppression. Here’s why you

should care, 2020, https://www.accessnow.org/iran-internet-shutdowns.

n ASL19, Iran Tech Sanctions Overcompliance, last edited 2022,

h ; m/spri h 1RNILSWZXGgK bRGTyBxZzXfoYvesHNnMfDjOLD-KpM

™2 Business Insider, If Biden actually wants to help Iranians, there’s an easy way to do it, 2021

https://www.businessinsider.com/biden-wants-to-help-iranians-heres-how-to-do-it-2021-10.

#U.S. Department of Justice, ZTE Corporat/on Pleads Gutlty for V/olatmg U.S. Sanctlons by Sendmg u. S Or/g/n ltems to Iran, 2017,
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https://www.businessinsider.com/biden-wants-to-help-iranians-heres-how-to-do-it-2021-10
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https://www.accessnow.org/press-release/iran-internet-bill
https://www.accessnow.org/iran-internet-shutdowns/
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https://www.article19.org/wp-content/uploads/2020/09/TTN-report-2020.pdf
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course,* and applauded a bipartisan effort questioning the companies; but to no avail. Despite civil
society’s nuanced warnings about adverse human rights impacts, it seems in-house lawyers' risk
analysis failed to consider these impacts.

Sanctions on Russia and Belarus

U.S. sanctions related to the 2014 invasion and annexation of Crimea

Russia’s invasion and annexation of the Crimea region of Ukraine in 2014 initiated a round of sanctions
impacting access to technology. Reports of internet service restrictions by Google, Amazon, Apple,
GoDaddy, and Paypal in Crimea,” spurred Access Now and our partners to write to U.S. Treasury in
early 2015, requesting a general license similar to the one issued for Iran.” We focused on the need for
urgent action to prevent long-lasting damage, noting that, “Experiences from other sanctions regimes
demonstrate that removing restrictions is a difficult process when general licenses are issued after
limitations are already in place. Reevaluations of compliance strategies require costly changes to
engineering platforms and new interpretations of legal risks, compared to an uncertain promise of
financial gain.” In May 2015, U.S. Treasury responded by issuing General License No. 9, allowing
transactions of services and software “incident to the exchange of personal communications over the
internet.””

2022 full-scale invasion of Ukraine: U.S., U.K., and E.U. sanctions

Sanctions can be an important tool in preventing aggressor states from waging illegal wars, but they
can also be counterproductive. Following Russia’s full-scale invasion of Ukraine on February 24, 2022,
many called™ for Russian and Belarusian people™ to be kicked off the internet. Several companies
took action to disable essential digital services for Russian and Belarusian users. But such measures
have in fact hampered individuals from opposing the war in Ukraine.® They have obstructed free and
open media reporting on events in Russia and Belarus, as well as access to information about what is

™ Access Now, Access Now calls on U.S. Congress to look at compan/es ’decision on doma/n front/ng, 2018

® Access Now Letter to OFAC on Crimea and Personal Commun/catlons
https://www.accessnow.org/cms/assets/uploads/archive/LettertoOFAConCrimeaandPersonalCommunications.pdf.

" Sanctions News, US Government Authorizes Transactions Related to Personal Communications Over the Internet for Crimea and Clarifies
App[lcatlon of Certain EAR Provisions to Crimea, 2015,

"®The Washmgton Post, The Ukra/n/on leader who is pushing S/[/con Va[[ey to stand up to Russia, 2022,
https://www.washingtonpost.com/technology/2022/03/02/mykhailo-fedorov-ukraine-tech/.

™ Due to the Belarusian regime’s involvement in Russia’s military aggression against Ukraine, many of the sanctions imposed on Russia have
also been applied to Belarus. In fact, some state leaders have pushed for fully equalizing the sanction regimes applicable to the two
countries. See, LRT, thhuan/an prestdent vetoes law of natlonal sanctlons on Russian, Belarus:an cmzens 2023,

://www.cnn.com/2022/04/28/politics/youtube-google-ads-russia-what-matters/index. html and The Washington Post, Humanitarian
groups fee[/ng the /mpact of digital ad ha[ts in Russia, Ukraine, 2022
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really happening in Ukraine and abroad - further empowering the Russian and Belarusian
governments to silence dissent and quash protest.

In April 2022, U.S. Treasury answered civil society’s call® to protect access to the open internet, issuing
General License 25.A,% which exempts internet communications services, and related software,
hardware, or technologies, from U.S. sanctions against Russia. Almost more importantly, a White
House statement® issued in the same month noted the administration’s commitment to protecting
those “ensuring the availability of basic foodstuffs and agricultural commodities, safeguarding access
to medicine and medical devices, and enabling telecommunications services to support the flow of
information and access to the internet which provides outside perspectives to the Russian people.”
This was a fundamental victory for human rights in the digital age, putting internet access in the same
breath as food and medicine. We hope it sets a precedent for future policy in the U.S. and beyond.

U.S. Treasury then issued General License No. 27%* exempting transactions supporting NGOs and
democracy advocates.® The U.K. government also responded to civil society’s advocacy efforts® with
similar measures.®

However, despite such carve-outs and exemptions, companies continue to cut off and disconnect
services in Russia and Belarus, affecting the work of human rights defenders, independent media, and
anti-war voices. For example:

Google cut off ads and all paid services in Russia, such as YouTube ads, AdSense, GSuite, paid
apps, additional email storage, etc. Since Google makes it difficult for users to update their
location, civil society groups are unable to renew their subscriptions, even if they are no longer
based in Russia or if using credit cards from foreign banks. This means they are forced to open
new accounts, losing access to their existing accounts and data.

Facebook and Instagram also disabled ads in Russia, which hurts the ability of anti-war
opposition voices to be heard by the Russian public.®

8 Access Now, Letter to U.S. government: Do not disrupt internet access in Russia or Belarus, 2022,
https://www.accessnow.org/letter-us-government-internet-access-russia-belarus-ukraine/.

8 .S. Department of the Treasury Office of Foreign Assets Control, Russian Harmful Foreign Activities Sanctions Regulations 31 CFR part 587.
Authorizing Transactions Related to Telecommunications and Certain Internet-Based Communications, 2022,
https://home.treasury.gov/system/files/126/russia_gl25.pdf.

iate- -ON-russi
8 U.S. Department of the Treasury Office of Foreign Assets Control, GENERAL LICENSE NO. 27. Certain Transactions in Support of
Nongovernmental Organizations’ Activities, 2022,. https://home.treasury.gov/system/files/126/russia_gl27.pdf.

U.S. Department of the Treasury, Fact Sheet: Preserving Agricultural Trade, Access to Communication, and Other Support to Those Impacted
by Russia’s War Against Ukraine, 2022, https://home.treasury.gov/system/files/126/russia_fact sheet 20220419.pdf.

% Access Now, Letter to U.K. government: Do not disrupt internet access in Russia or Belarus, 2022,
https://www.accessnow.org/press-release/letter-to-uk-government-do-not-disrupt-internet-access-in-russia-or-belarus/.

8"Access Now, UK protects free flow of information amidst Russian sanctions, 2022,
https://www.accessnow.org/uk-information-russia-sanctions/.

8 Twitter thread, @navalny, Truth and free information hit Putin's insane regime just as hard as Javelins. This is a thread about opening the
second front against the war criminal from the Kremlin — the informational front, 2022,
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Companies such as Slack® Sectigo,” and Mailchimp® disconnected Russian and Belarusian
users, including prominent Russian civil society organizations like OVD-Info, GOLOS, Teplitsa of
Social Technologies, and Committee against Torture. These platforms are key for soliciting
funding, keeping websites secure, and communicating with the public and internally.

Visa, Mastercard, American Express, and Paypal, along with other online payment services,
left Russia, making it impossible for Russian independent media providing accurate reporting
on the war in Ukraine, such as Meduza, Mediazona, Holod, and DOXA, to receive essential
donations from readers.

The case of Mailchimp demonstrates how, once a hasty decision to cut off services is taken, it is
difficult to backtrack or make exceptions. Following the invasion, Mailchimp began disconnecting
Russian accounts and blocking access to data that Russian independent media and human rights
organizations needed to stay connected with readers and to raise funds. Access Now and regional
organization Teplitsa sent a letter to Mailchimp, asking the company to unlock the data and accounts
of Russian pro-democracy civil society actors and human rights activists opposing the war **
something Mailchimp had already publicly committed to doing.** Our outreach was ignored for
months, until eventually Mailchimp reached out through an intermediary announcing that they
established a channel for appealing its decisions.

To our knowledge, only two organizations have been able to take advantage of this channel so far. One
of these had their account restored, while the other was told that, while their account would not be
restored, they would be allowed to download their subscriber data. As of this report’s publication, all
other requests continue to be ignored.

As this example shows, it is easy enough to switch off services. It is far more difficult, time-consuming,
and resource-intensive for an organization to restore access to services, and many smaller
organizations may not be willing or able to take on this burden. Access Now, Teplitsa, and the Business
and Human Rights Resource Centre (BHRRC) continue drawing attention to how businesses’ actions
are directly or indirectly contributing to human rights violations in Russia and advancing Putin’s war in
Ukraine.**

8 Twitter thread, @natynettle. Cautionary tale: @Namecheap @SlackHQ & @Mailchimp have pulled their service to civil society voices in
#Russia & #Belarus. In no-doubt-well-meaning haste they're trying to impose costs on #Putin. But they skipped due diligence & are now silencing
some of his fiercest critics, 2022, https://twitter.com/natynettle/status/1504205743251206147?s=20&t=n0aqlzJbo4x|jjouGUBHTA.

OTwitter thread, @natynettle, Here's the bad news: civil society org @Tep_st's certificate won’t be renewed this year because upstream provider
@SectigoHQ won 't issue certs to any .ru domains, citing “US Export restriction laws,”
https://twitter.com/natynettle/status/1504993206601142275?s=20&t=nQaglzJbo4xljjouGUBHTA.

ICNN Politics, A Russian opposition leader wants to fight Vladimir Putin with ads on YouTube, 2022,
https://edition.cnn.com/2022/04/28/politics/youtube-google-ads-russia-what-matters/index.html; Access Now, Mailchimp is still silencing
activists in Russia, 2022, https://www.accessnow.org/mailchimp-is-still-silencing-activists-in-russia/.

%2Access Now, Letter to Mailchimp, 2022, https://www.accessnow.org/cms/assets/uploads/2022/08/Letter to -Mailchimp 21 June 2022.pdf.
% CNN Politics, A Russian opposition [eader wants to f/ght Vladimir Putin with ads on YouTube, 2022,

h ition.cnn.com/2022/04/2 -ads-russia-what-m rs/index.html.

94See e.g. Access Now, Mailchimp is still s:lencmg activists in Russia, 2022,
https://www.accessnow.org/mailchimp-is-still-silencing-activists-in-russia/; and Business & Human Rights Resource Centre, Company

Response: Mailchimp did not respond, 2022, https://www.business-humanrights.org/en/latest-news/mailchimp-didnt-respond/.
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Sanctions against Russia also affect people living in former USSR countries, many of which are still
dependent on Russia. Civil society organizations in such countries have reported that sanctions
against Russia have affected their ability to access Western technologies previously imported from
Russia, with prices skyrocketing accordingly.

The impact of sanctions is felt by people around the world, no matter where they go. Russian and
Belarusian dissidents fleeing oppression - including those who have sought refuge in Ukraine - have
found themselves unable to pay for food, housing, or other basic necessities, because banks and
payment services have terminated or frozen Russian and Belarusian client accounts.”

In the Czech Republic, authorities threatened to expel Russian and Belarusian students because of
their unusual interpretation of E.U. sanctions.”® The visa bans implemented by several E.U. countries
are disproportionately affecting Russian students, dissidents, and pro-democracy activists, as well as
Ukrainians forced to flee through Russian territory or forcibly taken to Russia.’” Access Now supports
the UN Special Rapporteur’s call for "any measures affecting Russian citizens abroad [to] be mindful
of human rights defenders at risk and not put them in further danger."*

The ongoing human rights impacts of sanctions on Russia and Belarus do not allow for an ad hoc
approach. We must build on the remarkable international response to last year’s invasion, by
emphasizing the need for coordinated, targeted sanctions that change behavior of the
decision-makers, rather than impacting entire populations.

U.S. and E.U. sanctions on Myanmar

Myanmar pioneered the use of internet shutdowns to silence dissent, having deployed one of the
first-ever-recorded intentional disruptions during a 2007 protest.” Since then, Myanmar authorities
have escalated their efforts to censor and attack civil society both off- and online.

The U.S. and EU removed many economic sanctions on Myanmar between 2011 and 2016,' including
broad financial and banking limits.* This normalization opened the door for private telecom sector
investment and the rapid rise of platforms like Facebook. However, since the 2021 coup, the U.S. and

% See, e.g. Reuters, Saxo Bank terminates Russian, Belarussran cllents following sanctlons 2022,

Banker These payment companies are cutting off Russia, 2022,
https://www.americanbanker.com/payments/list/these-payment-companies-are-cutting-off-russia.

DW, Russian students face restr/ctlons in Czech Repub[/c 2022,

"European Council on Foreign Relatlons Unmoved: Why a ban on Russians’ visas won thelp, 2022,
https://ecfr.eu/article/unmoved-why-a-ban-on-russians-visas-wont-help/ and; Schengen Visa News, Estonia Banned Entry to Over 1,091

Ukralman Refugees S/nce February, 2022,
fo.

%UN Speual Rapporteur on Human Rights Defenders, Russia: UN expert a[armed at continued target/ng ofhuman r/ghts defenders, 2022
https://srdefenders.org/russia-un-expert-alarmed-at-continued-targeting-of-human-rights-defenders/.

% The New York Times, Burmese Government Clamps Down on Internet, 2007,

h h nytim m/2007 2 rm vernment-clam wn-on-intern

100 BBC, US eases economic sanctions on Myanmar, 2016, ttgs //www.bbc. com(news[busmess 3631914

101 y.S. Department of the Treasury, Treasury Implements Termination of Burma Sanctions Program, 2016,
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E.U. have once again imposed measures targeting military personnel, and individuals and entities
related to the military - some of which relate directly to digital rights violations.

These more targeted sanctions take a smarter approach, highlighting specific kinds of human rights
violations and proscribing certain activity, perhaps in a bid to deter repetition by others. For example,
recent E.U. sanctions name individuals and entities, including Admiral Tin Aung San, for offenses
including “numerous shutdowns and deliberate slowing-downs of the internet, as well as orders for
providers to prevent Facebook, Twitter and Instagram online.”** For its part, the U.S. also issued
similar digital rights-related sanctions, naming the “trafficking and identification of individuals, and
the military’s continued repression of Burma’s people, including through surveillance and
imprisonment” in a recent designation of entities providing CCTV cameras and other security
technologies and equipment to the military.'*

Access Now supports tech sanctions intended to prevent the transfer of surveillance equipment'® and
sensitive data'® to Myanmar, to restrict dual-use technologies, and to stop the provision of technical
assistance or training that enables the use of such technologies.

Overall, better sanctions, with more consistent and coordinated enforcement, are needed. Companies
should not profit from doing business with Myanmar, or attempt to circumvent or evade sanctions
through trans-shipment via nearby countries. Sanctions should ensure that absolutely no corporate or
government funds find their way into the hands of the military junta or those of its many affiliates.

There is a need for heightened due diligence from developers, resellers, and distributors facilitating
the trade of sophisticated tech into Myanmar. Hikvison, a major global provider of surveillance
technologies based in China, responded to reports of its tech being found in Myanmar by saying that it
does not sell directly to Myanmar authorities.'® But the company’s duty to respect human rights
demands greater efforts to prevent the trans-shipment of its tools into Myanmar.’" In this case, we call
for greater monitoring of the circumvention of export controls, and of the responses by Chinese
companies to tech sanctions in particular.

As noted above, recent measures targeting individuals, ministries, and companies in Myanmar
explicitly call out digital rights violations, including internet shutdowns and unlawful surveillance
facilitated by the sanctioned entities. This positive step provides clarity on the purpose of the
sanctions. It also demonstrates the importance of paying close attention to complex trade relations
between military and industrial entities, and across borders, and creating mechanisms for ongoing
engagement with impacted communities.

192 Official Journal of the European Union, LI 219/45, Council Implementing Regulation (EU) 2021/998 of 21 June 2021 implementing Regulation
(EU) No 401/2013 concerning restrictive measures in view of the situation in Myanmar/Burma,
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=0J:L:2021:2191:FULL&from=EN

103 .S. Bureau of Industry and Security, Commerce Adds 37 to Entity List for Unsafeguarded Nuclear and Missile-Related Activities, Supporting
PRC Mllltary Modernlzatlon Violations of Human nghts and Support for Russia’s Mllltary and/or Defense Industna[ Comp[ex 2023

entlty list/file.
104 Justice for Myanmar, Telenor Group violtaing sanctions through installation and imminent transfer of german Lawful Intercept Gateway,
2022,
https://www.justiceformyanmar.org/press-releases/telenor-group-violating-sanctions-through-installation-and-imminent-transfer-of-germa
n-lawful-intercept-gateway.
105 Access Now, It’s not over until it’s over: sanctions must stop Telenor’s sale to the Myanmar military, 2022,
https://www.accessnow.org/sanctions-telenor-sale-to-myanmar-military/.
06Business & Human Rights Resource Centre, Hikvision’s Response 2023,

17 For more on trans-shipment as an excuse for the appearance of a company ’s tools in sanctioned countries, see The Citizen Lab, Planet Blue

Coat Redux, 2013, available at https://citizenlab.ca/storage/bluecoat/Citl ab-PlanetBlueCoatRedux-FINAL.pdf.
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U.S. sanctions on Sudan

Sudan boasts a vibrant civil society and grassroots activism landscape.’® The country’s inspiring,
women-led protest movement has captured attention in recent years, while successive rounds of
student movements have spurred remarkable changes in the past decade. But tech sanctions cast a
long shadow, blocking access to new and emerging technologies in the country. When combined with
recurring internet shutdowns, this has an ongoing, silencing effect on the ability of people, in Sudan
and in the Sudanese diaspora, to mobilize and document human rights abuses.

While more research is needed into the impact of sanctions on the Sudanese people’s access to
information and communications technologies, one thing is already clear: the adverse effects on
human rights do not end the moment sanctions are lifted.'®

Campaigning for U.S. tech sanctions to be lifted in 2014,''° campaign coordinator Mohammed Hashim
Kambal shared this brilliantly nuanced message:

We want to be clear that this is not an appeal to lift all sanctions from the Sudanese regime that
continues to commit human rights atrocities. This is an appeal to empower Sudanese citizens
through improved access to [information and communications technologies] so that they can be
more proactive on issues linked to democratic transformation, humanitarian assistance, and
technology education — an appeal to make the sanctions smarter.*!

Writer and advocate Dalia Haj-Omar detailed the many limitations that sanctions wrought on
Sudanese civil society:

The Sudanese pro-democracy civil society is facing great limitations from the government and the
Humanitarian Aid Commission (that oversees the work of NGOs), linked to accepting foreign funding.
It is impossible to directly crowdfund from Sudanese diaspora groups because of U.S. sanctions that
don’t permit the transfer of funds to or from Sudan. They therefore have to organize crowdfunding in
cooperation with active members [of] the diaspora, who in turn collect funds and send them by hand
to Sudan — a process that takes time and effort.

Additionally, crisis mapping, which was very useful during the last floods in August 2013, is limited in
Sudan. Crisis mappers are not able to access or purchase tools and/or applications made by
American companies, such as Google (including People Finder and Google Crisis Map) or products by
Esri, an American company that specializes in GIS technology.

198 TIMEP, Resistance Committees: The Specters Organizing Sudan’s Protests, 2021,

https://timep.org/explainers/resistance-committees-the-specters-organizing-sudans-protests/.

%United Nations, Concerned by Unintended Negative Impact of Sanctions, Speakers in Security Council Urge Action to Better Protect Civilians,

Ensure Humanitarian Needs Are Met, 2022, h :J/pr n.org/en/2022/scl47

Facebook, Cause Page: Lifting US Digital Technology Sanctions on the Sudanese people,

https://www.facebook.com/lift.US.sanctions.on.Sudan.

! Index on Censorship, Sudanese civil society calls for change to US digital technology sanctions, 2014,
N g -SOCIETY-CalsS-CNANZE-US-AIZITal-tEeCNNOIOZgY-59
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No Sudanese inside the country can purchase original software online. Regular citizens, as well as
universities, rely heavily on pirated software that cannot be updated online automatically and is
often ridden with malware.

Computer science students have reported that they are unable to obtain their certificates after taking
and passing online courses affiliated with U.S. institutions such as MIT. The reason given is that
certificates are not issued for countries under comprehensive US sanctions, such as Sudan, Iran,
Syria, and Cuba. Additionally, online educational websites, such as Khan Academy, Google Scholar
and Audacity remain blocked to users in Sudan.*”?

The U.S. government eventually heeded civil society’s calls, issuing a general license in 2015.'** Access
Now’s own community benefited from these carve-outs, as our Digital Security Helpline services to
Sudanese people fell within their scope.'** By 2017, the last round of broad U.S. sanctions had been
largely withdrawn.

Yet to this day, accessing the Google Play Store and Apple App Store remains difficult, with paid
applications and services largely out of reach. Apple does not list Sudan on its Availability of Apple
Media Services page.'*® While there may be several reasons for a company not to provide products or
services in certain markets, the U.S. tech sector’s ongoing absence from Sudan raises concerns about
the enduring impact of sanctions in fueling scarcity of digital services.

In April 2023, violence broke out between the same warring generals who together had toppled the
civilian government in 2021. This has resulted in mass displacement and widespread suffering.*® The
U.S. quickly resorted to sanctions, targeting companies financing both the Sudanese military and
Rapid Support Forces (RSF) paramilitary.’” The resilience and ingenuity of technologists in Sudan and
its diaspora is well established, and we call on U.S. Treasury and other sanctions authorities to listen
intently, and respect their needs, while developing further responses.

V. POLICY RECOMMENDATIONS

As we have noted above, targeted, tailored, and well thought-through sanctions hold promise as a tool
to effect timely change in difficult circumstances. They can help foster accountability for human
rights violations and deter further abuses. But sanctions regimes must be reviewed for their
processes, purposes, and effectiveness in the digital age.

As it stands, U.S. sanctions processes are overly opaque and unilateral, developed hastily without

112

Index on Censorshlp, Sudanese ctv:l soc:ety calls for change to us dlg/tal techno[ogysanctlons 2014,

113Access Now, U. S eases sanctions on tech exports to Sudan 2015, ttgs ([www accessnow. org[us eases- sanctlons tech-exports-sudan/.
Access Now, Digital Security Helpline case study: Defending freedom of expression in Sudan, 2015,
https://www.accessnow.org/digital-security-helpline-case-study-defending-freedom-of-expression-in-sud/.

5 Apple, Availability of Apple Media Services, https://support.apple.com/en-us/HT204411.

116 Reuters, Sudanese forces clash in Khartoum after talks break down, 2023,
https://www.reuters.com/world/africa/sudanese-forces-clash-khartoum-after-talks-break-down-2023-06-02.

17 Reuters, US imposing sanctions against those perpetuating violence in Sudan, 2023,
https://www.reuters.com/world/africa/us-imposing-sanctions-against-those-perpetuating-violence-sudan-2023-06-01.
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adequate input and transparency from affected communities. Too often, they incentivize harmful
overcompliance by the tech sector and, when executed poorly, they harm already vulnerable and
marginalized populations.

Authorities must identify and mitigate the digital rights risks of sanctions before deploying them, not
after, by consulting and engaging closely with affected individuals and communities to understand
whether or not sanctions meet standard legal tests of necessity and proportionality.

Processes for developing, publicizing, implementing, monitoring, and withdrawing sanctions should
integrate human rights considerations by default, and authorities should appoint a human rights
liaison or ombudsperson responsible for conducting regular outreach to those affected, in order to
build trust and foster cooperation.

Companies must ensure that they do not over-comply with the rules, inadvertently causing further
harm as a result. They must also be vocal about the challenges of navigating complex sanctions
regimes and licensing processes.

Civil society will continue amplifying the voices of affected or at-risk people, calling for carve-outs to

protect human rights and humanitarian access, and helping states and businesses to develop,
implement, and enforce sanctions in line with principles of necessity and proportionality.

Our recommendations

FOR STATES Sanctions regimes should not:

(i.e. sanctions e  Prevent entire populations from accessing technologies essential to
authorities, keeping them online and secure.

executive powers, e  Restrict civic space or hinder civil society, humanitarian, and human
and rights initiatives, online or offline.

administrative e  Encourage companies to over-comply with current or previous
agencies) sanctions regimes.

e Issue open-ended, blanket, or overreaching sanctions that are
punitive in nature, especially in areas with ongoing humanitarian
crises.

Sanctions regimes should:

e  Targetindividuals and entities responsible for corruption, for violating
human rights or for breaching humanitarian law.

° Promote deterrence, behavior change, and accountability, rather than
retribution.

e  Where possible, use temporary, renewable restrictions rather than
permanent bans.

e  Bedeveloped through inclusive, multi-stakeholder consultations.
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Be open to input and solicitations before, during, and after issuance.
Include default carve-outs and protections for open and secure
internet access, and related technologies.

Where possible, be multilateral, not unilateral, with alignment of
timing, purpose, and basis between states.

In addition, we urge sanctions authorities to:

Review sanctions processes and powers to ensure compliance with
international human rights law and norms.

Check sanctions processes and outcomes against tests of legality,
necessity, and proportionality, and their fitness for the digital age.
Prioritize human rights and humanitarian access, as well as the rights
and interests of directly affected, marginalized, and vulnerable
communities, over political or economic goals.

Create a human rights focal point within each sanctions authority, as a
stakeholder liaison and ombudsperson to proactively and regularly
consult with affected individuals, communities, academics, human
rights groups, and humanitarian organizations, whether in the
sanctioned country or within that country’s diaspora.

Create educational outreach and engagement programs with civil
society and affected communities.

Ensure that human rights officers and/or foreign affairs ministries are
consulted in sanctions processes by default.

Declare that ensuring open and secure access to the internet and
other communication technologies is a humanitarian and human
rights policy priority.

Embed humanitarian exceptions into sanctions by default.

Design clear, transparent, and accessible mechanisms for civil society
to request additions or changes to sanctions regimes, based on
emerging humanitarian needs.

Open the growing sanctions lists to scrutiny by human rights and
humanitarian experts, especially those with digital rights expertise or
those working in communities directly affected by digital gaps in
sanctions policies.

Operate with transparent oversight and processes.

Commit to regular review at reasonable intervals, similar to the E.U.’s
commitment to annual reviews.

Meet annually in a multilateral forum accessible to outside
stakeholders, such as the UN Internet Governance Forum, RightsCon,
and/or similar open convenings.

Publish templates and structured formats to solicit calls for input into
sanctions processes.
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FORTECH Companies should:

COMPANIES °

Clarify their internal processes, resources, and responsibility for
sanctions compliance.

Issue Sanctions Transparency Reports, and disclose aggregate data on
sanctions enforcement. This should ideally be included as a new
section in companies’ Transparency Reports.'®

Develop due diligence plans and policies to avoid harmful
overcompliance.

Declare the tech sanctions that they currently operate under, or
contribute to a third party sanctions inventory.

Apply for specific licenses wherever needed, and describe the process
publicly, showing other stakeholders the obstacles to securing or
implementing said licenses.

Appoint points of contact for all sanctions questions.

Keep affected customers, users, and other stakeholders informed
about sanctions actions, as appropriate. Explain why they no longer
have access, what the relevant authorities and policies are, and the
appeals process.

Establish annual reviews with civil society, academics, and human
rights and humanitarian experts to review sanctions compliance and
any overcompliance issues.

Advocate for financial sector reforms, including by payment
processors, financial institutions, retail banking, and credit card
companies, to reduce harmful overcompliance.

Join civil society in demanding reform from sanctions authorities
regarding tech sanctions and their role in the digital age.

Establish clear processes, and dedicate appropriate resources, for
appealing or seeking specific licenses and exemptions from overly
broad sanctions, especially where human rights actors, independent
media, and other civil society actors may be unable to seek such relief.

FOR CIVIL Civil society organizations should:

SOCIETY °

Document and fight the impact of coercive measures on vulnerable
communities.

Develop more consistent coordination, e.g. via a possible global
coalition on Magnitsky Sanctions. Access Now would support such an
initiative, inviting organizations experienced in sanctions advocacy
like Human Rights First and Redress to lead, enhance, coordinate, and

18 Access Now, Transparency Reporting Index, https://www.accessnow.org/transparency-reporting-index.
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clarify calls for targeted sanctions across a growing number of
countries, and with regard to new and emerging technologies.

e Forthose able to engage with sanctions authorities, advocate for more
equitable processes to open access to global majority stakeholders.

VI. CONCLUSION

The ability of targeted sanctions to effectively deter and redress human rights violations, without
inflicting disproportionate and unnecessary punishment on entire populations, depends on sanctions
being developed, implemented, and enforced via human rights-based, transparent, and accountable
processes. Ongoing, robust, and structured input from civil society must be welcomed, as well as being
reflected in outcomes and regular reviews.

Access Now looks forward to continuing our growing dialogues with sanctions issuers, implementers,
and impacted communities, to ensure substantial and immediate improvements will place sanctions
toward a more sustainable, rights-respecting path, fit for the digital age.

For more information:

Peter Micek (peter@accessnow.org)

daCCessnNow

Access Now (https://www.accessnow.org) defends and extends the digital rights of people and
communities at risk. As a grassroots-to-global organization, we partner with local actors to bring a
human rights agenda to the use, development, and governance of digital technologies, and to
intervene where technologies adversely impact our human rights. By combining direct technical
support, strategic advocacy, grassroots grantmaking, and convenings such as RightsCon, we fight for
human rights in the digital age.
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