
I verify the 
source of 
unsolicited 
attachments 
to avoid 
phishing  
 

I use 
two-factor 
authentication 
for my 
accounts

I keep my 
personal
and 

professional 
profiles 
separate 

FREE 

I’M 
FABULOUS 

I don’t share 
sensitive data 
on social media 
and dating 
apps, such as 
my phone 
number  

I keep the 
location 
service off 
as a default 
on my 
devices  

I enable 

full-disk 
encryption 
on my 
devices    

I use a 
disposable or 
secondary 
e-mail for 
promotional  
forms 

I use Signal

to encrypt 
my messages

 

I screenshot 
images to 
create copies 
with less 
sensitive 
metadata

I always 
check the 
privacy 

settings of 
my apps

I support 

to shift the 
culture 
of wonky 
privacy policies

https://tosdr.org
I use unique 
passwords for 
each of my 
accounts and 
devices

I use a 
password 
manager to 
remember all 
my passwords

I use 

 to surf 
the web 
securely 

  

I don’t leave 
my devices 
unattended 
in public 

I ask 
for 
consent 
before sharing 
photos of my 
friends
I don’t share my 
contacts with 
apps unless it is 
absolutely 
necessary to 
use the app 

I don’t turn
on facial 
recognition

to 
unlock 
my devices

I don’t 
save 
sensitive 
data on my 
cloud drives

I use a 
sticker to

 cover     my 
camera when 
I’m not using it

I don’t share 
my face or any 
distinguishing 
marks that can 
identify me in 
any intimate 
chat chat 

I use reverse 
image search 
to make sure 
profiles are 
real

I’m learning 
about the Tor 
Browser and 
how it’s 
protecting 
my privacy

I back up my 

data regularly 

on an 

encrypted USB 

or hard drive
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