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Introduction
With the growing importance of the internet 

to nearly every facet of modern life, the 

potential for abuse both by governments 

and private interests is increasingly real 

�Ô�á�×�� �æ�Ü�Ú�á�Ü���Ö�Ô�á�ç�¡�� �Ç�Ø�ß�Ø�Ö�â�à�à�è�á�Ü�Ö�Ô�ç�Ü�â�á��

companies and internet service providers 

(ISPs) require customers to divulge a 

growing volume of personal information 

that, in the wrong hands, can be—and has 

been—used to destroy reputations, punish 

holders of dissenting points of view, bilk 

owners of savings, and limit access to 

�Ü�á�ç�Ø�å�á�Ø�ç���Ü�á���Ö�Ô�æ�Ø���â�Ù���Ü�á�ç�Ø�å�á�Ø�ç���æ�Û�è�ç�×�â�ê�á�æ�¡���Ç�Û�Ô�ç��

facet has triggered concerns among the 

public and privacy experts about where 

this information is stored, for how long it is 

stored, who is entitled to access it, how it is 

applied and whether customers are aware 

�â�Ù�� �ç�Û�Ø�Ü�å�� �å�Ü�Ú�Û�ç�æ�¡��

are conducting a series of 

analyses of ISP policies and 

practices in the Arab world, 

beginning with the Hashemite 

�¾�Ü�á�Ú�×�â�à���â�Ù���½�â�å�×�Ô�á�¡���Ç�Û�Ø��

�Ç�Ø�ß�Ø�Ö�â�à�à�è�á�Ü�Ö�Ô�ç�Ü�â�á�æ���Å�Ø�Ú�è�ß�Ô�ç�â�å�ì��

Commission estimates that the 

country’s internet subscriptions 

have reached �¬�¡�¤ million, 

representing more than %90 of 

�Û�â�è�æ�Ø�Û�â�ß�×�æ�¡����

Thus, ImpACT International for Human 

Rights Policies and Access Now
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�Ç�Û�Ø���Ù�â�Ö�è�æ���â�Ù���ç�Û�Ü�æ���æ�ç�è�×�ì���Ü�æ���â�á�����é�Ø���â�Ù���ç�Û�Ø���à�â�æ�ç���ã�å�â�à�Ü�á�Ø�á�ç��

�¼�Æ�Ã�æ�� �Ü�á�� �ç�Û�Ø�� �Ö�â�è�á�ç�å�ì�� �›�Í�Ô�Ü�á�Ÿ�� �Â�å�Ô�á�Ú�Ø�Ÿ�� �È�à�á�Ü�Ô�Û�Ÿ�� �Ç�¸�� �·�Ô�ç�Ô�� �Ô�á�×��

�·�Ô�à�Ô�à�Ô�ë�œ�Ÿ�� �Û�â�ã�Ü�á�Ú�� �ç�Û�Ü�æ�� �ê�Ü�ß�ß�� �ß�Ø�Ô�×�� �ç�â�� �Ü�à�ã�å�â�é�Ø�×�� �ã�å�Ü�é�Ô�Ö�ì��

�ã�â�ß�Ü�Ö�Ü�Ø�æ�� �Ô�á�×�� �ã�å�Ô�Ö�ç�Ü�Ö�Ø�æ�� �Ô�Ö�å�â�æ�æ�� �ç�Û�Ø�� �ß�â�Ö�Ô�ß�� �Ü�á�×�è�æ�ç�å�ì�¡�� �Ç�Û�Ø��

analysis also measures customer awareness of the 

use of their personal information, the legal authority 

responsible for protecting its privacy and their  right to 

compensation, remedy, and appeal  appeal in case of 

�ß�â�æ�æ�Ÿ�� �Õ�å�Ø�Ô�Ö�Û�� �â�å�� �à�Ü�æ�è�æ�Ø�� �â�Ù�� �ç�Û�Ü�æ�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�¡
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Study
methodology

�Ç�Û�Ø�� ���é�Ø�� �¼�Æ�Ã�æ���Ø�ë�Ô�à�Ü�á�Ø�×�� �ê�Ø�å�Ø�� �Í�Ô�Ü�á�Ÿ��

�È�à�á�Ü�Ô�Û�Ÿ�� �Â�å�Ô�á�Ú�Ø�Ÿ�� �·�´�À�´�À�´�Ë�� �Ô�á�×��

�Ç�¸���·�Ô�ç�Ô�¡���¹�Ü�å�æ�ç�Ÿ���¼�à�ã�´�¶�Ç���Ô�á�×���´�Ö�Ö�Ø�æ�æ��

Now reviewed and compared the 

privacy policies published on their 

�ê�Ø�Õ�æ�Ü�ç�Ø�æ�¡�� �Ç�Û�Ø�� �æ�Ø�Ö�â�á�×�� �æ�ç�Ø�ã�� �ê�Ô�æ��

a questionnaire that assessed 

awareness by ISP staff of the 

importance of protecting users’ 

personal data and the extent to 

which the companies share such 

�Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�� �ê�Ü�ç�Û�� �ç�Û�Ü�å�×�� �ã�Ô�å�ç�Ü�Ø�æ�¡��

�Ç�Û�Ø�� �ç�Û�Ü�å�×�� �æ�ç�Ø�ã�� �ê�Ô�æ�� �Ô�� �æ�è�å�é�Ø�ì�� �â�Ù��

customers’ attitudes related to 

sharing personal information
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Comparison
of privacy policies

�Ç�Û�Ø�� �ã�å�Ü�é�Ô�Ö�ì�� �ã�â�ß�Ü�Ö�Ü�Ø�æ�� �â�Ù�� �ç�Û�Ø�� ���é�Ø�� �à�Ô�Ý�â�å�� �¼�Æ�Ã�� �Ö�â�à�ã�Ô�á�Ü�Ø�æ�� �ê�Ø�å�Ø�� �å�Ø�é�Ü�Ø�ê�Ø�×�� �Õ�ì�� �ç�Û�Ø�� �¼�à�ã�´�¶�Ç��

and Access Now teams from six perspectives, as shown in the following table: types of 

information collected; how personal data are used, for what purposes and where; with 

whom personal data are shared, if anyone; customers’ right to compensation if their 

information is stolen or disseminated/used in violation of the privacy policy; and a third 

�ã�Ô�å�ç�ì�Þ�æ���×�Ø�Ú�å�Ø�Ø���â�Ù���ß�Ü�Ô�Õ�Ü�ß�Ü�ç�ì���Ü�á���Ö�Ô�æ�Ø���â�Ù���ç�Û�Ø���ß�Ô�ç�ç�Ø�å�¡����

No;
�ç�Û�Ø�� �æ�ç�Ô�ç�Ø�à�Ø�á�ç�� �Ü�æ�� �é�Ô�Ú�è�Ø�� �Ô�á�×�� �Ü�á�Ö�â�à�ã�ß�Ø�ç�Ø�¡��

�à�Ç�Û�Ø�� �ç�ì�ã�Ø�� �â�Ù�� �ã�Ø�å�æ�â�á�Ô�ß�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�� �ê�Ø�� �à�Ô�ì��

collect could include, for example, your 

name and postal address, date of birth, 

gender, telephone and fax numbers, email 

�Ô�×�×�å�Ø�æ�æ�� �Ô�á�×�� �à�â�å�Ø�¡�á�� �Î�¸�à�ã�Û�Ô�æ�Ü�æ�� �Ô�×�×�Ø�×�Ð

Zain

�¼�æ���ç�Û�Ø�å�Ø���Ü�æ���Ô���Ö�ß�Ø�Ô�å�Ÿ���Ö�â�à�ã�ß�Ø�ç�Ø���Ô�á�×���â�Ù���Ö�Ü�Ô�ß���×�Ø���á�Ü�ç�Ü�â�á���Ô�á�×���×�Ü�æ�Ö�ß�â�æ�è�å�Ø���â�Ù��

what personal information is collected from customers? 

Yes;
�Õ�è�ç���ç�Û�Ø���æ�ç�Ô�ç�Ø�à�Ø�á�ç���Ü�æ���é�Ô�Ú�è�Ø�¡���à�Ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���æ�Û�Ô�ß�ß�Ÿ���ê�Ü�ç�Û�â�è�ç��������

limitation, collect the following personal information and 

data:  username and postal address, user’s date of birth, 

user gender, telephone and fax phone numbers, user 

email, and other information collected on registration or 

�ç�Û�å�â�è�Ú�Û���æ�è�å�é�Ø�ì�æ�¡�á�� �Î�¸�à�ã�Û�Ô�æ�Ü�æ���Ô�×�×�Ø�×�¡�Ð

Umniah

No. 
�Ç�Û�Ø���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ö�â�ß�ß�Ø�Ö�ç�Ø�×���Ù�å�â�à��

subscribers is not mentioned 

�Ô�ç���Ô�ß�ß�¡

Orange

No. 
�Ç�Û�Ø���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ö�â�ß�ß�Ø�Ö�ç�Ø�×���Ù�å�â�à��

subscribers is not mentioned 

�Ô�ç���Ô�ß�ß�¡

No. 
�Ç�Û�Ø���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ö�â�ß�ß�Ø�Ö�ç�Ø�×���Ù�å�â�à��

subscribers is not mentioned 

�Ô�ç���Ô�ß�ß�¡

�·�´�À�´�À�´�Ë �Ç�¸���·�Ô�ç�Ô
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Yes. 

Zain

Is there clear, complete disclosure of where personal information is 

used and for what purposes?

No, 
it only states that the information provided by the user 

�Ü�æ�����ç���Ù�â�å���ã�è�Õ�ß�Ü�Ö�Ô�ç�Ü�â�á���Ô�á�×���Ü�ç���Û�Ô�æ���ç�Û�Ø���å�Ü�Ú�Û�ç���ç�â���è�æ�Ø���Ü�ç���Ü�á���Ù�è�ç�è�å�Ø��

�æ�Ø�å�é�Ü�Ö�Ø�æ�¡��

Umniah

No. 

Orange

No. No. 

�·�´�À�´�À�´�Ë �Ç�¸���·�Ô�ç�Ô

No, 

Zain

�·�â�Ø�æ���ç�Û�Ø���ã�å�Ü�é�Ô�Ö�ì���ã�â�ß�Ü�Ö�ì���Ø�ë�ã�ß�Ô�Ü�á���Ö�è�æ�ç�â�à�Ø�å�æ�Þ���å�Ü�Ú�Û�ç�æ���ç�â���Ö�â�à�ã�Ø�á�æ�Ô�ç�Ü�â�á���Ü�Ù��

their personal information is stolen, disseminated or used for purposes 

other than those disclosed?

No, 

Umniah

No. 

Orange

No. No. 

�·�´�À�´�À�´�Ë �Ç�¸���·�Ô�ç�Ô
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No.
�Ç�Û�Ø�� �æ�ç�Ô�ç�Ø�à�Ø�á�ç�� �Ü�æ�� �é�Ô�Ú�è�Ø�� �Ô�á�×�� �Ö�â�á�ç�Ô�Ü�á�æ�� �Ô��

�ß�â�â�ã�Û�â�ß�Ø����à�Ç�Û�Ø�æ�Ø���Ö�â�à�ã�Ô�á�Ü�Ø�æ���Ö�Ô�á���Õ�Ø���Ö�â�á�ç�Ø�á�ç��

providers, business partners or otherwise 

�Î�Ø�à�ã�Û�Ô�æ�Ü�æ�� �Ô�×�×�Ø�×�Ð�¡�� �Ê�Ø�� �æ�Û�Ô�å�Ø�� �ê�Ü�ç�Û�� �ç�Û�Ø�à�� �ç�â��

�â�Ù�Ù�Ø�å�� �ì�â�è�� �×�Ü�Ù�Ù�Ø�å�Ø�á�ç�� �æ�Ø�å�é�Ü�Ö�Ø�æ�� �Ô�á�×�� �æ�â�ß�è�ç�Ü�â�á�æ�á�¡��

Zain

If personal information is shared with third parties, is it disclosed, along 

with the circumstances? 

No. 

Umniah

No. 

Orange

Yes Yes

�·�´�À�´�À�´�Ë �Ç�¸���·�Ô�ç�Ô

No.�¡��

Zain

Is there clear, complete disclosure of the situations in which personal 

information is shared with third parties?

No. 

Umniah

Yes. 
�Ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���à�Ô�ì���×�Ü�æ�Ö�ß�â�æ�Ø���ì�â�è�å��

personal data, acting in good 

faith, if it believes that such action 

is necessary to: (i) conform with a 

legal requirement;  

(ii) comply with a legal process; or 

(iii) defend the rights or property 

of Orange

Orange

Yes. 
�Ç�Û�Ø�����å�æ�ç���ã�Ô�å�ç�ì���Ü�æ���Ö�â�à�à�Ü�ç�ç�Ø�×��
to maintaining the 
�Ö�â�á���×�Ø�á�ç�Ü�Ô�ß�Ü�ç�ì���â�Ù���ç�Û�Ø���æ�Ø�Ö�â�á�×��
party›s information and not 
disclosing it, except when 
the second party agrees to 
share it or the information 
to is demanded by security 
�â�å���Ý�è�×�Ü�Ö�Ü�Ô�ß���Ô�è�ç�Û�â�å�Ü�ç�Ü�Ø�æ���é�Ü�Ô���Ô��
�Ù�â�å�à�Ô�ß���å�Ø�ä�è�Ø�æ�ç�¡

Yes. 
�Ç�Û�Ø�����å�æ�ç���ã�Ô�å�ç�ì���Ü�æ���Ö�â�à�à�Ü�ç�ç�Ø�×���ç�â��
�à�Ô�Ü�á�ç�Ô�Ü�á�Ü�á�Ú���ç�Û�Ø���Ö�â�á���×�Ø�á�ç�Ü�Ô�ß�Ü�ç�ì��
of the second party›s 
information and not disclosing 
it, except when the second 
party agrees to share it or 
when it is formally requested 
�Õ�ì���æ�Ø�Ö�è�å�Ü�ç�ì���Ô�á�×���Ý�è�×�Ü�Ö�Ü�Ô�ß��
�Ô�è�ç�Û�â�å�Ü�ç�Ü�Ø�æ�¡��

�·�´�À�´�À�´�Ë �Ç�¸���·�Ô�ç�Ô
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No.

Zain

Is the legal liability explained for any third party responsible for a loss, 

breach or misuse of personal information?

No. 

Umniah

No. 

Orange

No. No.

�·�´�À�´�À�´�Ë �Ç�¸���·�Ô�ç�Ô

ImpACT and Access Now 
conclude that
ISPs in Jordan, even those that are multina-

tional corporations, do not take give serious 

consideration to customers’ rights when 

formulating terms of service and privacy 

�ã�â�ß�Ü�Ö�Ü�Ø�æ�¡��
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Nature of customer 
information collected 

�¼�à�ã�´�¶�Ç���Ô�á�×���´�Ö�Ö�Ø�æ�æ���Á�â�ê���Ù�â�è�á�×���ç�Û�Ô�ç���æ�â�à�Ø��

ISPs clearly violate their customers’ priva -

cy, while at the same time, the latter do not 

realize to what extent their personal data 

�Ô�å�Ø�� �Õ�Ø�Ü�á�Ú�� �Ö�â�ß�ß�Ø�Ö�ç�Ø�×�� �Ô�á�×�� �è�æ�Ø�×�¡�� �Ç�ê�â�� �â�Ù�� �ç�Û�Ø��

���é�Ø�� �à�Ô�Ý�â�å�� �ã�ß�Ô�ì�Ø�å�æ�� �ß�Ü�æ�ç�� �ç�Û�Ø�� �Ö�è�æ�ç�â�à�Ø�å�� �Ü�á�Ù�â�å-

mation collected and retained but include 

�Ô�á���à�â�ç�Û�Ø�å�á���Ö�Ô�ç�Ø�Ú�â�å�ì���ç�Û�Ô�ç���Ô�ß�ß�â�ê�æ���Ø�ë�Ö�Ø�ã�ç�Ü�â�á�æ�¡��

One simply says it will collect any informa -

tion it deems helpful in identifying other 

�ã�å�â�×�è�Ö�ç�æ���â�å���æ�Ø�å�é�Ü�Ö�Ø�æ���ç�â���ã�å�â�à�â�ç�Ø�¡���´�á�×���ç�ê�â��

�æ�Ô�ì���á�â�ç�Û�Ü�á�Ú���Ô�ç���Ô�ß�ß���â�á���ç�Û�Ø���Ü�æ�æ�è�Ø�¡��

�È�à�á�Ü�Ô�Û���æ�Ô�ì�æ�Ÿ���à�Ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���à�Ô�ì���Ö�â�ß�ß�Ø�Ö�ç���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ô�Õ�â�è�ç��

your visit and use of the site and/or services, including the 

pages you view, the links you click and other actions taken in 

�Ö�â�á�á�Ø�Ö�ç�Ü�â�á���ç�â���ç�Û�Ø���æ�Ü�ç�Ø���Ô�á�×�¢�â�å���æ�Ø�å�é�Ü�Ö�Ø�æ�¡���Ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���æ�Û�Ô�ß�ß���Ô�ß�æ�â��

collect certain standard information that your browser sends 

�ç�â���Ø�é�Ø�å�ì���ê�Ø�Õ�æ�Ü�ç�Ø���ì�â�è���é�Ü�æ�Ü�ç�¡�á

,,
When it comes to disclosing where and 

how personal information is used, only 

two of the companies were forthcom -

ing, whereas three companies remained 

silent, and did not include or indicate 

�Ô�á�ì�� �Ù�è�å�ç�Û�Ø�å�� �Ö�ß�Ô�å�Ü���Ö�Ô�ç�Ü�â�á�æ�¡�� �´�á�×�� �â�á�ß�ì�� �ç�Û�å�Ø�Ø��

list the circumstances in which they will 

�æ�Û�Ô�å�Ø�� �ã�Ø�å�æ�â�á�Ô�ß�� �×�Ô�ç�Ô�¡

�¹�â�å���Ü�á�æ�ç�Ô�á�Ö�Ø�Ÿ���È�à�á�Ü�Ô�Û���Ø�ë�ã�ß�Ü�Ö�Ü�ç�ß�ì���æ�ç�Ô�ç�Ø�æ���ç�Û�Ô�ç��

it collects and retains personal informa -

tion in a way that violates customers’ pri -

�é�Ô�Ö�ì�¡���¼�á���æ�Ø�Ö�ç�Ü�â�á���¤�¡�¥�¡�¦���â�Ù���Ü�ç�æ���ã�å�Ü�é�Ô�Ö�ì���ã�â�ß�Ü�Ö�ì�Ÿ��
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�à���Í�Ô�Ü�á���×�Ø�Ö�ß�Ô�å�Ø�æ���ç�Û�Ô�ç�Ÿ���à�Ç�Û�Ø���ç�ì�ã�Ø���â�Ù���ã�Ø�å�æ�â�á�Ô�ß���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���ê�Ø���à�Ô�ì��

collect could include, for example, your name and postal ad -

dress, date of birth, gender, telephone and fax numbers, email 

�Ô�×�×�å�Ø�æ�æ���Ô�á�×���à�â�å�Ø�¡�á

,,�¿�Ü�Þ�Ø�ê�Ü�æ�Ø�Ÿ���Ü�á���Ü�ç�æ���à�¼�á�Ù�â�å�à�Ô�ç�Ü�â�á���Æ�Ø�Ö�è�å�Ü�ç�ì���À�Ô�á�Ô�Ú�Ø�à�Ø�á�ç���Ô�á�×���Ã�å�Ü�é�Ô�Ö�ì���Ã�â�ß�Ü�Ö�ì�Ÿ

�´�ß�ç�Û�â�è�Ú�Û���Ü�ç���à�Ô�ì���æ�Ø�Ø�à���Õ�Ô�á�Ô�ß�Ÿ���ç�Û�Ø���ã�Û�å�Ô�æ�Ø���à�Ô�á�×���à�â�å�Ø�á���ß�Ø�Ô�é�Ø�æ���ç�Û�Ø���×�â�â�å���ê�Ü�×�Ø���â�ã�Ø�á���Ù�â�å���Ö�â�ß-

�ß�Ø�Ö�ç�Ü�â�á���â�Ù���é�Ü�å�ç�è�Ô�ß�ß�ì���Ô�ß�ß���ç�ì�ã�Ø�æ���â�Ù���ã�Ø�å�æ�â�á�Ô�ß���×�Ô�ç�Ô�Ÿ���Ô�á�×���ê�Ü�ç�Û�â�è�ç���Ü�á�×�Ü�é�Ü�×�è�Ô�ß�æ�Þ���Ø�ë�ã�ß�Ü�Ö�Ü�ç���Ö�â�á�æ�Ø�á�ç�¡��

�Ç�Û�Ø���ã�å�Ü�é�Ô�Ö�ì���ã�â�ß�Ü�Ö�ì���ã�è�Õ�ß�Ü�æ�Û�Ø�×���Õ�ì���Â�å�Ô�á�Ú�Ø���×�â�Ø�æ���á�â�ç���Ø�ë�ã�ß�Ô�Ü�á���ç�Û�Ø���á�Ô�ç�è�å�Ø���â�Ù���Ö�è�æ�ç�â�à�Ø�å���Ü�á�Ù�â�å-

mation collected, how it is used, or the exact and clear purposes of the collected data, 

�â�á�ß�ì���æ�ç�Ô�ç�Ü�á�Ú���ç�Û�Ô�ç���Ü�ç���à�ê�Ü�ß�ß���á�â�ç���æ�Û�Ô�å�Ø���ì�â�è�å���Ø�à�Ô�Ü�ß���ê�Ü�ç�Û���Ô���ç�Û�Ü�å�×���ã�Ô�å�ç�ì�¡�á��

�Ç�Û�Ø���·�Ô�à�Ô�à�Ô�ë���ã�å�Ü�é�Ô�Ö�ì���ã�â�ß�Ü�Ö�ì���Ô�ß�æ�â���Ü�æ���é�Ô�Ú�è�Ø�¡���Ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���à�Ø�å�Ø�ß�ì���æ�ç�Ô�ç�Ø�æ���Ü�á���æ�Ø�Ö�ç�Ü�â�á���§� �¥��

�â�Ù���Ü�ç�æ���æ�è�Õ�æ�Ö�å�Ü�ã�ç�Ü�â�á���Ö�â�á�ç�å�Ô�Ö�ç���ç�Û�Ô�ç�Ÿ���à�Ç�Û�Ø�����å�æ�ç���ã�Ô�å�ç�ì���Ö�â�à�à�Ü�ç�æ���ç�â���à�Ô�Ü�á�ç�Ô�Ü�á���ç�Û�Ø���Ö�â�á���×�Ø�á�ç�Ü�Ô�ß�Ü�ç�ì��

of the second party’s information and not disclose them except for the information 

approved to be disclosed by the second party or the information that is disclosed ac -

�Ö�â�å�×�Ü�á�Ú���ç�â���ç�Û�Ø���å�Ø�ä�è�Ø�æ�ç���â�Ù���ç�Û�Ø���æ�Ø�Ö�è�å�Ü�ç�ì���Ô�á�×�¢�â�å���ç�Û�Ø���Ý�è�×�Ü�Ö�Ü�Ô�ß���Ô�è�ç�Û�â�å�Ü�ç�Ü�Ø�æ���Ô�á�×�¢�â�å���Õ�Ô�æ�Ø�×���â�á���Ô�á��

�â�Ù���Ö�Ü�Ô�ß���å�Ø�ä�è�Ø�æ�ç�¡�á���Á�â���×�Ø�æ�Ö�å�Ü�ã�ç�Ü�â�á���Ü�æ���â�Ù�Ù�Ø�å�Ø�×���â�Ù���ç�Û�Ø���á�Ô�ç�è�å�Ø���â�Ù���ç�Û�Ø���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ö�â�ß�ß�Ø�Ö�ç�Ø�×���Ô�á�×��

�å�Ø�ç�Ô�Ü�á�Ø�×�¡���Ç�Û�Ü�æ���Ú�Ô�ã���Ü�á���ç�Û�Ø���·�Ô�à�Ô�à�Ô�ë���ã�å�Ü�é�Ô�Ö�ì���ã�â�ß�Ü�Ö�ì���Ô�ß�ß�â�ê�æ���ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���ç�â���Ö�â�ß�ß�Ø�Ö�ç���ã�Ø�å-

�æ�â�á�Ô�ß�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�� �ê�Ü�ç�Û�â�è�ç�� �æ�Ø�Ø�Þ�Ü�á�Ú�� �ã�å�Ü�â�å�� �Ô�ã�ã�å�â�é�Ô�ß�Ÿ�� �â�å�� �Ø�é�Ø�á�� �Ü�á�Ù�â�å�à�Ü�á�Ú�� �Ö�è�æ�ç�â�à�Ø�å�æ�¡�� �Ç�Û�è�æ�Ÿ��

this will grant the company a huge capacity to misuse the personal data for unknown 

�ã�è�å�ã�â�æ�Ø�æ�¡

�Ç�¸�� �·�Ô�ç�Ô�� �Ù�â�ß�ß�â�ê�æ�� �æ�è�Ü�ç�¡�� �¼�á�� �Ü�ç�æ�� �à�Ç�Ø�å�à�æ�� �Ô�á�×�� �¶�â�á�×�Ü�ç�Ü�â�á�æ�� �â�Ù�� �¼�á�ç�Ø�å�á�Ø�ç�� �Æ�Ø�å�é�Ü�Ö�Ø�æ�Ÿ�á�� �ç�Û�Ø�� �Ö�â�à�ã�Ô�á�ì��

�æ�ç�Ô�ç�Ø�æ���ç�Û�Ô�ç���à�ê�Ø���à�Ô�Ü�á�ç�Ô�Ü�á���ç�Û�Ø���Ö�â�á���×�Ø�á�ç�Ü�Ô�ß�Ü�ç�ì���â�Ù���ç�Û�Ø���æ�Ø�Ö�â�á�×���ã�Ô�å�ç�ì�Þ�æ���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ô�á�×���×�â��

not disclose them except for the information approved to be disclosed by the second 

�ã�Ô�å�ç�ì�¡�á���Á�â���à�Ø�á�ç�Ü�â�á���Ü�æ���à�Ô�×�Ø���â�Ù���ç�Û�Ø���á�Ô�ç�è�å�Ø���â�Ù���ç�Û�Ø���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���Ö�â�ß�ß�Ø�Ö�ç�Ø�×���Ô�á�×���å�Ø�ç�Ô�Ü�á�Ø�×�¡��

�Á�â�á�Ø���â�Ù���ç�Û�Ø�����é�Ø���Ö�â�à�ã�Ô�á�Ü�Ø�æ���Ô�×�×�å�Ø�æ�æ���Ö�è�æ�ç�â�à�Ø�å�æ�Þ���å�Ü�Ú�Û�ç�æ���ç�â���Ö�â�à�ã�Ø�á�æ�Ô�ç�Ü�â�á���ê�Û�Ø�á���Ü�á�Ù�â�å�à�Ô-

tion is stolen or otherwise illegally disseminated or used, none are public about recip -

�Ü�Ø�á�ç�æ���ê�Û�Ø�á���×�Ô�ç�Ô���Ô�å�Ø���æ�Û�Ô�å�Ø�×�Ÿ���Ô�á�×���á�â�á�Ø���×�Ü�æ�Ö�è�æ�æ���ß�Ø�Ú�Ô�ß���ß�Ü�Ô�Õ�Ü�ß�Ü�ç�ì�¡���¼�á���à�â�æ�ç���Ö�Ô�æ�Ø�æ�Ÿ���ç�Û�Ø�å�Ø���Ü�æ���á�â��

�å�Ø�à�Ø�×�ì���Ô�ç���Ô�ß�ß�Ÿ���æ�Ü�á�Ö�Ø���ç�Û�Ø�å�Ø���Ô�å�Ø���á�â���å�Ø�Ö�â�å�×���â�Ù���Ô�ã�ã�Ø�Ô�ß���Ô�á�×���å�Ø�à�Ø�×�ì���Ö�Ô�æ�Ø�æ���â�á���Ú�å�â�è�á�×�¡
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�¼�á�� �Ü�ç�æ�� �à�¼�á�Ù�â�å�à�Ô�ç�Ü�â�á�� �Æ�Ø�Ö�è�å�Ü�ç�ì�� �À�Ô�á�Ô�Ú�Ø�à�Ø�á�ç��

�Ô�á�×�� �Ã�å�Ü�é�Ô�Ö�ì�� �Ã�â�ß�Ü�Ö�ì�Ÿ�á�� �Í�Ô�Ü�á�� �æ�ç�Ô�ç�Ø�æ�� �é�Ô�Ú�è�Ø�ß�ì��

that “we collect your personal informa -

tion because we want to serve you cus -

tomized offers and to enhance your user 

�Ø�ë�ã�Ø�å�Ü�Ø�á�Ö�Ø�� �ê�Ü�ç�Û�� �è�æ�¡�á�� �¼�ç�� �ã�å�â�à�Ü�æ�Ø�æ�� �ç�â�� �ç�å�Ø�Ô�ç��

�Ô�ß�ß�� �à�ã�Ø�å�æ�â�á�Ô�ß�ß�ì�� �Ü�×�Ø�á�ç�Ü���Ô�Õ�ß�Ø�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�� �Ü�á��

�æ�ç�å�Ü�Ö�ç�� �Ö�â�á���×�Ø�á�ç�Ü�Ô�ß�Ü�ç�ì�¡�á�� �¼�ç�� �Ü�æ�� �á�â�ç�� �Ö�ß�Ø�Ô�å�� �Ü�Ù�� �ç�Û�Ü�æ��

would mean targeting those who are us -

�Ü�á�Ú�� �Í�Ô�Ü�á�� �ê�Ü�ç�Û�� �Ô�×�æ�¡�� �Ç�Û�Ø�� �Ö�è�æ�ç�â�à�Ø�å�æ�� �à�Ü�Ú�Û�ç��

�Õ�Ø���ç�Ô�å�Ú�Ø�ç�Ø�×���æ�ã�Ø�Ö�Ü���Ö�Ô�ß�ß�ì���Õ�Ô�æ�Ø�×���â�á���×�Ø�à�â-

graphic (gender, age, location, and any 

other targeting criteria used)

Umniah does provide any details on use 

�â�Ù�� �Ö�è�æ�ç�â�à�Ø�å�æ�Þ�� �ã�Ø�å�æ�â�á�Ô�ß�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�¡�� �¼�á��

�æ�Ø�Ö�ç�Ü�â�á�� �¥�¡�¥�¡�¥�� �Ô�á�×�� �¥�¡�¥�¡�¦�� �â�Ù�� �ç�Û�Ø�� �à�Ç�Ø�å�à�æ�� �Ô�á�×��

�¶�â�á�×�Ü�ç�Ü�â�á�æ�á�� �ã�è�Õ�ß�Ü�æ�Û�Ø�×�� �â�á�� �Ü�ç�æ�� �ê�Ø�Õ�æ�Ü�ç�Ø�Ÿ�� �ç�Û�Ø��

�Ö�â�à�ã�Ô�á�ì�� �à�Ø�å�Ø�ß�ì�� �æ�Ô�ì�æ�Ÿ�� �à�Ç�Û�Ø�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á��

�Ô�á�×�¢�â�å���à�Ô�ç�Ø�å�Ü�Ô�ß���ì�â�è���ã�å�â�é�Ü�×�Ø���Ü�æ�����ç���Ù�â�å���ã�è�Õ-

lication and you hereby indemnify the 

company if any third party takes action 

in relation to the information and/or ma -

Purpose of use of
personal customer information  

�ç�Ø�å�Ü�Ô�ß���ì�â�è���æ�è�Õ�à�Ü�ç�¡�á���¼�ç���Ô�×�×�æ���ç�Û�Ô�ç���à�ì�â�è���ê�Ô�å�å�Ô�á�ç���ç�Û�Ô�ç���ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���à�Ô�ì���ã�è�Õ�ß�Ü�æ�Û���ç�Û�Ø���Ü�á�Ù�â�å�à�Ô-

tion and/or material you submit and/or make use of it or any concepts described in it 

in the company products or services without liability and you agree not to take action 

�Ô�Ú�Ô�Ü�á�æ�ç�� �ç�Û�Ø�� �Ö�â�à�ã�Ô�á�ì�� �Ü�á�� �å�Ø�ß�Ô�ç�Ü�â�á�� �ç�â�� �Ü�ç�¡�á��

Umniah’s declaration that it can publish or use customer information for any service or 

�ã�å�â�×�è�Ö�ç���Ú�Ü�é�Ø�æ���ç�Û�Ø���Ö�â�à�ã�Ô�á�ì���à�Ô�ë�Ü�à�è�à���ß�Ø�Ø�ê�Ô�ì�¡���Ç�Û�Ø���ã�Û�å�Ô�æ�Ø���à���ç���Ù�â�å���ã�è�Õ�ß�Ü�Ö�Ô�ç�Ü�â�á�á���Ü�æ���Ô���Ö�Ô�è�æ�Ø��
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for concern about the extent to which the company respects the data and limits the 

�ç�Û�Ü�å�×���ã�Ô�å�ç�Ü�Ø�æ���ç�Û�Ô�ç���Ô�å�Ø���Ö�â�á�æ�Ü�×�Ø�å�Ø�×���æ�è�Ü�ç�Ô�Õ�ß�Ø���å�Ø�Ö�Ü�ã�Ü�Ø�á�ç�æ�¡���¼�á���â�ç�Û�Ø�å���ê�â�å�×�æ�Ÿ���ç�Û�Ü�æ���Ö�â�è�ß�×���Õ�Ø���è�á�×�Ø�å-

stood as if the company is trying to run away from its legal liability and responsibility of 

�Ü�ç�æ���â�Õ�ß�Ü�Ú�Ô�ç�Ü�â�á���ç�â���ã�å�â�ç�Ø�Ö�ç���ã�Ø�å�æ�â�á�Ô�ß���×�Ô�ç�Ô���Ô�á�×���ç�Û�Ø���å�Ü�Ú�Û�ç���ç�â���ã�å�Ü�é�Ô�Ö�ì���â�Ù���Ö�è�æ�ç�â�à�Ø�å�æ�¡

�Â�å�Ô�á�Ú�Ø�Ÿ�� �·�Ô�à�Ô�à�Ô�ë�� �Ô�á�×�� �Ç�¸�� �·�Ô�ç�Ô�� �×�â�� �á�â�ç�� �â�Ù�Ù�Ø�å�� �Ô�á�ì�� �×�Ø�ç�Ô�Ü�ß�æ�� �â�á�� �ç�Û�Ü�æ�� �Ü�æ�æ�è�Ø�Ÿ�� �ê�Û�Ü�Ö�Û�� �ç�å�Ü�Ú�Ú�Ø�å�æ��

deeper concern about where and how the companies use customers’ personal infor -

�à�Ô�ç�Ü�â�á�¡

Customers’
right to compensation
None of the privacy policies of Zain, Or -

�Ô�á�Ú�Ø�Ÿ�� �·�Ô�à�Ô�à�Ô�ë�� �Ô�á�×�� �Ç�¸�� �·�Ô�ç�Ô�� �Ô�×�×�å�Ø�æ�æ��

customers’ right to compensation if 

�ç�Û�Ø�Ü�å�� �å�Ü�Ú�Û�ç�æ�� �Ô�å�Ø�� �é�Ü�â�ß�Ô�ç�Ø�×�¡��

In fact, when it addresses remedies in 

the case of violation, Umniah does what 

it can to shirk its obligation to compen -

sate customers, saying, “If you do not agree 

�ê�Ü�ç�Û�� �ç�Û�Ü�æ�� �ã�â�ß�Ü�Ö�ì�Ÿ�� �â�å�� �ì�â�è�� �Ô�å�Ø�� �á�â�ç�� �æ�Ô�ç�Ü�æ���Ø�×�� �ê�Ü�ç�Û��

the site and/or services, or you have any 

claims whatsoever against the company in 

respect to the site and/or services, your sole 

and exclusive remedy under this policy is to 

�×�Ü�æ�Ö�â�á�ç�Ü�á�è�Ø�� �è�æ�Ü�á�Ú�� �ç�Û�Ø�� �æ�Ü�ç�Ø�� �Ô�á�×�¢�â�å�� �æ�Ø�å�é�Ü�Ö�Ø�æ�¡�á
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Sharing of customer
information with third parties

Zain addresses with whom it may share customers’ personal information, but is broad 

and ambiguous, saying “We enter into agreements and business relations with other 

�Ö�â�à�ã�Ô�á�Ü�Ø�æ���Ô�á�×���ç�å�è�æ�ç�Ø�×���ç�Û�Ü�å�×���ã�Ô�å�ç�Ü�Ø�æ�¡���Ç�Û�Ø�æ�Ø���Ö�â�à�ã�Ô�á�Ü�Ø�æ���Ö�Ô�á���Õ�Ø���Ö�â�á�ç�Ø�á�ç���ã�å�â�é�Ü�×�Ø�å�æ�Ÿ���æ�â�ß�è-

�ç�Ü�â�á���ã�å�â�é�Ü�×�Ø�å�æ�Ÿ���Õ�è�æ�Ü�á�Ø�æ�æ���ã�Ô�å�ç�á�Ø�å�æ���â�å���â�ç�Û�Ø�å�ê�Ü�æ�Ø�¡�á���Ç�Û�Ø���ã�Û�å�Ô�æ�Ø���à�â�ç�Û�Ø�å�ê�Ü�æ�Ø�á���Ô�ß�ß�â�ê�æ���Ü�ç���ç�â���æ�Û�Ô�å�Ø��

�ê�Ü�ç�Û���é�Ü�å�ç�è�Ô�ß�ß�ì���Ø�é�Ø�å�ì�â�á�Ø�¡��

Orange declares that it may share personal information with third parties but is not 

�æ�ã�Ø�Ö�Ü���Ö�¡���¼�ç���â�á�ß�ì���æ�Ô�ì�æ���ç�Û�Ü�æ���à�Ô�ì���Û�Ô�ã�ã�Ø�á���Ü�Ù���å�Ø�ä�è�Ü�å�Ø�×���ç�â���Ö�â�á�Ù�â�å�à���ê�Ü�ç�Û���Ô���ß�Ø�Ú�Ô�ß���å�Ø�ä�è�Ü�å�Ø�à�Ø�á�ç�Ÿ��

�æ�Ô�ç�Ü�æ�Ù�ì�� �Ô�� �ß�Ø�Ú�Ô�ß�� �ã�å�â�Ö�Ø�æ�æ�� �â�å�� �×�Ø�Ù�Ø�á�×�� �Ü�ç�æ�� �å�Ü�Ú�Û�ç�æ�� �â�å�� �ã�å�â�ã�Ø�å�ç�ì�¡

�¼�á���Ü�ç�æ���à�Ç�Ø�å�à�æ���Ô�á�×���¶�â�á�×�Ü�ç�Ü�â�á�æ�Ÿ�á���È�à�á�Ü�Ô�Û���×�â�Ø�æ���á�â�ç���Ô�×�×�å�Ø�æ�æ���Ü�Ù���ç�Û�Ü�å�×���ã�Ô�å�ç�Ü�Ø�æ���Û�Ô�é�Ø���Ô�Ö�Ö�Ø�æ�æ���ç�â��

�Ö�è�æ�ç�â�à�Ø�å�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�¡�� �»�â�ê�Ø�é�Ø�å�Ÿ�� �æ�Ø�Ö�ç�Ü�â�á�� �¨�¡�ª�� �â�Ù�� �ç�Û�Ø�� �´�å�Ô�Õ�Ü�Ö�� �é�Ø�å�æ�Ü�â�á�� �â�Ù�� �Ü�ç�æ�� �ã�å�Ü�é�Ô�Ö�ì�� �ã�â�ß�Ü�Ö�ì��

�ê�Ô�å�á�æ�Ÿ�� �à�Ç�Û�Ø�� �ê�Ø�Õ�� �Ü�æ�� �á�â�ç�� �æ�Ô�Ù�Ø�Ÿ�� �Ô�á�×�� �ê�Û�Ü�ß�Ø�� �ç�Û�Ø�� �Ö�â�à�ã�Ô�á�ì�� �ç�å�Ü�Ø�æ�� �ç�â�� �ã�å�â�ç�Ø�Ö�ç�� �ç�Û�Ø�� �ê�Ø�Õ�æ�Ü�ç�Ø�� �Ô�á�×��
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services, the user must accept that using or 

messaging through the website may allow 

any third party to illegally access his/her 

�ã�Ø�å�æ�â�á�Ô�ß�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�¡�� �¼�á�� �ç�Û�Ü�æ�� �Ö�Ô�æ�Ø�Ÿ�� �È�à�á�Ü�Ô�Û��

�Ü�æ�� �á�â�ç�� �å�Ø�æ�ã�â�á�æ�Ü�Õ�ß�Ø�æ�á��

�µ�â�ç�Û�� �·�Ô�à�Ô�à�Ô�ë�� �Ô�á�×�� �Ç�¸�� �·�Ô�ç�Ô�� �à�Ø�á�ç�Ü�â�á�� �ç�Û�Ø��

types of third parties with which they may 

share customers’ personal information: se -

�Ö�è�å�Ü�ç�ì�Ÿ�� �Ý�è�×�Ü�Ö�Ü�Ô�ß�� �Ô�á�×�� �â�ç�Û�Ø�å�� �æ�è�Ö�Û�� �Ô�è�ç�Û�â�å�Ü�ç�Ü�Ø�æ�¡��

�Ç�Û�Ø�ì�� �æ�ç�Ô�ç�Ø�Ÿ�� �à�Ç�Û�Ø�� ���å�æ�ç�� �ã�Ô�å�ç�ì�� �Ö�â�à�à�Ü�ç�æ�� �ç�â��

�à�Ô�Ü�á�ç�Ô�Ü�á�� �ç�Û�Ø�� �Ö�â�á���×�Ø�á�ç�Ü�Ô�ß�Ü�ç�ì�� �â�Ù�� �ç�Û�Ø�� �æ�Ø�Ö-

ond party’s information and not disclose 

them except for information approved 

to be disclosed from the second party 

or according to the request of security 

�Ô�á�×�¢�â�å���Ý�è�×�Ü�Ö�Ü�Ô�ß���Ô�è�ç�Û�â�å�Ü�ç�Ü�Ø�æ���Ô�á�×�¢�â�å���Õ�Ô�æ�Ø�×��

�â�á�� �Ô�á�� �â�Ù���Ö�Ü�Ô�ß�� �å�Ø�ä�è�Ø�æ�ç�¡�¡�¡�á

�Á�â�á�Ø�� �â�Ù�� �ç�Û�Ø�� ���é�Ø�� �¼�Æ�Ã�æ�� �Ô�Ú�å�Ø�Ø�æ�� �ç�â�� �Ô�á�ì�� �ß�Ø�Ú�Ô�ß��

liability in case of unauthorized disclosure 

or misuse of personal customer informa -

�ç�Ü�â�á���Õ�ì���Ô���ç�Û�Ü�å�×���ã�Ô�å�ç�ì�¡��

Legal liability 
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ImpACT

and Access Now

then prepared a set of 

questions to assess ISP 

employees’ knowledge of 

privacy-related issues and 

whether their companies 

share user information with 

�ç�Û�Ü�å�×���ã�Ô�å�ç�Ü�Ø�æ�¡���Ç�Û�Ø���¼�à�ã�´�¶�Ç��

and Access Now teams 

called the customer-ser-

�é�Ü�Ö�Ø�æ���ß�Ü�á�Ø�æ���â�Ù���ç�Û�Ø�����é�Ø���Ö�â�à-

panies and determined the 

answers to the following 

questions:

Awareness
of privacy policies

When subscribers call or contact them by other 

means, is their personal information (Name, 

�Ô�×�×�å�Ø�æ�æ�Ÿ���¼�Ã���Ô�×�×�å�Ø�æ�æ�Ÿ���Ô�Ú�Ø�Ÿ���Ø�ç�Ö�¡�œ���å�Ø�ä�è�Ø�æ�ç�Ø�×�²

What type of personal information is collected? 

Are staff members aware of their companies’ 

privacy policy and whether it is published on the 

website and/or stated in subscriber contracts?

�·�â���ç�Û�Ø���Ö�â�à�ã�Ô�á�Ü�Ø�æ���Ø�à�ã�ß�â�ì���Ô���ã�Ø�å�æ�â�á�Ô�ß� �Ü�á�Ù�â�å�à�Ô-

�ç�Ü�â�á� �ã�å�â�ç�Ø�Ö�ç�Ü�â�á���â�Ù���Ö�Ø�å���ê�Ü�ç�Û���ê�Û�â�à���Ö�è�æ�ç�â�à�Ø�å�æ��

�Ö�Ô�á���Ö�â�à�à�è�á�Ü�Ö�Ô�ç�Ø���Ô�á�×�����ß�Ø���Ö�â�à�ã�ß�Ô�Ü�á�ç�æ�²

�·�â���æ�ç�Ô�Ù�Ù���à�Ø�à�Õ�Ø�å�æ���Þ�á�â�ê���Ü�Ù���ç�Û�Ø�Ü�å���Ø�à�ã�ß�â�ì�Ø�å�æ���æ�Û�Ô�å�Ø��

personal information with other parties, such 

as other service providers and partners com-

panies? Is subscribers’ personal information 

transferred across borders?

�·�â���ç�Û�Ø�ì���Ü�á�Ù�â�å�à���æ�è�Õ�æ�Ö�å�Ü�Õ�Ø�å�æ���ê�Û�â���Ö�â�á�ç�Ô�Ö�ç���ç�Û�Ø�à��

that their personal information may be shared 

with other parties and if so, their identities?

�·�â���æ�ç�Ô�Ù�Ù���à�Ø�à�Õ�Ø�å�æ���Þ�á�â�ê���Ü�Ù���ç�Û�Ø�Ü�å���Ö�â�à�ã�Ô�á�Ü�Ø�æ��

compensate subscribers in the event of loss, 

mistaken publication or theft of personal infor-

mation? 

�·�â���ç�Û�Ø�Ü�å���Ø�à�ã�ß�â�ì�Ø�å�æ���Ü�á�Ù�â�å�à���æ�è�Õ�æ�Ö�å�Ü�Õ�Ø�å�æ���â�á���ç�Û�Ø�Ü�å��

websites or in contracts who is responsible for 

protecting personal information?

1�¡

2�¡

�¦�¡

4�¡

5�¡

6�¡

7�¡

8�¡
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�Ê�Û�Ø�á���Ü�á�ç�Ø�å�é�Ü�Ø�ê�Ø�×���Ü�á���Ô���æ�ç�å�Ô�Ü�Ú�Û�ç�Ù�â�å�ê�Ô�å�×���Ù�Ô�æ�Û�Ü�â�á���Ô�æ���¼�à�ã�´�¶�Ç���Ô�á�×���´�Ö�Ö�Ø�æ�æ���Á�â�ê���å�Ø�æ�Ø�Ô�å�Ö�Û�Ø�å�æ�Ÿ��

staff of two of the ISPs refused to answer, claiming that doing so requires long admin -

�Ü�æ�ç�å�Ô�ç�Ü�é�Ø���å�Ø�é�Ü�Ø�ê���ç�â���Ú�Ø�ç���Ô�ã�ã�å�â�é�Ô�ß�¡���´�Ö�Ö�â�å�×�Ü�á�Ú�ß�ì�Ÿ���¼�à�ã�´�¶�Ç���Ô�á�×���´�Ö�Ö�Ø�æ�æ���Á�â�ê���ç�Ø�Ô�à���à�Ø�à�Õ�Ø�å�æ��

�Ö�Ô�ß�ß�Ø�×���ã�â�æ�Ü�á�Ú���Ô�æ���ã�â�ç�Ø�á�ç�Ü�Ô�ß���Ö�è�æ�ç�â�à�Ø�å�æ�¡��

All staff members interviewed were aware of the need to verify callers’ identities before 

�ã�å�â�é�Ü�×�Ü�á�Ú���Ô�á�ì���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���â�á���ç�Û�Ø�Ü�å���Ô�Ö�Ö�â�è�á�ç�¡���»�â�ê�Ø�é�Ø�å�Ÿ���ç�Û�Ø�ì���×�Ü�×���á�â�ç���Ô�á�æ�ê�Ø�å���à�â�æ�ç���â�Ù���ç�Û�Ø��

�â�ç�Û�Ø�å���ä�è�Ø�æ�ç�Ü�â�á�æ�¡��

�¼�á���Ô�×�×�Ü�ç�Ü�â�á�Ÿ���ç�Û�Ø���¼�à�ã�´�¶�Ç���Ô�á�×���´�Ö�Ö�Ø�æ�æ���Á�â�ê���ç�Ø�Ô�à�æ���Ö�â�á�ç�Ô�Ö�ç�Ø�×���Ö�â�à�ã�Ô�á�ì���æ�ç�Ô�Ù�Ù���å�Ø�æ�ã�â�á�æ�Ü�Õ�ß�Ø��

�Ù�â�å���á�Ø�ê���æ�è�Õ�æ�Ö�å�Ü�ã�ç�Ü�â�á�æ���ç�â���Ü�á�ä�è�Ü�å�Ø���Ô�Õ�â�è�ç���ã�å�Ü�é�Ô�Ö�ì���Ü�æ�æ�è�Ø�æ�¡���Æ�â�à�Ø���æ�ç�Ô�ç�Ø�×���ç�Û�Ô�ç���ç�Û�Ø�Ü�å���Ö�â�à�ã�Ô�á�Ü�Ø�æ��

have strict regulations to protect customer privacy, while others were uncertain and 

�æ�Ô�Ü�×���ê�Ø���á�Ø�Ø�×�Ø�×���ç�â���ç�Ô�ß�Þ���ç�â���æ�â�à�Ø�â�á�Ø���Ø�ß�æ�Ø���Ô�Õ�â�è�ç���ç�Û�Ø�æ�Ø���à�Ô�ç�ç�Ø�å�æ�¡
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�Ç�Û�Ø���¼�à�ã�´�¶�Ç���Ô�á�×���´�Ö�Ö�Ø�æ�æ���Á�â�ê���ç�Ø�Ô�à�æ���ç�Û�Ø�á��

set out to assess the public’s awareness 

and understanding of privacy-relat -

�Ø�×�� �Ü�æ�æ�è�Ø�æ�¡�� �´�� �æ�è�å�é�Ø�ì�� �ê�Ô�æ�� �ã�è�Õ�ß�Ü�æ�Û�Ø�×�� �è�æ�Ü�á�Ú��

Google forms and disseminated using 

�Ê�Û�Ô�ç�æ�´�ã�ã�Ÿ�� �¹�Ô�Ö�Ø�Õ�â�â�Þ�� �Ô�á�×�� �Ø�à�Ô�Ü�ß�� �ç�â�� �Ý�â�è�å-

�á�Ô�ß�Ü�æ�ç�æ�Ÿ���æ�ç�è�×�Ø�á�ç�æ�Ÿ���Ø�à�ã�ß�â�ì�Ø�Ø�æ���Ô�á�×���Ô�Ö�ç�Ü�é�Ü�æ�ç�æ�¡��

�´�Õ�â�è�ç�� �¬�£�£�� �å�Ø�æ�ã�â�á�æ�Ø�æ�� �ê�Ø�å�Ø�� �å�Ø�Ö�Ø�Ü�é�Ø�×�¡

Consumer knowledge 
about privacy protection 

After requesting respondents’ age, gender 

and educational level, they were asked to 

agree or disagree with the following state -

ments, using a scale of 1 to 5 (with 5 cor -

responding to totally agree, 2 meaning do 

not agree a tall and 1 representing “don’t 

�Þ�á�â�ê�á�œ�¡��

When calling my ISP customer ser-

vice number, I am asked to submit 

sensitive personal information 

�›�æ�è�Ö�Û���Ô�æ���Ö�å�Ø�×�Ü�ç���Ö�Ô�å�×���á�è�à�Õ�Ø�å�Ÿ���¼�·��

number or bank account) over the 

�ã�Û�â�á�Ø�¡

I know the importance of the per-

�æ�â�á�Ô�ß���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á���¼���æ�è�ã�ã�ß�ì���ç�â���à�ì���¼�Æ�Ã�¡

�Ê�Û�Ø�á���¼���Ü�á�ä�è�Ü�å�Ø���Ô�Õ�â�è�ç���Ô���æ�ã�Ø�Ö�Ü���Ö��

service, my ISP checks my identity 

�ç�â���ã�å�â�ç�Ø�Ö�ç���Ô�Ú�Ô�Ü�á�æ�ç���Ù�å�Ô�è�×�¡��

I am aware of the law in Jordan 

�å�Ø�Ú�Ô�å�×�Ü�á�Ú���ã�å�Ü�é�Ô�Ö�ì���ã�å�â�ç�Ø�Ö�ç�Ü�â�á�¡

�¼���Þ�á�â�ê���ê�Û�Ü�Ö�Û���â�Ù���Ö�Ü�Ô�ß���Ô�è�ç�Û�â�å�Ü�ç�ì���Ø�á-

forces privacy-protection rights in 

�½�â�å�×�Ô�á�¡

 I am aware of whether I have a right 

to compensation in the event that my 

personal information kept by my ISP is 

�ß�â�æ�ç�Ÿ���æ�ç�â�ß�Ø�á���â�å���ß�Ø�Ô�Þ�Ø�×�¡��

I am aware of the procedure to follow 

�Ü�á���ç�Û�Ø���Ö�Ô�æ�Ø���â�Ù���Ù�å�Ô�è�×�¡

I am aware that the personal infor-

mation I give an ISP could be shared 

�ê�Ü�ç�Û���â�ç�Û�Ø�å���ã�Ô�å�ç�Ü�Ø�æ�¡

I am aware of the identity of any third 

�ã�Ô�å�ç�ì���ç�Û�Ô�ç���å�Ø�Ö�Ø�Ü�é�Ø�æ���à�ì���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�¡

�¼���Ô�à���Ö�â�á���×�Ø�á�ç���ç�Û�Ô�ç���ç�Û�Ø���ç�Û�Ü�å�×���ã�Ô�å�ç�Ü�Ø�æ��

who receive my information will abide 

by the privacy-protection law in Jor-

dan

1�¡

2�¡

�¦�¡

4�¡

5�¡

6�¡

7�¡

8�¡

9�¡

10�¡
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Demographics:

�À�â�æ�ç���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ���ê�Ø�å�Ø���ì�â�è�á�Ú�Ÿ���Õ�è�ç���â�Ù���ß�Ø-

�Ú�Ô�ß���Ô�Ú�Ø���›�¤�ª� �¥�¨���ì�Ø�Ô�å�æ���â�ß�×�œ�¡���½�è�æ�ç���¥�¨�¡�©�˜���ê�Ø�å�Ø��

�â�ß�×�Ø�å���ç�Û�Ô�á���¥�¨�¡���Ç�Û�Ø���Ú�Ø�á�×�Ø�å���â�Ù���ç�Û�Ø���å�Ø�æ�ã�â�á-

�×�Ø�á�ç�æ�� �ê�Ô�æ�� �Ô�ß�à�â�æ�ç�� �Ø�é�Ø�á�ß�ì�� �æ�ã�ß�Ü�ç��� �¨�¨�¡�«�˜�� �Ù�Ø-

�à�Ô�ß�Ø�æ�� �Ô�á�×�� �§�§�¡�¥�˜�� �à�Ô�ß�Ø�æ�¡�� �Ç�Û�Ø�� �à�Ô�Ý�â�å�Ü�ç�ì��

�›�ª�¤�¡�§�˜�œ�� �å�Ø�ã�â�å�ç�Ø�×�� �å�Ø�Ö�Ø�Ü�é�Ü�á�Ú�� �è�á�Ü�é�Ø�å�æ�Ø�æ�� �×�Ø-

�Ú�å�Ø�Ø�æ�Ÿ�� �ê�Û�Ü�ß�Ø�� �¤�¤�¡�©�˜�� �Û�Ô�×�� �Ø�Ô�å�á�Ø�×�� �Ô�� �Û�Ü�Ú�Û�� �×�Ü-

ploma and 17% had stopped education 

�Ô�ç�� �Û�Ü�Ú�Û�� �æ�Ö�Û�â�â�ß�¡

routinely asked for 

personal information 

sometimes asked for 

personal information 

never been asked for 

personal information 
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%�¥�¥�¡�¤    %�¦�¬�¡�¥ %�¦�«�¡�ª

univeristy degrees

high diploma 

high school 

Requests for personal information: 

�¥�¥�¡�¤�˜�� �â�Ù���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ���æ�ç�Ô�ç�Ø�×�� �ç�Û�Ô�ç�� �ç�Û�Ø�Ü�å�� �¼�Æ�Ã���å�â�è�ç�Ü�á�Ø�ß�ì�� �Ô�æ�Þ�æ���ç�Û�Ø�à�� �Ù�â�å�� �ã�Ø�å�æ�â�á-

�Ô�ß�� �Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�Ÿ�� �¦�¬�¡�¥�˜�� �æ�Ô�Ü�×�� �ç�Û�Ü�æ�� �â�Ö�Ö�è�å�æ�� �â�á�ß�ì�� �æ�â�à�Ø�ç�Ü�à�Ø�æ�� �Ô�á�×�� �ç�Û�Ø�� �å�Ø�à�Ô�Ü�á�Ü�á�Ú��

�¦�«�¡�ª�˜���æ�Ô�Ü�×���ç�Û�Ü�æ���á�Ø�é�Ø�å���â�Ö�Ö�è�å�å�Ø�×�¡�����Ô�ç���Û�Ü�Ú�Û���æ�Ö�Û�â�â�ß�¡
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Fraud protection:
�Æ�ß�Ü�Ú�Û�ç�ß�ì���à�â�å�Ø���ç�Û�Ô�á���Û�Ô�ß�Ù���›�¨�¥�¡�¦�˜�œ���â�Ù���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ���æ�Ô�Ü�×���¼�Æ�Ã���æ�ç�Ô�Ù�Ù���Ô�ß�ê�Ô�ì�æ���é�Ø�å�Ü�Ù�ì���ç�Û�Ø�Ü�å���Ü�×�Ø�á�ç�Ü�ç�ì���ç�â��

�ã�å�â�ç�Ø�Ö�ç���Ô�Ú�Ô�Ü�á�æ�ç���Ù�å�Ô�è�×�®���¥�¬�¡�©�˜���æ�Ô�Ü�×���Ø�à�ã�ß�â�ì�Ø�Ø�æ���è�æ�è�Ô�ß�ß�ì���×�â�®���Ô�á�×���¤�«�¡�¤�˜���æ�Ô�Ü�×���ã�å�Ø�Ö�Ô�è�ç�Ü�â�á�æ���Ô�å�Ø��

�á�Ø�é�Ø�å���ç�Ô�Þ�Ø�á�¡��

Importance of personal 

information:

�¨�¤�¡�¦�˜���â�Ù���å�Ø�æ�ãondents claimed to

know the importance of their per-

�æ�â�á�Ô�ß���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�Ÿ���¥�ª�¡�¤�˜���×�Ü�×���á�â�ç���Ô�á�×��

�¥�¤�¡�©�˜���Ü�á�×�Ü�Ö�Ô�ç�Ø�×���ç�Û�Ø�ì���×�Ü�×���á�â�ç���Ö�Ô�å�Ø��

�›�¹�Ü�Ú�è�å�Ø���¥�œ�¡���¼�á���â�ç�Û�Ø�å���ê�â�å�×�æ�Ÿ���à�â�å�Ø���ç�Û�Ô�á��

48% of respondents either did not 

know the importance of their per-

sonal information or did not care 

�Ô�Õ�â�è�ç���Ü�ç�¡

identity always 

�é�Ø�å�Ü���Ø�×��

identity usually 

�é�Ø�å�Ü���Ø�×��

identity never 

�é�Ø�å�Ü���Ø�×
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%�¨�¥�¡�¦  %�¥�¬�¡�©  %�¤�«�¡�¤  

reportedly aware  

unaware 

do not care



22  26/

Cybercrimes, privacy 

protection and regulations:

�´�ß�à�â�æ�ç���©�£�˜���›�¨�«�¡�«�˜�œ���â�Ù���ç�Û�Ø���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ 

stated that they heard about privacy-pro-

tection law but did not know much about 

�Ü�ç�¡���´�á�â�ç�Û�Ø�å���¥�«�¡�©�˜���Ö�ß�Ô�Ü�à�Ø�×���ç�â���Û�Ô�é�Ø���æ�è�Ù���Ö�Ü�Ø�á�ç��

�Þ�á�â�ê�ß�Ø�×�Ú�Ø�¡���Ç�Û�Ø���å�Ø�à�Ô�Ü�á�Ü�á�Ú���¤�¥�¡�©�˜���ê�Ø�å�Ø���è�á-

�Ü�á�Ù�â�å�à�Ø�×�¡���Ç�Û�è�æ�Ÿ���à�â�å�Ø���ç�Û�Ô�á���ª�£�˜���â�Ù���å�Ø�æ�ã�â�á-

dents either did not know or did not have 

�æ�è�Ù���Ö�Ü�Ø�á�ç���Þ�á�â�ê�ß�Ø�×�Ú�Ø���Ô�Õ�â�è�ç���ç�Û�Ø���ß�Ô�ê�æ���ç�Û�Ô�ç��

protect their privacy 
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�á�â�ç���â�Ù���æ�è�Ù���Ö�Ü�Ø�á�ç���Þ�á�â�ê�ß�Ø�×�Ú�Ø

�å�Ø�ã�â�å�ç�Ø�×�ß�ì���â�Ù���æ�è�Ù���Ö�Ü�Ø�á�ç���Þ�á�â�ê�ß�Ø�×�Ú�Ø

unaware

Knowledge of enforcement authorities:

Slightly more �ç�Û�Ô�á���Ô���Û�Ô�ß�Ù���›�¨�¤�¡�«�˜�œ���â�Ù���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ���×�â���á�â�ç���Þ�á�â�ê���ê�Û�â���Ü�æ���å�Ø�æ�ã�â�á-

�æ�Ü�Õ�ß�Ø���Ù�â�å���Ø�á�Ù�â�å�Ö�Ü�á�Ú���ã�å�Ü�é�Ô�Ö�ì���ß�Ô�ê�æ�Ÿ���¥�«�¡�¤�˜���ê�Ø�å�Ø���Ô�ê�Ô�å�Ø���Ô�á�×���¥�£�¡�¤�˜���ê�Ø�å�Ø���á�â�ç���æ�è�å�Ø�¡��

unaware aware uncertain 

%�¨�¤�¡�«  %�¥�«�¡�¤  %�¥�£�¡�¤  
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Rights to compensation

�§�¦�¡�¥�˜���æ�ç�Ô�ç�Ø�×���ç�Û�Ø�ì���×�â���á�â�ç���Þ�á�â�ê���ê�Û�Ô�ç���ç�Û�Ø�Ü�å��

rights are if theft or loss of personal infor-

�à�Ô�ç�Ü�â�á���â�Ö�Ö�è�å�æ�¡���´�á�â�ç�Û�Ø�å���¦�©�¡�¥�˜���Þ�á�Ø�ê���ç�Û�Ø�ì��

have rights but were not sure of the de-

�ç�Ô�Ü�ß�æ�Ÿ���Ô�á�×���¥�£�¡�©�˜���å�Ø�ã�â�å�ç�Ø�×���Õ�Ø�Ü�á�Ú���Ü�á�Ù�â�å�à�Ø�×��

�Ô�Õ�â�è�ç���ç�Û�Ø�Ü�å���å�Ü�Ú�Û�ç�æ�¡
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unaware

�á�â�ç���â�Ù���æ�è�Ù���Ö�Ü�Ø�á�ç���Þ�á�â�ê�ß�Ø�×�Ú�Ø��

aware  

What to do in case of fraud:

�Â�á�ß�ì���«�¡�¤�˜���â�Ù���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ���æ�Ô�Ü�×���ç�Ûey would know what to do in case of fraud 

�Ü�ç�®���¨�¨�¡�¦�˜���×�Ü�×���á�â�ç���Þ�á�â�ê�Ÿ���¥�¥�˜���ç�Û�â�è�Ú�Û�ç���ç�Û�Ø�ì���Þ�á�Ø�ê���Õ�è�ç���ê�Ø�å�Ø���á�â�ç���Ö�Ø�å�ç�Ô�Ü�á�Ÿ���Ô�á�×���ç�Û�Ø��

�å�Ø�à�Ô�Ü�á�Ü�á�Ú���¤�§�¡�©�˜���æ�Ô�Ü�×���ç�Û�Ø�ì���ê�â�è�ß�×���á�Ø�Ø�×���ß�Ø�Ú�Ô�ß���Ô�×�é�Ü�Ö�Ø�¡

 aware unaware need legal advice

%�«�¡�¤  %�¨�¨�¡�¦  %�¤�§�¡�©  
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Awareness of third parties

�À�â�æ�ç���›�«�©�¡�¬�˜�œ���×�Ü�×���á�â�ç���Þ�á�âw who else re-

�Ö�Ø�Ü�é�Ø�×���ç�Û�Ø�Ü�å���ã�Ø�å�æ�â�á�Ô�ß���Ü�á�Ù�â�å�à�Ô�ç�Ü�â�á�®���â�á�ß�ì���¤�¦�¡�¤�˜��

�ê�Ø�å�Ø���Ô�ê�Ô�å�Ø�¡���¶�â�á�æ�Ø�ä�è�Ø�á�ç�ß�ì�Ÿ���à�â�å�Ø���ç�Û�Ô�á���¬�¥�˜��

�â�Ù���ç�Û�Ø���å�Ø�æ�ã�â�á�×�Ø�á�ç�æ���Ô�å�Ø���á�â�ç���Ö�â�á���×�Ø�á�ç���ç�Û�Ô�ç��

any third party that receives their informa-

tion will abide by the privacy-protection 

�ß�Ô�ê���Ü�á���½�â�å�×�Ô�á�¡��
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Recommendations 
�¼�à�ã�´�¶�Ç���¼�á�ç�Ø�å�á�Ô�ç�Ü�â�á�Ô�ß���Ù�â�å���»�è-

man Rights Policies and Access 

Now conclude that none of the 

ISPs examined in this study fully 

respect and comply with human 

rights principles and that the 

privacy policies of Jordanian ISP 

�Ö�â�à�ã�Ô�á�Ü�Ø�æ���à�è�æ�ç���Õ�Ø���à�â�×�Ü���Ø�×��

to address the revealed short-

�Ö�â�à�Ü�á�Ú�æ�¡���Æ�ã�Ø�Ö�Ü���Ö�Ô�ß�ß�ì�Ÿ���ç�Û�Ø�ì���à�è�æ�ç��

include: 

In addition, it is clear that currently, most ISP customers are not aware of their privacy 

rights, the extent to which those rights are being respected or what legal remedy they 

�Û�Ô�é�Ø���Ü�Ù���Ù�å�Ô�è�×���Ü�æ���×�Ü�æ�Ö�â�é�Ø�å�Ø�×�¡

�Ç�Û�Ø�æ�Ø�����á�×�Ü�á�Ú�æ���ã�â�Ü�á�ç���ç�â���Ô���á�Ø�Ø�×���ç�â���Ø�×�è�Ö�Ô�ç�Ø���Ô�ß�ß���¼�Æ�Ã���Ö�è�æ�ç�â�à�Ø�å�æ���ç�â���ã�å�â�ç�Ø�Ö�ç���Ô�Ú�Ô�Ü�á�æ�ç���ç�Û�Ø��

�Ô�Õ�è�æ�Ø�æ���ç�Û�Ô�ç���Ö�Ô�á���Ô�á�×���×�â���æ�â���Ø�Ô�æ�Ü�ß�ì���â�Ö�Ö�è�å�¡

�À�â�å�Ø�â�é�Ø�å�����¼�Æ�Ã���Ö�â�à�ã�Ô�á�Ü�Ø�æ���ã�å�â�Ö�Ø�æ�æ���ã�Ø�å�æ�â�á�Ô�ß���×�Ô�ç�Ô���â�Ù���á�â�ç���â�á�ß�ì���½�â�å�×�Ô�á�Ü�Ô�á�æ���Õ�è�ç���Ô�ß�æ�â���¸�È��

�Ö�Ü�ç�Ü�í�Ø�á�æ���Ü�á���½�â�å�×�Ô�á�¡���Ç�Û�Ü�æ���Ù�è�å�ç�Û�Ø�å���à�Ø�Ô�á�æ���ç�Û�Ô�ç���ç�Û�Ø�æ�Ø���Ö�â�à�ã�Ô�á�Ü�Ø�æ���æ�Û�â�è�ß�×���Ö�â�à�ã�ß�ì���Ô�á�×���Õ�Ø��

�æ�è�Õ�Ý�Ø�Ö�ç���ç�â���ç�Û�Ø���º�·�Ã�Å���›�º�Ø�á�Ø�å�Ô�ß���·�Ô�ç�Ô���Ã�å�â�ç�Ø�Ö�ç�Ü�â�á���Å�Ø�Ú�è�ß�Ô�ç�Ü�â�á�œ�¡

�¹�è�å�ç�Û�Ø�å�à�â�å�Ø�Ÿ���ç�Û�Ø���½�â�å�×�Ô�á�Ü�Ô�á���Ú�â�é�Ø�å�á�à�Ø�á�ç���à�è�æ�ç���ã�å�Ü�â�å�Ü�ç�Ü�í�Ø���Ü�à�ã�ß�Ø�à�Ø�á�ç�Ü�á�Ú���ç�Û�Ø���×�Ô�ç�Ô���ã�å�â-

tection draft law, to provide adequate guarantees for personal data and the right to 

privacy of individuals, in order for ISPs to comply with the national and international 

�æ�ç�Ô�á�×�Ô�å�×�æ���â�Ù���ç�Û�Ø���å�Ü�Ú�Û�ç���ç�â���ã�å�Ü�é�Ô�Ö�ì�¡

Clear explanations of 

the personal information 

collected, and who uses it, 

�ê�Û�Ø�å�Ø���Ô�á�×���Û�â�ê�¡��

A statement also must 

be made about whether 

any of this information is 

shared with a third party 

�Ô�á�×���Ù�â�å���ê�Û�Ô�ç���ã�è�å�ã�â�æ�Ø�æ�¡��

�Ç�Û�Ø���ß�Ø�Ú�Ô�ß���ß�Ü�Ô�Õ�Ü�ß�Ü�ç�ì���â�Ù���ç�Û�Ô�ç��

third party must be de-

���á�Ø�×�Ÿ���Ô�ß�â�á�Ú���ê�Ü�ç�Û���ç�Û�Ø���Ö�è�æ-

tomers’ rights to compen-

sation in case of loss or 

�ç�Û�Ø�Ù�ç�¡��
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