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Introduction

With the growing importance of the internet
to nearly every facet of modern life, the

potential for abuse both by governments =

and private interests is increasingly real
O ax @0U0alu O00ac; Cor@OA

companies and internet service providers

Thus, ImpACT International for Human

Rights Policies and Access Now

(ISPs) require customers to divulge a

growing volume of personal information are conducting a series of

that, in the wrong hands, can be—and has analyses of ISP policies and

been—used to destroy reputations, punish practices in the Arab world,

holders of dissenting points of view, bilk beginning with the Hashemite

owners of savings, and limit access to %UaUxaa aU »aax0aj c0Q
Uacgédagde Ua OO0=0 au Uacdaadc wfepdaa®s a0wdc Uase ABUerO¢
facet has triggered concerns among the Commission estimates that the

public and privacy experts about where country’s internet subscriptions

this information is stored, for how long it is have reached - jmillion,

stored, who is entitled to access it, how it is representing more than %90 of

applied and whether customers are aware UDaeeodUaRxeei|

au ¢U@U& aUUUcea;
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CU@ Uabeée aU ¢UU&® @&cexi Ue a4 é@ auU ¢cUQ aa=xc 3
viERe Ua cU0@ Oaeacail »iOUAY Aadaugy Eaalloly c.
.0a0aldémey Uaalau ¢cUUe&x eURR R@Ox ca Uaadaeadx
3aRU0UQGeae Oax a400¢cU0OQPae O0O&daxae ¢cU@ RAOOR U:

analysis also measures customer awareness of the

use of their personal information, the legal authority
responsible for protecting its privacy and their right to
compensation, remedy, and appeal appeal in case of
RaseaeyY 04000 a4 aUxeéaxe® aU ¢UUax UauvaaadcUaa;
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Study
methodology

CUg éo wAEAxe gebalagdx éga
EaalUOU0Y Aadaugy -"A"A'E 04
C, -O0¢0Oj tU4acY waa ¢ Oax "¢
Now reviewed and compared the

privacy policies published on their
efd0xeUcl®; CUP x=@0aax ¢l
a questionnaire that assessed
awareness by ISP staff of the
importance of protecting users’
personal data and the extent to
which the companies share such
Uavagadc¢Uaa eUcU ¢
CU@ ¢cUU&x &c¢@ad é0ae O =ea
customers’ attitudes related to

sharing personal information
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.~ Comparison
nlil of privacy policies

CU@ aalé00i aaRUOUPex auU ¢U@ ¢éo advaa wAA Oaaadalge

and Access Now teams from six perspectives, as shown in the following table: types of

D
Q
Q)o

information collected; how personal data are used, for what purposes and where; with
whom personal data are shared, if anyone; customers’ right to compensation if their
information is stolen or disseminated/used in violation of the privacy policy; and a third
d0acibe x@UaAB@® auU RUOOURU¢i Ua 00ae@ aU ¢UB ROcc@Aaj

@ Vi cODAD Ue O ORBOAY OAAERDcH Oax aU OU

prm— what personal information is collected from customers?

Zain Umniah

No; Yes;

c0@ xcOcagac Ue é0Uerd Oax DadoadBorecoadac Ue é0Uew; aclU@ Oaaaldal e
acU@ ciag auU agaaeaadR UaU aaiadigitagien, ewed e following personal information and

collect could include, for example, your data: username and postal address, user’s date of birth,

name and postal address, date of birth, user gender, telephone and fax phone numbers, user

gender, telephone and fax numbers, email email, and other information collected on registration or

OxxaQ@ee Oax aaadia 1,a800eUacEbaedilprcdédiaia 1,400 0e Oxx@xib

Orange A AE c., -0¢O

No. No. No.

CU@ UDavadalbcUaa OarRR@@araUaaadcUaa OARRPOGAMaUVEAA0cUAA OARRBOcBx U4
subscribers is not mentioned subscribers is not mentioned subscribers is not mentioned

Oc¢c ORR; O¢ ORR; Oc¢c ORR;
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Zal

Is there clear, complete disclosure of where personal information is

used and for what purposes?

n

Yes.

Orange

No.

Za

No,

Umniah

No,

it only states that the information provided by the user

Ue ¢ Uad 4e0RU0O0OcUAa4 O4ax Ug U0 ¢U@ 40U U
2P8éU0D &

Aa@e ¢cU® 28406001 aarU0I geardU4a Oeéecaagaapb 400U

their personal information is stolen, disseminated or used for purposes

other than those disclosed?

in

Orange

No.

Umniah
No,
"A"A’E c, -0¢O
No. No.
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@ If personal information is shared with third parties, is it disclosed, along

with the circumstances?

Zain Umniah

No. No.

CU@ @acbOcgagdac Uae é0Ueg Oax OaacbdUa= O
RaaalarRg- acUge@ 0aaidalge 004 6@ OaacBacg
providers, business partners or otherwise

T17aa00xUae Oxx@xb; E® 20040 éUc¢U ¢cU@a ca
aluga i1ae xUUUQagag 04éU00a= Oax =zaReclaaxea;

Orange “ATA'E c, -0¢O

No. Yes Yes

@ Is there clear, complete disclosure of the situations in which personal
— information is shared with third parties?

Zain Umniah
No. i No.
Orange -"A"A’E ¢, -O¢O
Yes. Yes. Yes.
CU@ ©aaadal adi xUaedpasli@esieec 804ci Uae Odagl@ ddeec 4048c¢i Ue Odaalcgc@x ¢!
personal data, acting in good to maintaining the adlacbOUalal cU@ Oaa x@acUORL
faith, if it believes that such action 0aa x@agUORU¢I aU ¢ U @f teasérarabpartyss
is necessary to: (i) conform with a party>s information and not information and not disclosing
legal requirement; disclosing it, except when it, except when the second
(i) comply with a legal process; or the second party agrees to party agrees to share it or
(iii) defend the rights or property share it or the information when it is formally requested
of Orange to is demanded by security O 2@0e8Uc¢i Oax YexUOUOR

484 YexUOUOR OecUa&dUlcO@ad 286 O e
UadalR da0&aedegi
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Is the legal liability explained for any third party responsible for a loss,

breach or misuse of personal information?

Zain Umniah

No. No.
Orange ATATE c, -0¢O
No. No. No.

E
ImMpACT and Access Now
conclude that

ISPs in Jordan, even those that are multina-
tional corporations, do not take give serious

consideration to customers’ rights when

formulating terms of service and privacy
daRUOUD e |
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Nature of customer
Information collected

%28 1C Oax O00Q@exeae Aaé UaeaxWHsitcem@a @ disclosing where and

ISPs clearly violate their customers’ priva - how personal information is used, only
cy, while at the same time, the latter do not two of the companies were forthcom -
realize to what extent their personal data ing, whereas three companies remained

04 O@UAU O0arRR@Oc@x Oax éasientj ape aidanbt gndldde or indicate
éo advaa arR0I®a® RUsec¢ ¢cUQ @& dhadd @aUamdau O00cUadae; "ax

mation collected and retained but include list the circumstances in which they will

04 aacUgaa 00¢BUAa&l ¢c0U0¢ ORRBRED E GWREIBHGRE xOcOj

One simply says it will collect any informa - 134 Uaaec0ab@y EaaUOU @earuObUcR
tion it deems helpful in identifying other it collects and retains personal informa -

ddaxeOce 48 ®2034éU0Q e ca 4&aanaindwaydhat gid@dtes customers’ pri -
@01 4acUUaU O¢ ORR a4 ¢UP U@ %4 o@0OclUaa nj¥j! aU Ucee aaUu

EaalUOU «0ieyY acU@ Oaaadai adi OarrR@O¢ VavuaadadcgUaa O
your visit and use of the site and/or services, including the

pages you view, the links you click and other actions taken in

Oaaagd0Oclaa ca ¢cU@ aeUc@ O4axtad @@aéU0Qeej CUO Oaaadai
collect certain standard information that your browser sends

ca ge@ai egd0axUc@® 1aé éUaxeUcja
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¢cUbgeéUe@Y Ua Ucee aalUadaldclUaa £00eaUci ADaOUgagag Oax A

a idla xpORO&Ba ¢cUOcY acU® ¢cida® auU agaaxaaldR Uavaaad
collect could include, for example, your name and postal ad -
dress, date of birth, gender, telephone and fax numbers, email

Oxxd@axeae O4x aadg;a

"BcUAaeUU Ug a0l 2@@a 00a0RY ¢cUW d3U40e@ a0ax aadga RP0éTeae ¢
RPOcUaA AU éUaceORRI ORR cidPae aU aga=aaldR xO¢cOY Oax éUcgUae
CU@Z 340001 aaRU01 ae0RVUaeUBx Oi AddaUQP xa@a aac geardUa ¢U
mation collected, how it is used, or the exact and clear purposes of the collected data,

aaRl ee¢OcUAaU ¢UO¢ Ug aéURR dac 20040 iaed gadUR éUc¢U O ¢cUUA&X
CUg -0abadbe aaueéOOi aaRVU0OI OR=a Uae é0Ue@; cCU@ Oaaadal avao
aU Ucee ®e0ae0480acUaa 0a4cad00¢ ¢UOcY aCUQ &eec a0&ci OaaalUcea
of the second party’s information and not disclose them except for the information

approved to be disclosed by the second party or the information that is disclosed ac -
Oa&dxUaU ca ¢cUQ a0ae@e@ec aU ¢cUD 2@0eaUci Oaxcad cUZ YexUuUOUOR
auU OUOR apaedecia Aa xga04alaclUaa Ue aUUGaBx aUl ¢U@ abcedo
a0cOUa@xj cOUUa UOa Ua ¢cU@ -O0abade aauédOi aarUOI OBRAaéae ¢U
®aa0R UavadadcUaa éUclaec 2@@blUal aa0aa 0458a¢0RY a4 QBe@é
this will grant the company a huge capacity to misuse the personal data for unknown

Aeddaxedeai

C., -O0¢O UanRRaéae @xeUcj “%a Uce aC@adaae Oax faaxUcUaaae auU Yac
&cO0c@Peae ¢UO¢ aé® adbUacOUa ¢U@ Oaa x@acUORU¢I aU ¢cUB ae@0Oaax
not disclose them except for the information approved to be disclosed by the second

d0acija Aa agacUaa Uae a0x@ aU ¢U@ 40¢ced® auU ¢U@ Uavadadcglas
Aaag auU ¢U@ ¢é@ 0aaidalUge OxxadP@ee OetxecaaPaeb 40UUe¢ae ca Oa
tion is stolen or otherwise illegally disseminated or used, none are public about recip -

Ugace eU@a xO¢cO 040 2U04a@xY O4ax 4340 xUxeOeaeae RAUOR RUOO
agagxi O¢ ORRY =2Va0® ¢cUaw 04w aa awOaax au 0aa@OR Oax aa
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Purpose of use of
personal customer information

w4 Ucee a%aladadbclaa £00e
Oax A&aUéOOiI AarUOIYa 10Ua
that “we collect your personal informa -
tion because we want to serve you cus -
tomized offers and to enhance your user
2630a0@a0d@ eUlc¢U éaja Y%cg 4
ORR aadgad=eaalORRI UxgacU OO0
®@calUO¢ Oaada x@acUORUcIja Y
would mean targeting those who are us -
Uau i0Ua eUc¢cU Oxaxj CU@B Oe
00 ¢c0aUBcOx 2a@OU OORRE C

graphic (gender, age, location, and any

other targeting criteria used)

Umniah does provide any details on use
au Oeée=xcaadaeb aga=aaldn
@@0cUaa ¥j¥j¥ Oax ¥j¥i! au
faaxUcladaea a3eORUeU@x aa
Oaaadai avaoRri =0iayY aclUg
Oaxcad aOc@alOR 1ae adaéUx
lication and you hereby indemnify the
company if any third party takes action

in relation to the information and/or ma -

c@aU0R 1ae eebaUc¢ja %¢c Oxxae ¢UO¢ aiae e04adac ¢cUO¢ ¢cUY O

tion and/or material you submit and/or make use of it or any concepts described in it
in the company products or services without liability and you agree not to take action
OUOU4e¢ ¢cUB Oaaadai Ua aoRrOc¢cU&a4a ca Ucgja

Umniah’s declaration that it can publish or use customer information for any service or

ddaxelc¢c UUé@eae cU® Oaaadai abelacea Rg@eldij CU® aU040e@ a ¢ Ua

2
C
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for concern about the extent to which the company respects the data and limits the
¢cUU&ax 804ac¢U@a® ¢cUO¢ 040 OadaeUx@a@dx ®eUcO0ORY 4a00UAUGace| Y
stood as if the company is trying to run away from its legal liability and responsibility of
Ucee aORUUOcUAA ca 84a¢c00¢ a04x2aa0R xO0¢cO Oax ¢U@ 4UUU¢ ca a4

Aadbaugy -60abade Oax ¢, -O0¢cO xa dac avluw@a 04l x@¢cOURe&e aa ¢UI
deeper concern about where and how the companies use customers’ personal infor -
abcUaaj

’
Customers
right to compensation

None of the privacy policies of Zain, Or -  sate customers, saying, “If you do not agree
Oaugy -0adade Oax ¢, -O0¢cOeOesWa@idbee aaRVUOIY a4 1ae O04Q aac @
customers’ right to compensation if the site and/or services, or you have any

¢cU@U4& 4UUUcae 0&4@ éUaRO¢dlaims whatsoever against the company in
In fact, when it addresses remedies in respect to the site and/or services, your sole

the case of violation, Umniah does what and exclusive remedy under this policy is to

it can to shirk its obligation to compen - xUeOaaclaeg ex=UaU ¢U@ aUc¢c@ Oaxc:
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Sharing of customer
information with third parties

Zain addresses with whom it may share customers’ personal information, but is broad
and ambiguous, saying “We enter into agreements and business relations with other
0aaa0alge Oax cdeec@x ¢cUUAx a04c¢cU@Peaej CUBae@ 0aaadaugae OC
cUaa 34aéUxQ&eyY Oeelageax a0icadie a8 acUpaélUxgia CUQ a0a
éUcU éUaceORRI PéQaiaadi

Orange declares that it may share personal information with third parties but is not

28000 O v%c aani @0ie ¢cUU&x aldi UOaaga UU &dgaelagx ca Oaauva
®0c¢UaeUl O RGUOR a34a00=ee a4 x@UQBax Ucae 4UUUca aa adaa

w4 Uce aC@aae Oax faaxUcgladaeYa EaaUOU xagde adaac Oxxad@eae Ul
Oexcaagd UavaadalcUaa; »aeoégayY =200c¢cUaa "j2 au ¢cU@ "a00UO0 ¢
6034y acU@ g0 Uax adac 20U@Y Oax e0URY ¢cU@ Oaaa

é
(

O
(O
Lol

Qo
(]
Q
)
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services, the user must accept that using or

CU@i a&c¢cO¢c@yY aclUg@
messaging through the website may allow

deec alOaci Oa
adlacOUa ¢cU@ Oaa xgacUGRUciI au
ond party’s information and not disclose

d0&4=x=aa0R VavaaadcUaa; wa c¢Ulkem efobpief@ infarmatiorOdpproved
Uese 4a¢ a0 x3a42U0RD x4
pnacU -Oadade Oax C,

any third party to illegally access his/her

to be disclosed from the second party

.0¢0O agég daardind @ the request of security

types of third parties with which they may Oaxtcad vexUoOUOR Oeclaalcgl@e O
aa 04 auU OUOR &4QaePecijja

acUga 2e0U0 OecladlcUDer|

share customers’ personal information: se
O0ealcgiyY YexUOUOR Oax
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Awareness
of privacy policies

ImMpACT

and Access Now

then prepared a set of

guestions to assess ISP

employees’ knowledge of

privacy-related issues and

whether their companies

share user information with

¢c0Uax a0acU@eae; cU@ %“aa fcC
and Access Now teams

called the customer-ser-

¢U0@Pe RUaPa aU-¢cU@B é@ Oaa
panies and determined the

answers to the following

guestions:
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EUQ4a Uacgédélgedx Ua O 2¢cablUUcUa8e04ax UDaeUUA4 O waa 1¢c O
staff of two of the ISPs refused to answer, claiming that doing so requires long admin -
UsecadOcUéw 40éU@eée ca UBc O0aaaaéldR; O0OOaaxUauURiyY waa 1¢ Oax
OORRPx daeUalU Oax dac@acUOR Oeéexcaadae;

All staff members interviewed were aware of the need to verify callers’ identities before
384éUxUaU O4ai UavaadadclUaa aa cUgUa O00Oaecac) »ae@éday cU@i x

acUga aegdaeclaaee|

va OxxUcglUaay ¢cU@ %aa ¢ Oax O00Q@xeae Aade ¢cgOaae 0aac00c@x Oa
Uad ageé ®e0ae0alaclaae ca UaaeUaw OOaec aaUé001 Uexme@eej £a
have strict regulations to protect customer privacy, while others were uncertain and

®20Ux 60 400 x@Bx ca ¢cORDP ¢4 aadaa?® ORxe@ O004aec ¢cUBax=® albcc@a
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Consumer knowledge
about privacy protection

CU@ waa ¢ Oax 000 = Aaé Af@deyeestrg @edpondents’ age, gender

set out to assess the public’'s awareness and educational level, they were asked to
and understanding of privacy-relat - agree or disagree with the following state -
Ox UexeePaei  @®edédi é0ax aamémsUusith@scalecd htd 5 (with 5 cor -
Google forms and disseminated using responding to totally agree, 2 meaning do

EUOcae 34y t00@0Oaab Oax L ammUdyregsa télaandl 1 representing “don’t
a0RU@eceY ecexPaceVy Qaidrai@@atd&x OOcUeéUacer|
"Oaeéc -£f A0 =xFd4axPe 6040 AaBO0QUED x|
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Demographics:

Aamc 4QxsaaxPBace e@a0 14240V Qéc al 3@
UOR OU@ >0 ¥" 1@0dae alxmj “eaegy ¥ 10730

90

aRx@Pa ¢cU04& ¥'i CU® Ugax@a aU cp@ 8= aa
xPace é0x ORadec PéDaRt ealRlp- ""j«7 UZ

aORPae Oax 8§§j¥~

aORPexei CUE MWOYaald i

>an 8" 404884c@x 4a@0QUéUAU ealfépael =2 ©
UagddaeY e0URD nojo” UOx -g0aagr® 6 UU IU U

10

ploma and 17% had stopped education

O¢ UDUUU 2=0U04aaR;

univeristy degrees
high diploma
high school

Requests for personal information:

K%¥¥ia

routinely asked for

personal information

%o i} %or « i

sometimes asked for never been asked for

personal information personal information
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"ojl” AU dndesmtdiclaimed to
know the importance of their per-
®aa0R UavuaaadcUaay ¥2jo
¥o;0” UaxU00¢@x ¢cUBi xUx

>10Ue4a@ ¥ej wa acUQ4a eaa

48% of respondents either did not

know the importance of their per-
sonal information or did not care
OOaec¢ Ugj

reportedly aware
unaware

do not care

Fraud protection:

ARUUUGCRT 2440 ¢cUO4& UORU »"¥i!"e AU &4Qaxdaax@ace @0OUx UAEA ac
38ac00¢ OUOU4daec Udlex® ¥-i©” &20Ux JadRaIgPax ¢xeORRI xa® O
4a0é@8 cOPBaj
0¥ — j %0 « ©
identity always identity usually identity never

égal gx égal gx 604U Ix
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Cybercrimes, privacy

protection and regulations:

"Radec Of" >"«j«"e aU ¢UQP a0
stated that they heard about privacy-pro-

tection law but did not know much about

Ucgj "4aaclU@a ¥«jo~ OROUa@x ca
paaéR@xU@; U 40a0U4aUl&U oy
UavUadagdxi CUeaeY 2240 ¢cUG4 af
dents either did not know or did not have

®@eU OUgac paaergxUg ODaec ¢

protect their privacy

90
80
70
60
50
40

20
10

aac aU ®eU OU@4ac PaaerR@xU@
404aa4c@xR1 AU =eU OUGac PaaeroxUQ@

unaware

Knowledge of enforcement authorities:

K%"Oi : \%¥«i0

unaware aware

\%%Eia

uncertain
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Rights to compensation

li¥” ®cOcox ¢UQI xa aac baaeé 90

rights are if theft or loss of personal infor- <
a0cUaa a00ede; "aaclga 'oj¥~
have rights but were not sure of the de- zg
cOURe&eY Oax ¥£i0~ 4a0&aaacox O¢ 40
Oaec ¢cU@UA& 4UUUcex; g
20

10

P unaware
|| dac¢ AU xeéeU OU@ag paaenrngxU@

aware

AaRi «jr” AU 4@ e 44aax@ aoe kadviraigtddo in case of fraud
Uc® ""j!” xUx dac¢ baaeéyY ¥¥~ ¢UaeUU¢ ¢cUQBi pPage Oec éBAaAD &j
dgadlalauU o§gj0o” ®@0Ux ¢cUGi éaeRx a@@x RGUOR OxeUOD|

‘ %a 8 ©
aware unaware need legal advice
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Awareness of third parties

Adec¢ >«Oj-~"ce xUwwkceiseré-a 90
OpUédx ¢cUPUA a@a=aadnrR Vaua 80
egag 06040 Taaxegaedacriv a ©

AU cUQ aQ=aaax@ace O4Q aac (O
any third party that receives their informa- jz
tion will abide by the privacy-protection g
ROée Ua aadx04aj 20

unaware

aware
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Recommendations

a8 1C %“ac@aaldcU-aa0R Uad »e
man Rights Policies and Access

Now conclude that none of the

ISPs examined in this study fully

respect and comply with human

rights principles and that the

privacy policies of Jordanian ISP
Oaazdalgeae acec 0 aaxU @x
to address the revealed short-

OaalalUzx; £a00U OORRIY ¢U@i aeag

include:

In addition, it is clear that currently, most ISP customers are not aware of their privacy
rights, the extent to which those rights are being respected or what legal remedy they
U0é® UU Ual0ex Ue xUxDaé@adx;

CUQae@ axUaUex dalac ca O a0@0x ca o2xe00¢c@ ORR “/AA Oexecaadac
OOeéex@e ¢cUO¢c 004 Oax xa ®a O0aURI ad0ea;

Aadoaéod wuAEA 0aadfalUQe a4a0Q0xeee a084x2aa0R xOc¢cO aU adac aani
OUc¢Uigae Ua %a4x04j CUU&x UeadcU@a awOae ¢UO¢ ¢cUBa@ Oaaadal
®2e0Y@0¢ ca ¢cU@ °-AA »oa@a0R -O0¢cO Adac@Oclaa AgUerOclUade;|

1edcU@aaaagy cU@ »a4x0aU04 Uaépaaadac aeaec 2aU0a40¢cUi@ Uaanr:
tection draft law, to provide adequate guarantees for personal data and the right to

privacy of individuals, in order for ISPs to comply with the national and international

®cOax0axae aU ¢U@ 4aUUU¢ ca aaueéeo0ij
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