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To Whom It May Concern,

Passed in December 2018, the Assistance and Access Act poses a grave risk to human rights
and digital security around the world." The Act should be fully repealed in order to ensure
adequate time for a full consideration of the breadth and scope of its provisions, which did not
happen prior to passage. However, absent a repeal, it is vital that it is quickly and substantially
amended to limit these risks, and others, including risks to Australia’s national security and
digital economy. The potential for the Assistance and Access Act to be used in damaging, or
even life-threatening, ways will only increase as more devices, appliances, and basic
infrastructure, including bridges and electricity grids, become internet-operated and enabled.

Access Now is an international organisation that defends and extends the digital rights of users
at risk around the world.? By combining direct technical support, comprehensive policy
engagement, global advocacy, grassroots grantmaking, and convenings such as RightsCon,
we fight for human rights in the digital age.® In 2018, Access Now published a report on
“Human Rights in the Digital Era” evaluating Australia's role in the international community.*

During its short pendency, Access Now produced three submissions regarding early drafts of
the Assistance and Access Act.’ In September 2018, we commented to the Department of
Home Affairs on the consultation draft, highlight its overbreadth and implications for digital
security.® When the Act was introduced, mere weeks later, and without any response to the
thousands of comments submitted, we submitted comments to the Joint Committee on

' Telecommunications and Other Legislation Amendment (Assistance and Access) Bill 2018, No. 148 (2018),
available at https://www.legislation.gov.au/Details/C2018A00148. Hereinafter, “Assistance and Access Act” or “the
Act.”

2 See https://www.accessnow.org/.

% See https://www.accessnow.org/about-us/.

4 See
https://www.accessnow.org/cms/assets/uploads/2018/07/Human-Rights-in-the-Digital-Era-an-international
-perspective-on-Australia.pdf.

5 Experts at Access Now were also invited to testify prior to the publication of a draft of the bill. See,
accessnow.org/testimony-before-the-parliament-of-australia-parliamentary-joint-committee-on-law-enforcement/.
¢ accessnow.org/cms/assets/uploads/2018/09/Access-Now-Assistance-and-Access-Bill-submission.pdf.
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Intelligence and Security, with specific recommendations to improve the proposal.” We also
signed on to comments from a coalition of groups highlighting several deficiencies in the bill.?
Access Now followed up with a final submission in November 2018, emphasizing the lack of
factual record available in support of extraordinary powers contained in the bill, and imploring
the Committee to delay its consideration until basic questions could be answered.’

Unfortunately, throughout these consultations those in support of the bill continued using fear
tactics to press it forward.' The bill was ultimately pushed through passage in late December
with only minimal changes. The passage of the Act garnered attention of the international
community. However, there was a single bright spot in the Act’s passage: a promise of further
review of the Act in 2019, which poses a landmark moment for the Australian Parliament to
remedy the text and demonstrate that it is possible to address modern challenges with rights
respecting policies.”” We hope that the Committee will take this opportunity, at a minimum, to
remedy the most egregious parts of the grossly overbroad Act.

Require approval of all authorities by an independent judicial authority

International human rights law requires “determinations related to communications surveillance
must be made by a competent judicial authority that is impartial and independent.”*? It is
beyond questions that the Technical Assistance Notices (TANs) and Technical Capability
Notices (TCNSs) created by the Assistance and Access Act relate to communications
surveillance, most directly by facilitating its commission. However, the provisions of the
Assistance and Access Act that create these authorities do not require judicial approval, or
even judicial involvement."® The consequence is that government officials with the authority to
issue TANs and TCNs are given nearly unchecked power to unilaterally approve invasive

" See https://www.accessnow.org/cms/assets/uploads/2019/02/Sub33.pdf.

8 See
https://www.efa.org.au/main/wp-content/uploads/2018/10/Submission-Assistance-and-Access-Bill-2018_collaborat
ive_submission.pdf,
https://newamericadotorg.s3.amazonaws.com/documents/Coalition_Comments_on_Australia_Assistance_and_Acc
ess_Bill_2018_10-11-18.pdf,
https://www.commesalliance.com.au/Documents/releases/2016-media-releases3/2018-media-release-27,
https://newamericadotorg.s3.amazonaws.com/documents/Coalition_comments_on_Australia_bill.pdf. See also
https://www.efa.org.au/main/wp-content/uploads/2018/07/Australia-Encryption-Coalition-Letter.pdf.

® See https://www.accessnow.org/cms/assets/uploads/2019/02/Sub33.1-2.pdf.

° Seg, e.g.,
https://www.theguardian.com/australia-news/2018/nov/26/asio-says-it-urgently-needs-powers-forcing-telcos-to-hel
p-break-phone-encryption;
https://www.zdnet.com/article/australian-government-accuses-labor-of-backing-terrorists-on-encryption-busting-bil
I/.

" See
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_and_Security/ReviewofTOLAAct.

2 Necessary and Proportionate Principles, Competent Judicial Authority, available at
https://necessaryandproportionate.org/principles#principle6.

' The use of the authorities would only involve a judge when used in connection with an existing authority with a
requirement for judicial approval, though the approval would be limited to the utilisation of that authority.
Conversely, all other uses would be unilaterally authorised and exercised.
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activities with unpredictable and potentially dangerous outcomes.' Moreover, the Act fails to
provide adequate right to a legal appeal. Taken together, this means there is very limited
opportunity to challenge the lawfulness of a TAN or TCN." Even worse is that the Act contains
provisions for the delegation of authority to issue TANs and TCNs to an even greater number of
officials, compounding the probability that the Act will be misused or used in ways that have
severe unexpected or unintended consequences.

Recommendations:

e The Assistance and Access Act must be amended to require all TANs and TCNS to be
approved and issued by a competent judicial authority who is impartial and
independent. The judge should have the authority to examine the full scope of an
application and to issue a ruling both regarding the extent it meets the requirements of
the Act for containing the proper elements, including a specifically identified objective,
as well as if it satisfies the standard for the notice to issue.

e Parliament must add new provisions to provide designated communications providers a
right to appeal any TAN or TCN to a court of review on an allegation that the judge who
issued the authority applied the standard improperly.

e Involvement of a judge should extend beyond issuance of notices to also include
extensions, variances, renewals, as well as any request for the designated
communications provider for a notice to be revoked on the basis of a material change in
circumstances that impacts its development or use.

e Provisions allowing delegation of issuance of TANs and TCNs, as well as Technical
Capability Requests (TARs), should be removed. In the alternative, delegation must be
limited to only the most senior officials and only in limited, enumerated circumstances.®
Special accountability mechanisms should be included to track delegations and publish
information on the use of TARs, TANs, and TCNs by delegated officials.

Limit ability to invoke the authorities on behalf of foreign governments

The Assistance and Access Act allows that TARs, TANs, and TCNs may be invoked in pursuit
of “assisting the enforcement of the criminal laws in force in a foreign country, so far as those

* Assistance and Access Act § 317L(1) (“The Director-General of Security or the chief officer of an interception
agency may give a designated communications provider a notice, to be known as a technical assistance notice, that
requires the provider to do one or more specified acts or things...”); Assistance and Access Act 317T(1) (“The
Attorney-General may, in accordance with a request made by the Director-General of Security or the chief officer of
an interception agency, give a designated communications provider a written notice, to be known as a technical
capability notice, that requires the provider to do one or more specified acts or things”).

® In regard to TCNs, the provider may request an assessment, but the scope of that assessment is limited, as is its
ability to impact the final decision to compel the provider to act. See Assistance and Access Act § 317WA. (“If a
consultation notice is given to a designated communications provider under subsection 317W(1) in relation to a
proposed technical capability notice, the provider may, within the time limit specified in the consultation notice, give
the Attorney-General a written notice requesting the carrying out of an assessment of whether the proposed
technical capability notice should be given.”; “the Attorney-General, in considering whether to proceed to give the
technical capability notice, must have regard to the copy of the report.”).

16 Assistance and Access Act §§ 317ZN-317ZR.
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laws relate to serious foreign offenses.”'” Serious foreign offenses are defined to include any
law in effect punishable by three years or more in prison.' The Act contains no limitations on
what countries it may be invoked on behalf of; there is neither a requirement that the foreign
government provides for a minimum level of human rights protections nor that serious foreign
crimes satisfy dual criminality with the criminal laws of Australia. This provision singularly
amplifies the potential for negative consequences of the Act by several orders of magnitude.
Without these provisions, Australia risks becoming the enabler of repressive and authoritarian
regimes around the world.

Accepting a foreign country’s threshold for a serious offense is dangerous. Doing so places the
Australian government in a position not only to compromise rights and security of Australians,
but also its international commitment to human rights if it foregoes its due diligence in deciding
which governments get to use these powers and for which specific purposes.’ For example, in
the United Kingdom, it is a serious offense, punishable by several years in prison, to injure or
kill a swan.?® In fact, the European Union’s attempts to establish a common legal framework for
accessing electronic evidence continues to fail to bridge the differing legal standards across its
member jurisdictions; this in spite of all the pre-existing treaties and agreements between EU’s
member states. Outside the EU there are even more significant risks. It is notable that India
metes out life sentences for sedition crimes.?' In Saudi Arabia, both homosexuality and
witchcraft are crimes that are punishable with either significant prison time or with the death
penalty.?

The same issues arise in the context of national security. Governments around the world
invoke “national security” to justify mass intrusions into private data and interferences with the
exercise of human rights.?® The Council of Europe questioned this practice, asserting “it is
becoming increasingly clear that secret, massive and indiscriminate surveillance programmes
are not in conformity with European human rights law and cannot be justified by the fight
against terrorism or other important threats to national security. Such interferences can only be
accepted if they are strictly necessary and proportionate to a legitimate aim.”?*

7 Assistance and Access Act §§ 317E(1)(j)(ii); 317G(5)(d)(i); 317L2)(c)(i); 317T(3)(b).

'8 Assistance and Access Act § 317B.

'® See, e.g., https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx.

20 See https://www.bbc.com/news/uk-wales-south-west-wales-39638665.

' See
https://www.reuters.com/article/us-india-court-sedition/indian-opposition-seeks-scrapping-of-1870-sedition-law-aft
er-students-charged-idUSKCN1PA13N.

22 See https://www.theatlantic.com/international/archive/2013/08/saudi-arabias-war-on-witchcraft/278701/;
https://www.independent.co.uk/news/world/middle-east/gay-saudi-arabian-man-sentenced-to-three-years-and-450
-lashes-for-meeting-men-via-twitter-9628204.html.

2 See, e.g., http://news.bbc.co.uk/2/hi/sciltech/1357513.stm;
https://motherboard.vice.com/en_us/article/534pmd/how-an-illegal-canadian-spy-program-sailed-through-regulatory-c
hecks-opc-odac-csis;
https://www.nytimes.com/roomfordebate/2013/06/09/is-the-nsa-surveillance-threat-real-or-imagined (“National
security (and other government interests) may justify some narrow intrusions on privacy in some circumstances. The
problem with the programs disclosed over last week is that they are so astonishingly broad.”).

24 https://rm.coe.int/16806da51c at 16-17.
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Recommendations:

e In order to limit the Act’s reach and to remove incentives for foreign manipulation of
Australian officials, all provisions allowing for the Assistance and Access Act to be used
to assist with serious foreign offences should be removed.?®

e In the alternative, these provisions must be amended to refer to an “approved foreign
government agency.”

o A definition for an approved foreign government agency should be then added,
to denote a government agency that has applied for approval from the Home
Affairs Office to request the use of these authorities and for which the Home
Affairs Office has issued a public determination finding that the government
agency meets a minimum standard for the protection of human rights, including
through the presence of a framework for government surveillance that requires a
judicial showing that surveillance is necessary and proportionate prior to its
commission.

o The Assistance and Access Act should mandate rejecting any application by a
foreign government agency that does not meet this minimum standard,
including any agency of a government that broadly criminalizes speech,
including criticism against the government, or that discriminate on the basis of
race, religion, national origin, sexual orientation, or other protected classes.

o Parliament should further amend the Act to significantly increase the standard
for what constitutes a serious foreign offense, including through the
identification of an exclusive list enumerated categories of offenses that meet
the qualification.

o Annual reports should be mandated that include, at a minimum, a list of all
approved foreign government agencies as well as a list of serious foreign
offences for which the Assistance and Access Act has been requested to be
used, as well as for which ones it was approved or denied.

Substantially limit the Act’s potential to be used in harmful and dangerous ways by
limiting the justifications and objectives for its use

The Assistance and Access Act fails to provide a level of clarity and precision sufficient to
ensure that individuals have advanced notice of and can foresee its application. The ability to
invoke its use not only for generic purposes, including “safeguarding national security” or
“enforcing the criminal law,”?® but also for matters that are “ancillary” or “incidental” to those
objectives gives the Act nearly limitless scope that must be restricted and connected to greater
transparency.?” The ability for the Act to be used in ways that are ancillary and incidental

% Assistance and Access Act §§ 317G(5)(b); 317L(2)(c)(ii); 317T(3)(b).
% Assistance and Access Act §§ 317G(5)(a)-(d); 317L(2)(c); 317T(3)
27 Assistance and Access Act §§ 317G(2)(a)(vi); 317G(2)(b)(vi); 317L(2)(d); 317T(2)(a)(ii).
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should be removed in each instance within the Act to ensure it is applied in specific ways that
could be anticipated.?®

Moreover, the Assistance and Access Act also fails to embody the proper human rights
standard of necessity and proportionality. Instead, the Act requires that authorities issuing
requests or notices are satisfied the requests or notices are “reasonable and proportionate.
Human rights law generally requires the “necessity” of an order, such that it is the only way to
achieve an objective or the method that least risks human rights.*® It is even more important for
an assistance or capabilities be necessary when there is a high risk that doing so makes the
platform less secure, and will expose users to subsequent security risks.

129

In order to reflect that standard, the factors that the relevant officer must regard must reflect
considerations relevant to the specific objectives of the request as well as the human rights
and security equities. As has been addressed in civil society and industry comments in the
process of passing the Assistance and Access Act, the consequences of TARs, TANs, and
TCNs will be global. The factors should therefore extend to the broader, international security
implications of requests and orders.

The potential for abuse is particularly high in relation to TARs.®! Entities that are non-consumer
facing, including defense contractors and surveillance companies, have little incentive to push
back against improper government requests. The extreme secrecy built into the Act
exacerbates these equities by shielding these private entities from even the most basic levels
of public accountability. It is at least partially for these reasons that we recommend removing
the section authorising TARs from the Assistance and Access Act in its entirety (see more
below). However, even if removal is unable to take place, the standards for TARs should be
reviewed with even greater scrutiny and specifically limited to protect against overreach and
abuse.

Recommendations:

e The standard for the issuance of TARs, TANs, and TCNs in the Act should be modified
from “reasonable and proportionate” to “necessary and proportionate.”

e The identified factors relevant to determining if this standard has been met should also
be modified, with current factors being removed in exchange for more appropriate and
representative elements, including:

o (a) relevant objective identified by the [request/notice];

%8 Necessary and Proportionate adequacy principle, see https://necessaryandproportionate.org/principles. See also
discussion supra p. 4.

2 Assistance and Access Act §§ 317JAA(1)(a), 317JAA(2)(a), 317JAA(3)(), 317JAA(4)(a), 317JA(11)(a), 317JA(12)(a),
317JA(13)(a), 317JA(14)(a), 317JB(1A)(a), 317JB(2A)(a), 317JB(3A)(a), 317JB(5)(a), 317P(a), 317Q(10)(a), 317R(2)(a);
317R(4)(a), 317V(a), 317WA(7)(a)(ii), 317X(4)(a), and 317Z(2)(a).

% Necessary and Proportionate Principles, Necessity, available at
https://necessaryandproportionate.org/principles#principle3.

% Assistance and Access Act §§ 317G(1)(c)-(d).
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o (b) impact on the designated communications provider, including any users or
customers;
(c) availability of other means to achieve the objective;
(d) reasonableness of the acts or things sought;
(e) impact on persons other than the target of the [request/notice], including
human rights impacts;

o (f) human rights interests of the target, including rights to privacy and freedom of
expression;
(9) potential or likely impact on domestic and international cybersecurity;
(h) potential or likely impact on Australia’s digital economy and the international
competitiveness of the designated communications provider.*

e Broad objectives contravene basic human rights principles. To prevent the invocation of
broadly defined objectives that are more likely to lead to overreach and abuse, the
Assistance and Access Act should require officials to indicate their intended objectives
with specificity and to add transparency requirements to ensure that objectives are
regularly reported to the public.*® Specifically, Parliament should add a requirement for
officials to detail a specific legal interest within the general objective (e.g., national
security, serious Australian offenses) that the authority is being issued to achieve, as
well as an explanation on how the acts or things sought relate to that objective.

e Potential relevant objectives for TARs should be limited to a specified list, enumerated
within the Act.** Additionally, categories of relevant objectives should be substantially
limited in order to prevent overreach, including removal of the objective relating to “the
interests of Australia’s foreign relations or the interests of Australia’s national economic
well-being.”® Additionally, the objective referring to “matters relating to the security and
integrity of information” should be modified to clarify that TARs should only be utilised
in pursuit of improving “the security and integrity of information.”?®

e The sections creating TARs should be modified to require that TARs include the same
duration limitations as TANs and TCNs, namely that the authority should include an
expiry of no longer than one year.*” A judicial review should happen at the time of
renewal of all authorities to consider any change in circumstances, as well as
information about how the authority has been utilised and any foreseen or unforeseen
consequences. Additionally, the Act should be amended to add a procedure for
designated communications provider to request revocation of a notice when material
change in circumstances mean the standard is no longer satisfied. The request for
revocation should be reviewed by a competent judicial authority in line with our above
recommendations.

%2 Assistance and Access Act §§ 317JC, 317RA, 317ZAA.

% Examples may include objectives related to specific geographies or groups, specific crimes, or a specific mission.
Objectives should be defined with the greatest granularity possible.

34 Assistance and Access Act § 317G(5).

% Assistance and Access Act § 317G(5)(b).

% Assistance and Access Act § 317G(5)(c).

87 Assistance and Access Act §§ 317MA(1A); 317TA(1A).
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Other amendments necessary in order to ensure protection of human rights

The changes above represent only some of the most important changes that should be made
to bring the Assistance and Access Act in compliance with international human rights law,
protect Australians, and preserve digital security globally. Below are some of these additional
changes that we recommend Parliament to consider.

Broad recommendations:

Notwithstanding any other recommendations in this submission, we urge Parliament to
consider the following:

e |t is prudent for Parliament to revisit the Assistance and Access Act outright and
potentially to postpone its implementation by law until a full consideration of its
potential impacts can be studied, including through the requirement for a more
complete factual record justifying its necessity. At a minimum, implementation of the
Act should be postponed until a full human rights impact assessment can be
conducted. The assessment should analyse, among other things, what additional legal
or policy protections are needed, including a comprehensive bill of rights or statutory
protections for the pursuit or commission of activities that constitute government
hacking.®®

e While the explanatory materials associated with the Assistance and Access Act provide
context on the distinction between TANs and TCNs, such distinction is largely absent
from the Act itself.*® As a result there are few provisions that limit TANs, which have
fewer safeguards and limitations than TCNs, from being lawfully used in ways that it is
theoretically meant to prevent. While it may be possible, and is definitely prudent, to
remedy this deficiency through a series of changes, Parliament should instead consider
removing TANs from the Assistance and Access Act outright, consolidating the
authority into the provisions regarding TCNs. By doing so, Parliament will not only
prevent unintended uses, but also facilitate much-needed clarity and consolidation in
the Act’s provisions.

e As explained in this submission,*’ the creation of TARs and the associated waiver of
legal liability creates significant risks for corporate malfeasance and significant
incentives for designated communications providers to pursue strategies of
“over-compliance” in response to requests from government officials. To curb these
risks, TARs should be stripped completely from the Assistance and Access Act.

% See
https://www.accessnow.org/cms/assets/uploads/2018/07/Human-Rights-in-the-Digital-Era-an-international-perspe
ctive-on-Australia.pdf. For a full accounting of the protections needed vis a vis government hacking, see
https://www.accessnow.org/cms/assets/uploads/2016/09/GovernmentHackingDoc.pdf.

% See
https://parlinfo.aph.gov.au/parlinfo/search/display/display.w3p;query=1d:%22legislation/ems/r6195_ems_b832c54b

-6091-41ca-baf4-35bb94a856e8%22.
40



Review of the Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018
Submission 53

Instead, all government interventions seeking to compel certain acts or things from
private industry actors must be subject to judicial review and strict safeguards.

Specific recommendations:

The following recommendations relate to specific provisions within the Act:*'

e The broad definition of “acts or things” allows room for abuse and misuse, and must be
limited to protect against the worst applications of the Act, including its use to erode
vital security protections or to manipulate corporate employees to act outside of
existing accountability mechanisms:

o The most egregious provisions of the definition of “acts or things” should be
removed to limit what designated communications providers can be requested
or compelled to do.*

o Provisions allowing acts or things to be required outside of the definition in the
Act should be removed.*® Additionally, throughout the Act, references to “acts or
things” should be changed to refer instead to “listed acts or things.”**

e The definitions of “systemic vulnerability” and systemic weakness” must be expanded,
with the text referring to “a [vulnerability / weakness] that affects a whole class of
technology,” changed to “a [vulnerability / weakness] that has direct or foreseeable
impacts outside of the target technology.” It is also necessary to limit the definition of
“target technology” to specify not only a “particular person” but “a particular individual
who is relevant and material to pursuit of a relevant objective.”*

e A provision should be included that extends the assessment that designated
communications providers may request for TCNs to also apply to the issuance of TANSs.
Extend option for an assessment to TANs.*

e The assessment as provided for by the Assistance and Access Act highly preferences
government interests over those of the general public and the designated
communications provider.*” To better represent all impacted parties, the process should
be significantly amended.

o Rather than rely upon two reviewers chosen by government officials, the Act
should provide for a board or panel of assessors (an “Assessment Board”),
which should include equitable representation of different backgrounds,
including experts in privacy and cybersecurity. The Assessment Board should
be authorised to review the full record and to issue a recommendation, with

! In addition to these recommendations, we also offer by way of a technical fix that the use of “person” should be
replaced by “designated communications provider”. Assistance and Access Act §§ 317JB, 317R, and 317Z.

“2 Strike Assistance and Access Act §§ 317E(1)(@), 317E(1)(e)(1)-(2), 317E(1)(7), 317E(1)(f), 317E(1)(h), 317E(1)(j).

3 Strike “(but are not limited to),” Assistance and Access Act §§ 317G(6), 317JA(10); strike Assistance and Access
Act § 317JA(9); strike Assistance and Access Act §§ 317T(4)(c)(ii) and 317T(5)-(6).

“ See, e.g., Assistance and Access Act §§ 317K, 317G(1)(iv), 317L(1).

4 Assistance and Access Act § 317B. Note, for this fix to be effective the approach to relevant objectives must also
be modified as recommended herein.

6 Assistance and Access Act §§ 317W; 317Y.

7 d.



Review of the Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018

Submission 53

input from the government agency and the provider. Members of the
Assessment Board should be appointed for a term of years and should be
publicly identified.

Upon the issuance of a report from the Assessment Board, the Designated
Communications Provider should be given an opportunity to issue a consenting
or dissenting opinion. Any Assessment should always be without charge to the
Provider.

The Assessment Board should be able to be called upon in advance of a
Designated Communications Provider filing an appeal with a court of review of a
judge’s issuance of a TAN or TCN. In reaching its decision, the court of review
should be required to consider the full record, including any report from an
Assessment Board as well as any consenting or dissenting opinion submitted by
the Designated Communications Provider.

The Designated Communications Providers subject to Assistance and Access Act
should be materially limited.

o

The definition of “Designated Communications Provider” should be amended to
require a material connection to Australia.*®

Categories of Designated Communications Providers that are tangential to the
provision of eligible activities should be removed to protect against the
opportunistic use of TARs, TANs, and TCNs.*°

Non-executive level employees should be protected from being exploited by
amending the definition of Designated Communications Provider to qualify that
the scope “does not include a person who performs such services in the
capacity of an employee of the provider.”*°

The Assistance and Access Act should be amended to prevent against unnecessary
interference with the right to freedom of expression and to provide for increased
transparency.

o

The exception to the definition of acts or things that protects against compelled
statements of fraud should be extended to also protect against compelled
material omissions.®’

In order to protect civil society and encourage robust public dialogue and
accountability concerning the scope and use of the Assistance and Access Act,
provisions prohibiting counseling against compliance with its provisions must be
removed.*?

8 Assistance and Access Act § 317C.

“9 Strike Assistance and Access Act §§ 317C(b)(5), (7), and (8).

%0 Assistance and Access Act § 317C. See also Assistance and Access Act § 317B (definition of “contracted service
provider”).
" Assistance and Access Act § 317E(2).
%2 Assistance and Access Act § 317E(2).

10
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o Provisions establishing overbroad gag orders should be limited to facilitate
public accountability and protect whistleblowers, who serve a vital role in
government.*®

o All uses of TARs, TANs, and TCNs should be tracked and outcomes should be
regularly reported. Statistics regarding the judicial approval, denial, or request
for modification of TARs, TANs, and TCNs should be published at least
semi-annually, along with identification of authorities seeking to invoke the
authorities and the specific objectives being pursued that constitute legitimate
government aims.

Thank you for this opportunity to provide commentary and recommendations on your review of
the Assistance and Access Act. We cannot overemphasize the importance of this inquiry and
the need to amend the Act significantly to protect against disastrous impacts on human rights
and digital security around the world.

If you have any questions or would like clarification on these recommendations, we are
available for further consultation.

Thank you,
Amie Stepanovich Lucie Krahulcova
Global Policy Counsel Asia Policy Analyst
Access Now Access Now

%3 Strike Assistance and Access Act § 317ZF. In the alternative, this section should be amended to add specific
protections for whistleblowers who are protecting the public against waste, fraud, and/or abuse.
% These provisions should be added to Assistance and Access Act § 317ZS.

11



