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HTTP VERSUS HTTPS
What is HTTP?

Simply put, HTTP (Hypertext Transfer Protocol) is the protocol that computers follow when they communicate with each other over the Internet. When you connect to the Internet, you use a web browser to access web pages, images and files. In order for your web browser to find the information you are looking for, it sends out an HTTP request to the server that houses that information. This request contains all the details that a web server would need in order to find the web page, image or file and send it back to your web browser for you to read, see, or use. 

How does HTTP work, exactly?

Most of the time, when you enter a URL into your web browser (e.g. www.google.com), your web browser connects to a server that contains a record of different websites’ servers and their corresponding IP addresses (much like a phonebook connects names with corresponding telephone numbers). With this IP address, your computer then connects to the web server that contains the desired page and sends the HTTP request for the server to retrieve it. If the information exists, the web server sends it back to your browser. If the server cannot find the information, it will send an HTTP 404 error message. 

What is HTTPS?

HTTPS works just like HTTP, in that it is a way for computers to communicate with each other, but the S, which stands for “secure,” represents an added layer of security used during that communication. This added layer is called Secure Sockets Layer protocol (SSL) and is designed to prevent outside parties from eavesdropping on or tampering with your web browser’s communications across the Internet.

How does HTTPS work?

Before your web browser and a website’s server exchange information, the SSL protocol included in HTTPS works to create a secure channel through which that communication can occur. Web servers that are HTTPS capable contain certificates that allow web browsers to authenticate the server’s identity. When your web browser communicates with a website’s server, the first thing it does is verify the server’s identity using that certificate. If the web server is real, and therefore able to provide an authentic certificate, your web browser and the web server then agree on a way to scramble the communication. Your web browser and the web server do this by sending each other unique codes and rules to use when encrypting and decrypting the information. When your web browser and a website’s server are communicating using encryption, following the HTTPS protocol, it is very difficult for an outside party to unscramble the information that is passing over the Internet. 

Will HTTPS ensure my online security?

While using HTTPS is an important and useful tool for secure web browsing, it is only part of the answer. For example, not all certificate authorities that your browser is configured to trust may be reliable or authentic. 

While only website administrators can install an SSL Certificate and thereby enable HTTPS on a website, there are steps that individuals can take to protect themselves online. Access recommends that all users use the EFF’s Firefox plugin HTTPS Everywhere which forces your browser to make use of a HTTPS connection if it is available and if the plug-in supports the site. For example, when using this plugin, when you type in www.google.com you will automatically be redirected to Google’s HTTPS encrypted search, https://www.google.com. A list of supported websites can be found on the HTTPS Everywhere website. 

For more information on how to protect yourself while using the internet, check out Access’ Top 10 Internet Security Tips: www.accessnow.org/top10tips
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