
 
 

Proposed Revisions to the ITRs Could Expand ITU Jurisdiction to the Internet, Justify 
Censorship and Violate Right to Freedom of Expression
 
This December, the International Telecommunication Union (ITU), an UN agency, will convene 
the World Conference on International Telecommunications (WCIT) in Dubai. At the WCIT, 
the world’s governments will revise the International Telecommunication Regulations (ITRs), a 
binding international treaty adopted at the 1988 World Administrative Telegraph and Telephone 
Conference. Currently, the ITRs consist of high-level principles that provide a framework for the 
provision of international telecommunications. However, some member states have proposed 
modifications that would expand the ITU’s authority to include internet policy-making in ways 
that could threaten internet openness and innovation, increase access costs, and derogate 
human rights online. This brief examines threats to freedom of expression online posed by 
proposed revisions to the ITRs, which if adopted could be used to justify censorship and restrict 
the right to freedom of expression, in violation of international law.
 
NOTE:  Citations for the proposals included in this brief refer to the latest regional and member 
state proposals as leaked by .nxt.1
 
I. Background
The right to freedom of expression is well established in international law. Article 19 of the 
International Covenant on Civil and Political Rights (ICCPR) states that “everyone shall have 
the right to freedom of expression,” which “shall include freedom to seek, receive and impart 
information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in 
the form of art, or through any other media of his choice.”2 Although lawful restrictions may be 
placed on this right, they are limited to those that “are provided by law and are necessary: (a) 
For respect of the rights or reputations of others; (b) For the protection of national security or of 
public order (ordre public), or of public health or morals.”3

 
Though the language of Article 19, adopted in 1947, is broad enough to account for 
technological developments, the United Nations Human Rights Committee, the oversight body 
for the ICCPR, issued an authoritative opinion, General Comment 34,4 explicitly affirming 
that the protections outlined in Article 19 apply online. The UN Human Rights Council further 

1 WCIT Documents Search Page, .nxt, available at http://news.dot-nxt.com/itu/wcit/docs-search.
2 International Covenant on Civil and Political Rights, Article 19(2), available at http://www2.ohchr.org/
english/law/ccpr.htm (“ICCPR”).
3 Id., Article 19(3).
4 See generally General Comment 34 on Article 19 of the International Covenant on Civil and Political 
Rights, Human Rights Committee (2011), available at http://www2.ohchr.org/english/bodies/hrc/docs/
gc34.pdf (“General Comment 34”).
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affirmed this norm with Resolution 20/8,5 which had the support of a broad-based coalition of 
over 80 governments. Together with developments at other international venues, freedom of 
expression online has emerged as an international human rights norm.
 
In preparation for the WCIT, member states have submitted a range of proposed additions 
and modifications to the ITRs. Some proposals seek to alter the definitions of key terms, 
extending the scope of the ITRs and expanding the ITU’s authority to include internet policy-
making. Other proposals introduce and define new terms or address substantive issues such 
as cybercrime, spam, routing, roaming, and pricing. The ITRs are in need of revision, and many 
proposals would bring the treaty in line with the current telecommunication environment, which 
has changed substantially since 1988. Others, however, raise substantial concerns regarding 
censorship and the suppression of the right to freedom of expression

 
This brief examines the most problematic of the proposed modifications of the ITRs with regards 
to freedom of expression, and identifies where they are inconsistent with international human 
rights standards and principles, in particular the ICCPR, General Comment 34 of the UN 
Human Rights Committee, the Organisation for Economic Co-operation and Development’s 
(OECD) Communiqué on Principles for Internet Policy-making,6 and various principles outlined 
by Special Rapporteurs on Freedom of Expression.7 Ultimately, it concludes that a number of 
proposals threaten the right to freedom of expression online, and should therefore be rejected.
 
II. Analysis of the Proposed ITR Revisions that would Affect Freedom of Expression
This section examines five areas of proposed revisions to the ITRs that would present a 
threat to freedom of expression online. For each, it first lays out the proposed modifications or 
additions being proposed. Second, it analyzes how these proposals conflict with international 
standards concerning freedom of expression online.
 

i. Definitional expansion

5 See generally Resolution 20/8, United Nations Human Rights Council (2012), available at http://
www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session20/Pages/ResDecStat.aspx.
6 See Communiqué on Principles for Internet Policy-Making, OECD (2011), available at http://
www.oecd.org/internet/innovation/48289796.pdf (“OECD Communiqué”).
7 See Joint Declaration on Freedom of Expression and the Internet, available at http://www.osce.org/fom/
78309 (“Special Rapporteurs’ Joint Declaration on Freedom of Expression”); La Rue, Frank, Report of the 
Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, 
United Nations General Assembly (May 16, 2011), available at http://www2.ohchr.org/english/bodies/
hrcouncil/docs/17session/a.hrc.17.27_en.pdf (“Report of Frank La Rue on Freedom of Opinion and 
Expression”).
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Article 2 of the ITRs deals with definitions. Member states from a number of regions have proposed 
definitional additions and modifications of key terms used in the ITRs that would expand the treaty's 
scope to include online communication. Although these definitional changes do not represent a 
threat to freedom of expression in and of themselves, they open the door to increased regulation of 
the internet that threatens online expression and access to information.
 
Currently, the ITRs establish an international regulatory framework governing “telecommunication,” 
which Article 2.1 defines as “[a]ny transmission, emission or reception of signs, signals, writing, 
images and sounds or intelligence of any nature by wire, radio, optical or other electromagnetic 
systems.”8 However, Paraguay has proposed expanding “telecommunication” to include 
the “processing” of signs, signals, writing, images and sounds or intelligence,9 while the Arab 
States, African Telecommunications Union (ATU), and India have proposed defining a new 
term “telecommunication/ICT” to include “processing”10 and Russia has proposed expanding 
the scope of the ITRs to include the internet.11 These changes have the effect of expanding the 
scope of the ITRs beyond the traditional telecommunications mediums contemplated in 1988 to 
include the internet, as well as the activities of private entities. Russia’s attempt to include internet 
policy-making within the scope of the ITRs is blatant, while the inclusion of “processing” can be 
read as expanding the scope of the ITRs to include not just the transport of signals, but their 
manipulation as well. TCP/IP, for example, contains a number of protocols that process program 
requests12 and “could be considered an ‘information processing’...service,” thus falling into the 
new definition of “telecommunication/ICT.”13 In practice, this would expand the regulatory mandate 
of the ITRs to cover any institution, service, or application that relies on the internet. Further, 
the addition of “processing” could place a variety of other entities like banks, which engage in 

8 International Telecommunications Regulations, Article 2.1 (1988), available at  http://www.itu.int/
dms_pub/itu-t/oth/3F/01/T3F010000010001PDFE.pdf.
9 Paraguay Proposals for the Work of the Conference, Article 2.1 (Nov. 16, 2012), available at http://
news.dot-nxt.com/itu/wcit/c29-0.
10 Arab States Common Proposals for the Work of the Conference, Article 2.1bis (Oct. 24, 2012), 
available at http://news.dot-nxt.com/itu/wcit/c7 (“Arab States Common Proposals”); African Common 
Proposals for the Work of the Conference, Article 2.1A (Nov. 2, 2012), available at http://news.dot-
nxt.com/itu/wcit/c19-0 (“ATU Common Proposals”); Indian Proposals for the Work of the Conference, 
Article 2.1A (Nov. 3, 2012), available at http://news.dot-nxt.com/itu/wcit/c21 (“Indian Proposals”).
11 See Russian Proposals for the Work of the Conference, Articles 2.11 and 3A.1 (Nov. 17, 2012), 
available at http://news.dot-nxt.com/itu/wcit/c27.
12 See Torres, Gabriel, How TCP/IP Protocol Works - Part 1, Hardware Secrets (Mar. 28, 2012), available 
at http://www.hardwaresecrets.com/printpage/How-TCP-IP-Protocol-Works-Part-1/433.
13 Mueller, Milton, Threat Analysis of WCIT Part 2: Telecommunications vs. Internet, Internet Governance 
Project (Jun. 7, 2012), available at http://www.internetgovernance.org/2012/06/07/threat-analysis-of-wcit-
part-2-telecommunications-vs-internet.
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information processing actions,14 under the ITU’s jurisdiction. Accordingly, the proposed substantive 
modifications to the ITRs, discussed below, will fundamentally affect online expression and should 
therefore be rejected.
 

ii. Content regulation
A number of proposed amendments to the ITRs that aim to counter spam and cybercrime, as 
well as enhance network security are overbroad and inconsistent with established international 
standards protecting the right to freedom of expression. Proposed additions to Article 2.13 would 
add a definition of spam to the ITRs, while proposed additions of Articles 5A and 5B call on 
member states to take measures to fight cybercrime and counter spam. Together, these proposals 
open the door to content regulation on international traffic by governments and are ripe for abuse. 
This brief focuses primarily on the proposals to define and regulate spam, but similar arguments 
are also applicable to the proposed provisions to regulate cybersecurity.
 

a. Defining spam
India and Cameroon have proposed defining spam as “information transmitted over 
telecommunication networks as text, sound, image, tangible data used in a man-machine interface 
bearing advertising nature or having no meaningful message, simultaneously or during a short 
period of time, to a large number of particular addressees without prior consent of the addressee 
(recipient) to receive this information or information of this nature.”15 The Arab States have 
proposed a nearly identical definition, except for an addition that the data’s advertising nature must 
be “indiscriminate.”16 Inclusion of either proposed definition of spam in the ITRs is inconsistent with 
Article 19 of the ICCPR, as well as General Comment 34.
 
Under these definitions, mass communications by human rights groups, for example, could 
be deemed to have “no meaningful message," and therefore be classified as spam. Proposed 
additions of Articles 5A and 5B, discussed below, would justify increased monitoring of content and 
afford lesser protection to this content under international law.
 

14 See Information Processing Activities (Banks and Authorized Foreign Banks) Regulations (SOR/
2001-391), Canada, available at http://laws-lois.justice.gc.ca/PDF/SOR-2001-391.pdf. This Act lays out 
a number of information processing activities engaged in by banks, including “(i) the classification and 
reporting of payments from and deposits to an account; (ii) payment item account reconciliation, and (iii) 
the institution and processing of pre-authorized debits and credits.”
15 Indian Proposals, Article 2.13; Cameroon Proposals for the Work of the Conference, Article 2.13 (Oct. 
2, 2012), available at http://news.dot-nxt.com/itu/wcit/c15 (“Cameroon Proposals”).
16 Arab States Common Proposals, Article 2.13.
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However, Article 19 protects “information and ideas of all kinds.”17 By establishing an objective 
standard that protects all ideas and information, Article 19 makes clear that the messages that 
receive protection should not be a product of a subjective determination made by member states. 
By way of contrast, this proposed definition would classify a message as spam based on the 
subjective determination of member states as to the value of a message’s content - namely, 
whether this message is “meaningful” or of “advertising nature.” Therefore, this definition of spam 
improperly focuses on the contents of a message, grants too much discretion to member states in 
a manner that is ripe for abuse, and conflicts with Article 19 of the ICCPR.
 
Further, the proposal is unnecessary in light of Article 19(3) of the ICCPR, which provides 
that the right to freedom of expression, as detailed in Article 19(2), may be subject to certain 
restrictions “as are provided by law and are necessary: (a) For respect of the rights or reputations 
of others; (b) For the protection of national security or of public order (ordre public), or of public 
health or morals.”18 By classifying a certain message as spam based upon whether its message 
is “meaningful,” this proposed definition fails to focus on the effects of the message on the rights 
and security of others, as Article 19(3) allows for. For example, an unsolicited picture of a kitten 
wearing mittens that a user sent over the internet to five-hundred of his friends or acquaintances 
could be considered “meaningless” by a member state, and therefore spam, but does not qualify 
as a justifiable restriction under Article 19(3) because the rights or reputation of others, or the 
protection of public security, health, or morals are not affected. Accordingly, this proposal could 
be read to limit more expression than is justifiable under Article 19(3), or to the extent it only limits 
speech as allowed under Article 19(3), is unnecessarily repetitive.
 
Finally, including the term “prior consent” in these proposals19 could potentially limit the “right to 
impart information...through any...media of his choice” under Article 19(2).20 By establishing a right 
to impart information, the drafters of Article 19(2) chose to protect those who choose to express 
their ideas. However, this proposed definition places the condition of “prior consent” on the 
speakers of certain content, thus inhibiting this right. Especially with regards to political discourse, 
such as public debate concerning public figures in the political domain and public institutions, 
General Comment 34 notes that “the value placed...upon uninhibited expression is particularly 
high.”21 This sort of expression could be considered “meaningless” by a member state, especially 
one with strong laws against criticizing public leaders, such as Thailand or the United Arab 

17 ICCPR, Article 19(2).
18 Id., Article 19(3).
19 See Indian Proposals, Article 2.13; Cameroon Proposals, Article 2.13; Arab States Common Proposals, 
Article 2.13.
20 ICCPR, Article 19(2).
21 General Comment 34, para. 34.
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Emirates.22 Thus, to avoid having this sort of message being classified as spam, the sender would 
need to obtain prior consent from those receiving the message, inhibiting the right to express one’s 
self. Accordingly, this proposed definition of spam is problematic, and this problematic nature 
would be magnified if member states are required to take actions to stop spam, as other proposed 
additions to the ITRs, described below, have suggested.
 

b. Regulating spam and network security
A proposal by the Regional Commonwealth in the Field of Communications (RCC) would require 
member states to take “necessary measures to prevent the propagation of spam,”23 while the 
Arab States, ATU, and Brazil have proposed requiring member states to “ensure that operating 
agencies take appropriate measures to prevent the propagation of spam.”24 Although blocking 
spam is a legitimate government interest, the ITRs are not an appropriate vehicle for resolving this 
problem. The broad definition of spam discussed above invites governments to filter content and 
block websites, in violation of Article 19 of the ICCPR, as well as the OECD’s Communiqué on 
Principles for Internet Policy-making and the Special Rapporteurs’ Joint Declaration on Freedom of 
Expression.
 
We do not dispute that member states have a legitimate interest in stopping spam, as it can lead 
to theft, as well as increased costs to internet service providers and end-users.25 However, it is a 
criminal issue, often involving deception and sophisticated technologies.26 Accordingly, although 
international cooperation is necessary to successfully resolve the issue, it is not appropriate to be 
included in a treaty on international telecommunication regulations.
 
Further, as noted above, Article 19 protects the right to seek, receive, and impart information 
and ideas of all kinds,”27 which General Comment 34 notes “may also include commercial 

22 See Thais Cry Foul as Illegal Criticism of King Forges Bitter Divide, The Independant (Mar. 19, 2012), 
available at http://www.independent.co.uk/news/world/asia/thais-cry-foul-as-illegal-criticism-of-king-
forges-bitter-divide-7576847.html; UAE Toughens Law on Internet Dissent, Reuters (Nov. 12, 2012), 
available at http://www.reuters.com/article/2012/11/12/us-emirates-cyberlaw-idUSBRE8AB19S20121112.
23 Regional Commonwealth in the Field of Communications Common Proposals for the Work of the 
Conference, Article 5A.6 (Oct. 1, 2012), available at http://news.dot-nxt.com/itu/wcit/c14 (“RCC Common 
Proposals”).
24 Arab States Common Proposals, Article 5A.6; ATU Common Proposals, Article 5B; Brazil Proposals for 
the Work of the Conference, Article 5B.1 (Nov, 1, 2012), available at http://news.dot-nxt.com/itu/wcit/c18.
25 See Everett-Church, Ray, Why Spam is a Problem, e-OTI, available at http://www.isoc.org/oti/articles/
0599/everett.html.
26 See Estes, Adam Clark, Spamming is a Very Expensive Crime, The Atlantic Wire (Dec. 7, 2011), 
available at http://www.theatlanticwire.com/technology/2011/12/spamming-very-expensive-crime/45895/.
27 ICCPR, Article 19(2).
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advertising.”28 Thus, to the extent that the definition of spam covers some types of expression that 
are protected under international law, this provision is problematic because it explicitly encourages 
member states to block that expression.
 
This notion of encouraging government action to block spam also conflicts with the OECD 
Communiqué’s principle of “promot[ing] and protect[ing] the global free flow of information.”29 
The communiqué notes that “[i]n promoting the free flow of information governments should 
also respect fundamental rights.”30 This proposed addition to the ITRs fails to do this. By using 
broad and ambiguous language that requires member states to take measures to prevent 
the propagation of spam, this proposal opens the door to censorship and restricting the 
flow of information by placing too much discretion in the hands of member states. As noted 
above, “meaningless” is far from an objective standard. Accordingly, to the extent a member state 
considers a certain mass communication to be spam, that expression could be blocked, even if 
all other member states would consider the message to be meaningful and protected expression 
under international law. This inhibits the free flow of information, as it empowers all member states 
to unilaterally take actions that prevent the message from being received globally, even if no other 
member state would qualify the contents of the message as “meaningless.” Thus, this proposal 
would limit the global free flow of these messages, in violation of this principle.
 
The proposed revision also conflicts with the Special Rapporteurs’ Joint Declaration on Freedom 
of Expression’s provisions on net neutrality, as well as the provisions against filtering and blocking, 
to the extent that certain content is discriminated against or filtered. The Joint Declaration states 
that “[t]here should be no discrimination in the treatment of Internet data and traffic, based on the 
device, content, author, origin and/or destination of the content, service or application.”31 Further, 
it notes that “[c]ontent filtering systems which are imposed by a government or commercial 
service provider and which are not end-user controlled are a form of prior censorship and are not 
justifiable as a restriction on freedom of expression.”32 However, this provision would conflict with 
both of these recommendations. As discussed earlier, determining whether or not a message is 
meaningful is necessarily a judgment based on the content of the communications. Additionally, 
in order for a member state to effectively take action to eliminate spam, filtering systems that can 
quickly scan email headers and messages for special characteristics will be needed.33 This would 

28 General Comment 34, para. 11.
29 OECD Communiqué at 3.
30 Id.
31 Special Rapporteurs’ Joint Declaration on Freedom of Expression, para. 5(a).
32 Id., para. 3(b).
33 See Spykerman, Mike, How to Effectively Stop Spam and Junk Mail, Red Earth Software, available at 
http://www.policypatrol.com/white-papers/how-to-effectively-stop-spam-and-junk-mail.
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additionally open the door to widespread monitoring, which is a necessary precursor to the filtering 
described here. Thus, this proposal raises concerns over the prior censoring of expression, which 
may exclude expression that is protected by international law, and therefore cannot be justified.
 
Additionally, these same concerns exist with regards to a variety of security-related proposals by 
the Arab States and the Asia-Pacific Telecommunity (APT), which use broad language to require 
or encourage member states to take “appropriate measures” to ensure network security.34 As in 
the context of spam, this broad language without the inclusion of adequate protections opens the 
door to human rights abuses, in violation of international law.
 

iii. Routing/increasing governments’ ability to identify, filter, and block online 
communications and information

Member states have proposed modifying Article 3.3, which deals with routing, in a number of 
ways that raise freedom of expression concerns. A proposed modification to Article 3.3 submitted 
by both the Arab States and Cameroon, for example, would grant member states the right to 
know how its traffic is routed,35 while similar proposals by the RCC and ATU would grant member 
states/operating agencies the “right to know which international routes are used for carrying [the] 
traffic.”36 Cameroon’s proposal would go even further, also proposing that member states “should 
have the right to impose any routing regulations in this regard, for purposes of security and 
countering fraud.”37 In addition to presenting technical challenges that could require fundamental 
changes in the architecture of the internet, these proposals could also increase the ability of 
member states to identify, filter, and block online communications and information, depending 
on how they are implemented. They also raise privacy and anonymity concerns, facilitating 
censorship and the suppression of the rights to the freedom of expression and privacy as granted 
by Articles 19 and 17 of the ICCPR, respectively.
 
Granting member states a right to know how its traffic is routed facilitates the ability of member 
states to censor speech that is protected under international human rights law, such as Article 
19 of the ICCPR.38 For example, Russia recently adopted a law that expands an internet 
blacklist banning certain websites containing extremist literature by “grant[ing] the Russian 
government the ability to shut down any website that it deems harmful to children — namely 

34 Arab States Common Proposals, Article 5A.1; Asia-Pacific Telecommunity Common Proposals for the 
Work of the Conference, Article 8A (Oct. 5, 2012), available at http://news.dot-nxt.com/itu/wcit/c3.
35 See Arab States Common Proposals, Article 3.3 (granting member states “the right to know the route 
of its traffic where technically feasible”); Cameroon Proposals, Article 3.3 (granting member states “the 
right to know how its traffic is routed”).
36 RCC Common Proposals, Article 3.3; ATU Common Proposals, Article 3.3.
37 Cameroon Proposals, Article 3.3.
38 See ICCPR, Article 19.
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sites featuring child pornography, information about drugs, or information on how to commit 
suicide,”39 and which can be expanded to include violations of legislation on advertising, 
copyright, and personal data on the basis of individual court decisions.40 The law recently came 
into effect, and its overbreadth in terms of blocking content that is protected under Article 19 
has already been documented.41 As Article 19 grants the freedom to seek, receive, and impart 
information and ideas of all kinds,42 limiting access to information about drugs or how to commit 
suicide, while objectionable to many, necessarily impinges on this right. Thus, allowing member 
states a right to know how their traffic is routed facilitates the violation of international laws 
protecting the right to freedom of expression and access to information.
 
Cameroon’s proposal to grant member states the right to impose routing regulations is also 
worrisome. A common counter-response to internet censorship, such as the blocking of access 
to certain content in violation of international human rights law, is to “route” around it. Tor, for 
example, is a software that conceals its users' identities and their network activity from surveillance 
and analysis by separating the data payload (what is being sent) and the header, which is used 
for routing purposes.43 By incrementally building a circuit of encrypted connections through relays 
on the network, Tor creates a private network pathway, and a separate set of encryption keys are 
used for each hop along the circuit so that these connections cannot be traced.44 This proposed 
revision would allow restrictions on routing, such as banning the creation of private network 
pathways that are fundamental to the functioning of Tor and other virtual private networks (VPNs). 
Accordingly, this proposal would justify any member state’s decision to ban the use of Tor, or 

39 Bishop, Bryan, Internet Censorship Bill Passes Upper House of Russian Parliment, The Verge (Jul. 18, 
2012), available at http://www.theverge.com/2012/7/18/3168011/internet-censorship-bill-passes-upper-
house-russian-parliament. See also Deeva, Nadezhda, Russian Federation Anti-extremism Amendments, 
IRIS Legal Observations of the European Audiovisual Observatory, available at http://merlin.obs.coe.int/
iris/2007/9/article27.en.html.
40 See Richter, Andrei, New Rules for Internet, IRIS Legal Observations of the European Audiovisual 
Observatory, available at http://merlin.obs.coe.int/iris/2012/8/article36.en.html. See also Levy, Clifford 
J., Russia Uses Microsoft to Suppress Dissent, New York Times (Sep. 11, 2010), available at http://
www.nytimes.com/2010/09/12/world/europe/12raids.html?pagewanted=all&_r=0 (noting that Russian 
police have previously used intellectual property law enforcement as a pretense for raids on political 
dissidents).
41 See Moody, Glyn, Russia Blacklists Cultural Wiki Without Explanation, Site Just Moves to Circumvent 
Block, Techdirt (Nov. 14, 2012), available at http://www.techdirt.com/articles/20121113/09574521034/
russia-blacklists-cultural-wiki-without-explanation-site-just-moves-to-circumvent-block.shtml. The Russian 
government placed a Russian Wikipedia clone, Lurkomore, on the internet blacklist, but failed to explain 
which of the website’s thousands of articles were problematic under the new law.
42 See ICCPR, Article 19.
43 See Tor: Overview, The Tor Project, available at https://www.torproject.org/about/overview.html.en.
44 See id.
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other routing technologies, thus inhibiting the rights of users to “impart information and ideas of all 
kinds,”45 which are protected by Article 19 of the ICCPR.
 

iv. Online anonymity
Several proposals threaten online anonymity. The right to privacy is essential for individuals 
to express themselves freely, as people’s willingness to engage in debate on controversial 
subjects in the public sphere has always been linked to possibilities for doing so anonymously.46 
Accordingly, limiting the ability of internet users to express themselves anonymously necessarily 
hinders their ability to express themselves freely.
 
A proposal by the RCC defining “calling party (number) identification” as “[i]dentification, on 
the basis of profile and registration records in the technical facilities of operating agencies, of 
a set of symbols uniquely identifying the calling party,”47 can be interpreted as requiring that 
masked IP addresses be made available to duly authorized law enforcement agencies when 
viewed in light of proposals by the Arab States, the ATU, and Cameroon requiring that masked 
information be made available to these entities.48 Together, these proposals are inconsistent 
with Articles 17 and 19 of the ICCPR.
 
Article 17 of the ICCPR protects against arbitrary or unlawful interference with one’s privacy 
or correspondence and grants everyone “the right to the protection of the law against such 
interference...."49 IP addresses, due to their role in allowing one computer (or other digital device) 
to communicate with another via the internet,50 are necessary to the ability of users to correspond 
online. Further, although IP addresses are public information in that they are given to every 
website visited by a user, users have the ability to “mask” this information through the use of 
anonymity tools and proxy servers.51 Accordingly, IP addresses have both correspondence and 
privacy components, which are protected from arbitrary and unlawful interference by Article 17.
 
However, these proposals fail to state any conditions or limitations on the ability of duly authorized 
law enforcement officials to access masked IP address information. This opens the door to 

45 ICCPR, Article 19.
46 See Report of Frank La Rue on Freedom of Opinion and Expression at 15.
47 RCC Common Proposals, Article 2.20.
48 See Arab States Common Proposals, Article 3.6; ATU Common Proposals, Article 3.4B; Cameroon 
Proposals, 3.6.
49 ICCPR, Article 17.
50 See What is an IP Address?, What is My IP Address, available at http://whatismyipaddress.com/ip-
address.
51 See Masnick, Mike, Is Your IP Address Your Personal Information?, Techdirt (Jan. 23, 2008), available 
at http://www.techdirt.com/articles/20080121/19520029.shtml.
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arbitrary member state interference with both an internet user’s privacy and their correspondence. 
According to the Electronic Frontier Foundation, “anonymous and pseudonymous expression 
allows individuals to express unpopular opinions, honest observations, and otherwise unheard 
complaints. On the Internet, every individual can communicate online without connecting their 
online identities with their offline identities.”52 Making IP address information available to law 
enforcement then, especially when a user has demonstrated their intent to keep the information 
private by masking it, removes this veil of privacy, increases the likelihood that the contents 
of a user’s expression may be discovered by a member state and traced to him or her, and 
therefore chills this expression. Further, to the extent that a member state interferes with a user’s 
correspondence without sufficient justification for doing so, then the interference is arbitrary and 
violates Article 17.
 
Additionally, since limits on anonymity are indirect limitations on speech,53 they must meet the 
requirements of 19(3). However, these proposals fail to condition the ability of law enforcement 
officers to obtain the masked IP routing information from internet users on any showing of national 
security, or the protection of the rights and reputations of others, as required by Article 19(3).54 
Accordingly, the proposal appears to grant member states permission to violate the rights to 
freedom of expression of internet users without consideration as to whether one of the lawful 
restrictions laid out in Article 19(3) exists.
 

v. Restriction of access
A proposal by the RCC would provide justification for cutting off international telecommunication 
services when they are used for “interfering in the internal affairs or undermining the 
sovereignty, national security, territorial integrity and public safety of other States, or to divulge 
information of a sensitive nature.”55 These exceptions to the otherwise “unrestricted public 
access to international telecommunication services and the unrestricted dissemination of 
international telecommunications”56 are so broad that they threaten freedom of expression 
rights, including the right to access information. Thus, to the extent that these exceptions cannot 
be justified under Article 19(3), this proposal conflicts with Article 19(2) of the ICCPR and 
General Comment 34.
 

52 Freedom of Expression, Privacy and Anonymity on the Internet: Comments submitted to the United 
Nations Special Rapporteur on the promotion and protection of the right to Freedom of Opinion and 
Expression, Electronic Frontier Foundation (Jan. 2011), available at https://www.eff.org/sites/default/files/
filenode//UNSpecialRapporteurFOE2011-final_3.pdf.
53 See Report of Frank La Rue on Freedom of Opinion and Expression at 15.
54 See ICCPR, Article 19(3).
55 RCC Common Proposals, Article 5A.5.
56 Id.
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However, this proposal’s grounds for restricting speech are more expansive than Article 
19(3) allows. For example, this proposal would allow the cutting off of international 
telecommunications services that “interfere with the internal affairs” of other States, or “divulge 
information of a sensitive nature,” which cover a broader range of expression than the 
permissible restrictions of Article 19(3).57 For example, “a statement in support of a labour 
dispute, including for the convening of a national strike”58 could be considered information of 
a sensitive nature, which justifies the cutting off of international telecommunications services 
under this proposal. Yet, General Comment 34 particularly points to this type of information 
as deserving of protection under international law, stating that restricting such speech is not 
permissible on the grounds of national security.59 However, a national strike would qualify 
as “internal affairs,” as well as “information of a sensitive nature” because it could drastically 
affect the functioning and efficiency of the government.

 
Further, this provision conflicts with General Comment 34’s proportionality requirement, 
which requires use of the “least intrusive instrument amongst those which might achieve 
their protective function” and that any restrictive measures “must be proportionate to the 
interest to be protected.”60 The proposal is worded in absolute terms, allowing international 
telecommunications services to be shut off once threshold conditions of “interfering in the 
internal affairs or undermining the sovereignty, national security, territorial integrity and public 
safety of other States, or divulg[ing] information of a sensitive nature” are met.61 It fails to 
recognize the severity of the harm caused to the member state as a factor in determining 
whether cutting off international telecommunications services is a proper solution. A minor 
interference with the internal affairs of a country, such as an individual voicing an objection 
to the one-child policy in China, for example, would not justify the cutting off of international 
telecommunications for all Chinese users. Similarly, shutting off underground cell service for a 
few hours to thwart a planned protest, as occurred in San Francisco last year,62 is unacceptably 
restrictive in light of the potential harm being addressed, but these actions might be allowed 
under this proposal. On its face, this proposal ignores the requirement of proportionality and 
appears to grant member states the right to cut off international communications, should they 
decide their internal affairs are even minimally threatened or because the information contained 
in a certain message is subjectively “sensitive.” Accordingly, this provision violates Article 19 of 

57 Id.
58 General Comment 34, para. 30.
59 Id.
60 Id., para. 34.
61 RCC Common Proposals, Article 5A.5.
62 See Collins, Terry, BART Cell Phone Shutdown: Safety Issue or a Free Speech Violation?, The 
Huffington Post (Oct. 15, 2011), available at http://www.huffingtonpost.com/2011/08/15/bart-cell-phone-
shutdown-free-speech_n_927294.html.
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the ICCPR, as well as multiple provisions in General Comment 34.
  
III. Conclusion
Nearly twenty-five years have passed since the ITRs were adopted. Since then, the internet 
has grown from infancy to the world-wide information-sharing and communications tool that it is 
today. With this development, an increasing number users worldwide have come to rely on the 
internet as their primary means of expression. Although the right to the freedom of expression 
is well-established in international law, through numerous treaties such as the ICCPR, the 
door has been opened for it to take a substantial hit at the WCIT. The proposed expansion of 
the ITU’s regulatory authority to include internet policy-making by broadening the definition 
of key terms and certain modifications to substantive provisions of the ITRs, such as granting 
member states discretion in regulating content and allowing law enforcement access to masked 
personal information, open the door to member state abuse and threaten the right to freedom of 
expression online. As such, these proposals should be rejected.
 
 
For more analysis, advocacy resources, and ways to make your voice heard at the WCIT, visit 
www.accessnow.org/policy/itu.
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APPENDIX
 
This appendix details the current wording, as well as the proposed modified language, for the ITR 
articles cited in this brief.
 
Article 2.1
Current language: “Telecommunication: Any transmission, emission or reception of signs, 
signals, writing, images and sounds or intelligence of any nature by wire, radio, optical or other 
electromagnetic systems.”
 
Proposed modified language (by Paraguay): “Telecommunication: Any transmission, emission or 
reception, including the processing required for those purposes, of signs, signals, writing, images 
and sounds or intelligence of any nature by wire, radio, optical or other electromagnetic systems.”
 
Article 2.1A
Current language: None
 
Proposed modified language (by Arab States and ATU): “Telecommunication/ICT: Any transmission, 
emission, or reception, including processing, of signs, signals, writing, images and sounds or 
intelligence of any nature by wire, radio, optical or other electromagnetic systems.”
 
Proposed modified language (by India): “Telecommunication/ICT: Any transmission, emission 
or reception, including processing, of signs, signals, writing, images and sounds or intelligence 
of any nature by wire, radio, optical or other electromagnetic systems, having a bearing on 
Telecommunication Technologies and Services.”
 
Article 2.11
Current language: None
 
Proposed modified language (by Russia): “Internet: An international conglomeration of 
interconnected telecommunication networks which provides for the interaction of connected 
information systems and their users, by carrying their traffic using a single system of numbering, 
naming, addressing, identification, protocols and procedures that is defined by Internet Standards.”
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Article 2.13
Current language: None
 
Proposed additional language (by India and Cameroon): “Spam: information transmitted over 
telecommunication networks as text, sound, image, tangible data used in a man-machine interface 
bearing advertising nature or having no meaningful message, simultaneously or during a short 
period of time, to a large number of particular addressees without prior consent of the addressee 
(recipient) to receive this information or information of this nature.”
 
Proposed additional language (by Arab States): “Spam: information transmitted in bulk over 
telecommunication networks as text, sound, image, tangible data used in a man-machine interface 
bearing indiscriminate advertizing nature or having no meaningful message, simultaneously or 
during a short period of time, to a large number of particular addressees without prior consent of the 
addressee (recipient) to receive this information or information of this nature.”
 
Article 2.20
Current language: None
 
Proposed additional language (by RCC): “Calling party (number) identification: Identification, on the 
basis of profile and registration records in the technical facilities of operating agencies, of a set of 
symbols uniquely identifying the calling party.”
 
Article 3A.1
Current language: None
 
Proposed modified language (by Russia): “Internet governance shall be effected through the 
development and application by governments, the private sector and civil society of shared 
principles, norms, rules, decision-making procedures and programmes that shape the evolution 
and use of the Internet.”
 
Article 3.3
Current language: “Administrations shall determine by mutual agreement which international
routes are to be used. Pending agreement and provided that there is no direct route
existing between the terminal administrations concerned, the origin administration
has the choice to determine the routing of its outgoing telecommunication traffic, taking
into account the interests of the relevant transit and destination administrations.”
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Proposed modified language (by Arab States): “Operating agencies shall determine by mutual 
agreement which international routes are to be used. A Member State has the right to know the 
route of its traffic where technically feasible.”
 
Proposed modified language (by Cameroon): “Operating agencies shall determine by mutual 
agreement which international routes are to be used. A Member State has the right to know how 
its traffic is routed and should have the right to impose any routing regulations in this regard, for 
purposes of security and countering fraud.”
 
Proposed modified language (by RCC): “Member States and administrations/operating agencies 
shall have the right to know which international routes are used for carrying traffic.”
 
Proposed modified language (by ATU): “Operating Agencies shall determine by mutual agreement 
which international routes are to be used. Member States/Operating Agencies shall have the right to 
know which international routes are used for carrying the traffic.”
 
Article 3.4B
Current language: None
 
Proposed modified language (by ATU): “Member states shall, through various channels 
open to them, ensure that Operating Agencies implement Calling Line Identification (CLI) 
features, where technically possible, including at least presentation of country code, national 
destination code or equivalent origination identifiers in accordance with the relevant ITU-
T Recommendations; ensure that integrity of the CLI is maintained end-to-end; ensure that 
the requirements associated with data protection and data privacy are met, but such masked 
information shall be made available to duly authorized law enforcement agencies. Member 
States may impose additional obligations.”
 
Article 3.6
Current language: None
 
Proposed modified language (by Arab States): “Member States shall, through various channels open 
to them, ensure that operating agencies:
- implement CLI features, where technically possible; including at least presentation of country 
code, national destination code or equivalent origination identifiers in accordance with the relevant 
Recommendations of ITU
- use appropriate standards when implementing CLI features,
- ensure that integrity and correctness of CLI is maintained end to end
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- ensure that the requirements associated with data protection and data privacy are met; but any 
masked information shall be made available to duly authorized law enforcement agencies.”
 
Proposed modified language (by Cameroon): “Member States or operating agencies involved in 
a communication route – and in particular in transit nodes – shall ensure, to the greatest extent 
practicable, the provision, transport and forward of international calling party number delivery, calling 
line identification or origination identification, and its integrity end-to-end, in accordance with the 
relevant ITU-T Recommendations. Member States may provide for data privacy and data protection 
by authorizing the masking of information other than the country and operating agency identification 
codes or equivalent originating identifiers, but that masked information shall be made available to 
duly authorized law enforcement agencies.”
 
Articles 5A/B
Current language: None
 
Proposed modified language (by Arab States, 5A.1): “Member States shall undertake 
appropriate measures, individually or in cooperation with other Members states, to ensure 
Confidence and Security of Telecommunications/ICTs.”
 
Proposed modified language (by Arab States (5A.6) and Brazil (5B.1)): “Member States shall 
ensure that operating agencies take the appropriate measures to prevent the propagation of 
spam.”
 
Proposed modified language (by RCC (5A.5)): “Member States shall ensure unrestricted 
public access to international telecommunication services and the unrestricted dissemination 
of international telecommunications, except in cases where international telecommunication 
services are used for the purpose of interfering in the internal affairs or undermining the 
sovereignty, national security, territorial integrity and public safety of other States, or to divulge 
information of a sensitive nature.”
 
Proposed modified language (by RCC (5A.6)): “Member States shall take the necessary 
measures to prevent the propagation of spam.”
 
Proposed modified language (by ATU (5B)): “Member States shall ensure that operating 
agencies take appropriate measures to prevent the propagation of spam including:
a) to adopt national legislation to act against spam;
b) to cooperate to take actions to counter spam;
c) to exchange information on national findings/actions to counter spam.”
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Article 8A
Current language: None
 
Proposed modified language (by APT): “Member States should encourage Operating Agencies 
in their territories to take appropriate measures for ensuring network security.”
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