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IntroductIon
Copyright enforcement has become the beacon under which governments impose far-reaching regulation on internet users. 
From revoking the internet access of repeat infringers to removing alleged copyright infringing content, governments 
and “rights holders” are taking increasing measures to address copyright concerns, and are necessarily implicating 
intermediaries in this battle. To address the highly problematic ways in which copyright enforcement currently takes 
place, Access proposes an alternative model that prioritizes the rights of users. The first section of this paper will explain 
the drawbacks of the notice and takedown regimes currently used as a tool in copyright enforcement. The second section 
outlines key principles for an enforcement approach that ensures that user rights are respected. The third and last section 
proposes an alternative to “notice and takedown” in the form of an independent administrative system, to supplement 
a judicial style system that requires a determination by a legally competent authority in order to remove content from 
the internet. This model implements rights-respecting principles while providing a streamlined and effective way of 
addressing copyright infringement.

current onlIne  
copyrIght enforcement and  
IntermedIary lIabIlIty practIce
In May 2011, the G8 convened in Deauville, France, and discussed the internet and its role in society and the economy. Its 
final communiqué, while containing some rights-respecting language such as broadening internet access and stressing the 
importance of the internet as a tool for democracy, also includes strong language about the protection of copyright, such as 
intentions to develop “improved” methods of enforcement. The increasing rhetoric about “balancing” human rights with 
copyright underscores the threat that the entertainment lobby and other actors pushing for strict copyright enforcement 
pose to users’ ability to freely, fully, and safely participate in society. As such, it is critical that States develop fair, justified, 
and reasonable approaches to the protection of copyright in the online environment. 

polIcIng content and IntermedIary lIabIlIty
As the internet is almost entirely privately controlled, intermediaries play a critical role in facilitating user expression. 
Many states make intermediaries, including webhosting companies and online services, liable for content that they host 
or transport. This liability often focuses on copyrighted material, but also extends to other content deemed unlawful, 
including defamation, hate speech, and discrimination.1 Only a minority of online material infringes on the copyright of 
others, usually concentrated in the entertainment industry (films and music). Enforcing copyright is a legitimate goal that 
facilitates the protection and development of artistic work in many realms. There are, however, critical concerns about 
the way in which copyright is currently enforced, which often involves the employment of excessive means to protect an 
outdated system that has failed to adapt to the information society of this age.

For instance, intermediaries have increasingly been recognized by actors in the public and private sectors as convenient 
choke points in the network. This ability to control content online has led governments and corporations to pressure 
intermediaries to use their powers to police users’ online behavior. An obligation to actively monitor all content and seek 
out infringement would violate the right privacy and freedom of expression, and, with the enormous amounts of data 
transmitted over the internet, such an obligation would make it practically impossible for most web services to function 

1	 	As	will	be	discussed	below,	while	some	jurisidctions	hold	online	intermediaries	liable	for	the	actions	of	their	users	who	host	or	post	a	variety	of	
different	types	of	unlawful	content,	the	U.S.	only	holds	intermediaries	liable	for	copyright	infringement	(under	the	DMCA)	and	child	pornography	
(under	the	Child	Pornography	Prevention	Act	of	1996).	In	the	U.S.,	under	Section	230	of	the	Communications	Decency	Act,	internet	intermediaries	
are	exempt	from	liability	for	virtually	all	other	forms	of	unlawful	content,	so	long	as	they	did	not	influence	of	create	said	content.
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efficiently. In the past, U.S. and EU regulators recognized this and the privacy risks associated with wholesale inspection of 
internet traffic, and specifically ruled out general monitoring obligations or requirements to actively seek infringements.2 
It is key for U.S. and EU regulators to hold this line, but current rhetoric suggests other intentions.3 

As mentioned, another way which governments can and do control behavior of intermediaries, and thus of users, is through 
liability clauses. As intermediaries are risk-averse and will want to avoid legal damages, laws imposing liability can result 
in the closing off of venues for expression, and in technology companies refraining from developing interactive online 
services. The liability burden therefore stifles innovation and risks limiting online expression. Several governments around 
the world have acknowledged this pitfall, and have tried to create immunity as well as “safe harbor” conditions to protect 
intermediaries. As will be discussed below, these safe harbors have proven inadequate.

Safe harborS
The internet’s success and the thriving of users’ online activities require safe harbors to protect intermediaries from liability 
over content that they did not create or influence. In the United States (through the Digital Millennium Copyright Act, art. 
512), in South Africa (through the Electronics Communications Transactions Act, chap. XI), in South Korea (through the 
Copyright Act of Korea) and in the European Union (through the E-Commerce Directive), liability for intellectual property 
rights violations is limited by providing “notice and takedown” procedures: intermediaries can avoid liability by removing 
suspected content expeditiously after notification by the claimant (generally a rights holder).

Even though such laws have shielded intermediaries from undue pressures and played critical roles in facilitating the 
growth of web services, thereby creating spaces for free expression, they are flawed in key respects. The limited liability 
laws have been successful in protecting the interests of intermediaries and of rights holders, but they have been remiss, or 
inconsistent, in protecting the rights of users. Copyright enforcement has led to inadvertent or deliberate removals of non-
infringing content, and the near-automated process by which the “notice and takedown” regime is executed has adversely 
affected individuals’ right to freedom of expression. 

The efforts by the U.S. government and others to spread this model around the world through trade treaties and other 
agreements have compounded the drawbacks of notice and takedown regimes. However, the safeguards to protect 
user rights are sometimes left behind in the process. Emblematic of this phenomenon has been the call in G8 and other 
forums, for intermediaries to take increasing steps to prevent infringement on their networks, and also the strong 
language on copyright sanctions in draft texts of the Anti-Counterfeiting Trade Agreement (ACTA) and Trans-Pacific  
Partnership Agreement (TPP).4

Some countries, such as Australia and Chile, have taken a different approach to liability of internet intermediaries. While 
they are bound by various trade agreements with the United States and other nations to enforce copyright, these countries’ 
regulations require a court order to remove any content, exactly to avoid impeding on the right to right to freedom of 
expression. By requiring independent judicial review, such a “court-ordered” system provides an important barrier to 
illegitimate restrictions to the right to freedom of expression. 

There are certainly some legal systems that have adequate procedures in place to act both expeditiously and respectfully 
in cases where user rights and the competitive interests of rights holders are at stake. However, many judicial systems are 
currently so overloaded, that adopting a court-based system to adjudicating cases of alleged copyright infringement would 
present an extraordinary burden on the courts, leading to excessive delays in resolving disputes.

2	 	EU	E-Commerce	Directive,	Article	15	/	US	DMCA	section	512m(1)

3	 	See	the	final	communiqué	of	the	G8	meeting	on	25/27	May	2011,	the	final	communiqué	of	the	OECD	meeting		on	the	Internet	Economy,	29	June	
2011,			http://www.pcworld.com/businesscenter/article/230425/senior_eu_official_wants_isps_to_safeguard_public_values.html

4	 	The	current	draft	of	the	TPP	prescribes	ISPs	to	implement	a	“policy	that	provides	for	termination	in	appropriate	circumstances	of	the	accounts	of	
repeat	infringers.”	Furthermore,	it	contains	provisions	requiring	intermediaries	to	give	information	on	the	identity	of	a	suspected	infringer,	without	
judicial	intervention.	TPP	further	includes	criminal	enforcement	measures,	which	even	users	that	access	infringing	content	for	private	use	without	
commercial	 advantage	 can	 be	 subjected	 to.	 “Trans-Pacific	 Partnership	 -	 Intellectual	 Property	 Rights	 Chapter	 -	 Draft,”	 10	 February	 2011,	 Art.	
16.3b.VI,	Art.	16.3b.XI	and	Art.	15.1b.
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Trying to find a middle ground, others have taken a third approach. For example, Canada has adopted a “notice and notice” 
system, whereby intermediaries will pass on notices from claimants to their subscribers, but will not reveal the identity of 
the users concerned, nor will they forcibly remove content. 

drawbackS of “notIce and takedown”
Even though the current notice and takedown regimes provide quick and cheap remedies for rights holders, they are 
problematic in several respects. 

A primary difficulty is the discrepancy between the incentives of users (relying on the intermediary) and of intermediaries 
(in control of user content). The former prioritize their expression and ability to access information. The latter, while 
preferring an optimal user experience, is foremost a business entity, and therefore interested in minimizing its liability and 
resulting costs. This incongruity translates into providers having a larger incentive to remove content rather than to stand 
up to protect users’ right to expression.

This incentive for the intermediary to remove content after notification is irrespective of the validity of the claim and the 
lawfulness of the content. The safe harbor provided under the DMCA makes the intermediary both immune to claims from 
rights holders if acting expeditiously (and not having created, influenced, or benefited from the material in question) and 
also immune to claims by the user whose content is removed (as is often already embedded in the intermediary’s terms of 
service), even if the court later rules that the content is legal. For example, South African law states quite explicitly that “a 
service provider is not liable for wrongful take-down in response to a notification” (ECTA XI.77.3). Therefore, rather than 
risking costly legal procedures, or investigating the issue in-depth, many internet services will easily comply with such a 
removal request, even though the legal basis for the request may be lacking.

This process has disconcerting consequences. Intermediaries remove non-infringing material, thereby undercutting the 
freedom of expression of users, usually even before the user has been made aware of the notice. To be clear, under notice 
and takedown regimes, decisions on such a fundamental right as the freedom of expression lie not with courts, but with 
private parties who have an incentive to remove user expression. Also, given the considerable sway claimants can have by 
filing a notice, this process facilitates the widespread emergence of frivolous and vexatious claims. Moreover, this notice 
and takedown process allows for misuse of the system for other purposes, such as stifling competition, suppressing political 
speech, or for other non-copyright related goals. The longer-term consequence is the chilling effect on expression, where 
users, due to fears of legal ramifications and uncertainty of what content is acceptable, will censor themselves.5

To bring a form of balance into the equation, the DMCA allows affected users to file a counter notice, after which the 
material affected must, for the time being, be restored/reactivated (the EU E-Commerce Directive lacks such a provision). 
However, at that point, content has already been taken down, and the DMCA stipulates a 10-14 business days waiting period 
before content may be restored. During this time period, unless the user files for a court order to the contrary, the user’s 
content is inaccessible, whether the claim has merit or not. 

Moreover, a DMCA counter notice requires users to state “under penalty of perjury that [they have] a good faith belief that 
the material was removed or disabled as a result of mistake or misidentification of the material to be removed or disabled.”6 
Even if users believe that the material in question is not infringing, users may be hesitant to risk perjury or civil damages, 
especially if they are not entirely certain of the legal status (for example over whether they qualify for fair use protection). 
This then is another way in which lawful speech is easily suppressed through notice and takedown.

Since not all claims filed via the notice and takedown system are reported, it is difficult to statistically assess the legitimate 
use of this mechanism. Nonetheless, data from 2006 suggests that possibly 30% of the claims done via “notice and 

5	 	 See	 also	 the	 verdict	 in	 the	 1965	 US	 Supreme	 Court	 case	 Dombrowski v. Pfister:	 “The	 chilling	 effect	 upon	 the	 exercise	 of	 First	 Amendment	
rights	may	derive	from	the	fact	of	the	prosecution,	unaffected	by	the	prospects	of	its	success	or	failure.”	Quoted	in	Wendy	Seltzer,	“Free	Speech	
Unmoored	in	Copyright’s	Safe	Harbor:	Chilling	Effects	of	the	DMCA	on	the	First	Amendment,”	Harvard	Journal	of	Law	&	Technology,	Vol.	24,	No.	1	
(Fall	2010),	p.	194.

6	 	17	United	States	Code	§	512(g)(3)(c).
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takedown” are legally dubious.7 Moreover, the system is deliberately misused.8 At other times, posters of non-infringing 
content may become the victim of general “sweeps” by rights holders.9 Given its bias toward removing material irrespective 
of its legality, notice and takedown regimes pose too great a risk for freedom of expression. The notice and takedown 
system as we know it in the United States, the European Union and in other countries such as Thailand and South Africa, 
inherently is biased in favor of the claimant. We suggest changing this system in such a way that reduces incentives of 
intermediaries to summarily remove content, while retaining a clear procedure by which rights holders can contest the  
legality of online material.

prIncIpleS of effectIve and rIghtS-
reSpectIng copyrIght enforcement
To protect intermediaries, and to protect the rights of individuals online, regulation should ensure liability is limited to 
very specific circumstances. At the same time, copyright enforcement regimes need to provide additional safeguards for 
end-users. An ideal system will maintain the streamlined process with which infringing material can be removed under 
notice and takedown regimes, while providing stronger protection for the rights of individual internet users, and remove 
the incentive for providers to automatically choose the side of the claimant by removing content. To protect the right to 
freedom of expression, Access supports the system adopted in countries such as Chile and Australia, which require court 
orders to remove material, and in Canada, where a notification-based system discourages users from infringing, rather 
than summarily removing their material. 

The availability of other effective methods should dissuade rights holders and governments from adopting measures 
that risk further impeding on the freedom of expression, such as most of the current takedown-regimes. Significantly, 
in July 2011 the US entertainment industry acknowledged that notification-based systems are effective in curbing  
infringing activities.10

Around the world we are seeing the emergence of copyright enforcement regimes that frame and limit user rights and extend 
the liability of intermediaries to suit the interests of business instead of requiring businesses to operate in accordance with 
human rights. To this end, Access strongly encourages inclusion of the following elements in any copyright enforcement 
mechanism or liability regime. 

legal certaInty
Legal certainty regarding what intermediaries can expect, which should be at the heart of all regulation, is not always 
present. For example, the EU’s E-Commerce Directive leaves space for interpretation about what constitutes “actual 
knowledge” of an infringement, and has thus been interpreted unevenly by Member States.11 Similarly, the DMCA does 
not specify what the requirement of service providers to remove content “expeditiously” means exactly.12 This leads 

7	 	Jennifer	M.	Urban	&	Laura	Quilter,	“Efficient	Process	or	‘Chilling	Effects’?	Takedown	Notices	Under	Section	512	of	the	Digital	Millennium	Copyright	
Act,”	22	SANTA	CLARA	COMPUTER&HIGH	TECH.	L.J.	621	(2006),	mentioned	in	Mark	A.	Lemley,	“Rationalizing	Internet	Safe	Harbors,”	Journal on 
Telecommunications and High Technology Law,	Vol.	6,	No.	1.	(2007),	p.	114.

8	 	Lemley,	p.	115,	Seltzer,	pp.	210-217.

9	 	See	e.g.	Greg	Sandoval,	“EFF	takes	Viacom	to	task	over	YouTube	takedown,”	CNET,	15	February	2007,	http://news.cnet.com/EFF-takes-Viacom-
to-task-over-YouTube-takedown/2100-1026_3-6159548.html,	and	“Submission	of	the	Electronic	Frontier	Foundation	on	the	consultation	on	the	
EU	 E-commerce	 Directive	 (2000/31/EC),”	 Electronic Frontier Foundation,	 5	 November	 2010,	 https://www.eff.org/files/filenode/international/
EFFEUeCommerceDirectiveConsultationResponse.pdf,	p.	4-5.

10	 	 “[D]ata	 suggests	 that	 most	 users	 (up	 to	 70%)	 would	 stop	 content	 theft	 once	 alerted	 that	 it	 is	 occurring,	 that	 it	 is	 illegal	 and	 that	 there	 are	
consequences	associated	with	continuing	to	engage	in	it,”	Center	for	Copyright	Information,	7	July	2011.	http://www.copyrightinformation.org/
faq.	See	also	“Submission	of	the	Electronic	Frontier	Foundation,”	p.	7.

11	 “Submission	of	the	Electronic	Frontier	Foundation,”	p.	3-4.

12	 	DMCA	§	512(b)(2)(E)
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intermediaries to fear a divergent interpretation by courts, thus encouraging them to take down content immediately. 
Without legal certainty, intermediaries are less likely to protect user rights, and more likely to comply with takedown 
requests, irrespective of the legal merits of such a request. Intermediaries and end-users are much better served under 
a clear regulatory and legal framework that establishes procedures with checks and balances, rather than unspecified  
notice and takedown rules.

lIabIlIty
As a matter of principle, intermediaries should not be liable for content they did not create or influence, except for when 
they continue to host or transport content that they have been ordered by a court to take down.13 This immunity from 
liability is not a status intermediaries need to “earn” by fulfilling a list of criteria, as some current online copyright models 
prescribe.14 In the United States, this principle, with the exception of copyrighted material, is enshrined in Section 230 
of the Communications Decency Act; this section states that operators of internet services are not to be construed as 
publishers, meaning they are not held legally liable for the content posted or hosted by third parties. Despite the legal 
similarity between defamation and copyright infringement – they’re both usually civil offenses pertaining to personal 
injury, often involve engaging in the illegal act publicly, and frequently lead to large settlements or damages awards – 
online intermediaries in the U.S. are not held liable for defamation, but they are for copyright infringement. Governments 
should avoid (and repeal as necessary) legislation that makes intermediaries liable for content that they did not create or 
influence. To do otherwise, would unjustly outsource determinations of lawfulness to corporate providers that are not 
legally competent authorities with a resulting chilling effect on free speech and myriad other fundamental rights.

no legal judgment by IntermedIarIeS
Intermediaries should not be put in the position of deciding on the legality of content. Part of the flaw of the DMCA and 
other notice and takedown regimes is that they force intermediaries to make a judgment on whether content is legal, and 
as a consequence also about whether they should risk liability by keeping up allegedly infringing material. Intermediaries 
principally are not legally competent to decide on the legality of content, they often do not have the expertise to make such 
a judgment, and they also do not necessarily condition decisions on the incorporation of key human rights principles, like 
the freedom of expression. Copyright enforcement regimes should refrain from putting intermediaries in such a position. 

clarIty
For the benefit of both claimants and users, intermediaries should clarify in their terms of service how they will handle 
requests to remove user content, and clearly explain how users whose content’s legality is being questioned can appeal  
such decisions.

SpecIfIcIty
Material removed should be limited to only the specified items that demonstrably infringe on copyright. Wholesale 
implication of entire websites or applications should be avoided.

IdentIfyIng InfrIngerS
A particularly sensitive point in copyright cases is the disclosure of user identification information to claimants. Claimants 
may seek to attain this information in order to file suit against alleged copyright infringers by connecting an IP address 
to an account holder with a service provider. Releasing the personal information of an account holder without a ruling 
that the user has indeed violated the copyright of the claimant puts the privacy of the user in jeopardy. Indeed, it risks 

13	 	Akin	to	Brazil’s	7th	Principle	for	the	Governance	and	the	Use	of	the	Internet:	“All	action	taken	against	illicit	activity	on	the	network	must	be	aimed	
at	those	directly	responsible	for	such	activities,	and	not	at	the	means	of	access	and	transport,	always	upholding	the	fundamental	principles	of	
freedom,	privacy	and	the	respect	for	human	rights.”	http://www.cgi.br/english/regulations/resolution2009-003.htm.

14	 	See	e.g.	sections	(a)	through	(c)	of	the	DMCA	(§	512).
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subjecting users to bullying or abusive settlement proposals, where common internet users may, for example, be coerced to 
choose between “pay” or “shame.”15 Releasing such information should therefore only be done after judicial intervention. 
Claimants may always seek a court order to have this information released.

tranSparency, accountabIlIty and appealabIlIty
Any system respectful of due process must be transparent about its rules and its implementation, it must be accountable 
through judicial oversight, and it must include provisions allowing for users to appeal removal decisions before content 
is removed. Where the intermediary controls the appeal process, it should be transparent to both the claimant and  
the end user.

Moreover, unless specifically requested to refrain from doing so by the end-user, intermediaries should publish removal 
requests and their outcome in depositories, like ChillingEffects.org, to ensure that transparency underpins their decisions, 
and to facilitate a public check on copyright claims.

SanctIonS 
Any regulation prescribing sanctions against copyright violators should specify exactly what the threshold for violation 
is, and what penalties violators can expect. Creating a threshold condition with undefined terms like “commercial scale” 
obfuscates intention, and makes space for arbitrary targeting of internet users.16

Whatever sanction is imposed on recognized violators of copyright must be in fair relation to the damage done. Draconian 
penalties currently in place in several countries, combined with arbitrary targeting, undermine the legitimacy of copyright 
enforcement. The law must place proportionate limits on damages sought by rights holding claimants. 

Unfortunately, at the same time that a right to access the internet is legally being established in several States,17 
countervailing forces are seeking to impose sanctions on copyright violations that may include cutting off internet access. 
Laws formalizing such a “three strikes” or “graduated response” approach—making it possible to suspend the internet 
connection of repeated violators—have been adopted in France (HADOPI) and the United Kingdom (Digital Economy 
Act 2010). Debates on copyright elsewhere, as well as international trade agreements being negotiated, point to similar 
intentions by others.

While there may be sense to a “graduated response” approach, it should be clear that account termination is an unacceptable 
sanction: access to the internet is a human right, and it must not be revoked from anyone. It is an essential means of 
communication, of exercising civil rights and duties, of engaging in social life, and critical to many other purposes as well. 
The UN Special Rapporteur on the right to freedom of opinion and expression has made clear that cutting off internet 
access is a disproportionate measure.18

engagIng multIple StakeholderS
As has been evident in the negotiations for ACTA and TPP, governments continue to exclude civil society from negotiations 
over subjects critical to user rights. Individuals must enjoy their rights as citizens of the internet, and not merely be treated 
as buyers (or non-payers for that matter) of a service. Implicit in this concept is the notion that wherever discussions on 
copyright regulation take place, all parties must be involved, including civil society.

15	 	Nate	Anderson,	“	Gay	porn’s	P2P	“amnesty”:	cough	up	$1,000	and	you	won’t	be	sued,” ars technica,	January	2011.	http://arstechnica.com/tech-
policy/news/2011/01/gay-porns-p2p-amnesty-cough-up-1000-and-you-wont-be-sued.ars,	 and	 MarkJ,	 “Davenport	 Lyons	 Lawyers	 Disciplined	
over	 Illegal	 File	 Sharing	 ISP	 Threat	 Letters,”	 ISPreview,	 10	 June	 2011,	 	 http://www.ispreview.co.uk/story/2011/06/10/uk-davenport-lyons-
lawyers-disciplined-over-illegal-file-sharing-isp-threat-letters.html.

16	 	c.f.,	“Trans-Pacific	Partnership	-	Intellectual	Property	Rights	Chapter	-	Draft,”	10	February	2011,	article	15.

17	 	http://igbook.diplomacy.edu/2011/05/right-to-access-the-internet/

18	 	“Report	of	the	Special	Rapporteur	on	the	promotion	and	protection	of	the	right	to	freedom	of	opinion	and	expression,	Frank	La	Rue,”	16	May	2011.	
Par.	49,	78-79.
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SpecIal admInIStratIve SyStem
There are useful alternatives to a notice and takedown or a strictly “court-ordered” system. For instance, Mark A. Lemley 
and R. Anthony Reese have developed ideas for a system based on the domain name trademark Uniform Dispute Resolution 
Policy, and the Australian internet provider iiNet has suggested a piracy-mediation model.19 

Access believes that a special administrative mechanism, serving as a go-between for claimants, intermediaries and users, 
can be an effective approach to copyright enforcement that is (much more) respectful of user rights. This system would 
be grounded in the Chilean model, which requires a determination by a legally competent authority in order to remove 
content. While the Chilean system is very new (it was enacted in 2010), this approach has long been promoted as a best 
practice by digital rights organisations such as the EFF, EDRi, BEUC, and Article 19.20 Due to the novelty of the Chilean 
system, it is difficult to gauge its efficacy, however it seems intuitive that such a system would very quickly overburden 
an already taxed legal system in most larger countries. Supplementing this court-based approach to removing allegedly 
infringing works with a special administrative system poses significant benefits.

Such a system would maintain some of the ease, affordability, and efficiency of seeking remedies for clear-cut infringement 
cases, while referring more difficult cases to the normal legal system, which would thus be less burdened. All parties 
would always retain the option to seek access to regular court proceedings, but the system would put a critical check on the 
removal of content, or to prematurely disclosing the identity of a user.

This special administrative system will provide intermediaries with certainty about what actions they can take, covered 
by a standing independent body, rather than putting them in a position of having to decide on the legality of content or run 
large legal risks themselves. It will provide rights holders with a clear framework within which they can seek remedies for 
infringed material. Lastly, this system will provide the necessary protection for end users’ rights to freedom of expression 
and privacy, while holding them to comprehensible and consistent standards.

The special administrative system, which we offer as a proof of concept of what a more rights-respecting copyright 
enforcement mechanism might look like, should consist of the following elements.

SpecIal admInIStratIve body
A special administrative body would be appointed by government and would serve as competent authority to adjudicate on 
matters of online copyright. The appointees to this body should be administrative judges or administrative counselors, who 
would serve individually during regular proceedings, and in a panel of three during appeal proceedings. The administrative 
body would also have a permanent status to avoid delays arising from individual convocations on an ad hoc basis. 

claIm
Rather than litigating, claimants could seek a cheaper and quicker form of administrative proceedings if they believe their 
copyrights have been infringed. They would send a notice to the  administrative body, which would be in writing, including 
a specification of the material that is being infringed, the exact location of the infringing material, and providing evidence 
of the right-holding status on this property by the claimant. In addition, similar to the conditions of a counter notice under 
the DMCA, the writing must be stated under the penalty of perjury. This would significantly raise the bar for frivolous 
claims. 

proceSS
The special administrative body would review the notice and make a decision on the admissibility of the claim. This 

19	 	 Mark	 A.	 Lemley	 and	 R.	 Anthony	 Reese,	 “A	 quick	 and	 inexpensive	 system	 for	 resolving	 peer-to-peer	 copyright	 disputes,”	 Cardozo	 Arts	 &	
Entertainment,	Vol.	23:1,	2005.	“Encouraging	 legitimate	use	of	Online	Content.	An	iiNet	view,“	 iiNet,	15	March	2011,	http://www.iinet.net.au/
press/releases/201103-encouraging-legitimate.pdf.

20	 	https://www.eff.org/deeplinks/2010/11/eff-calls-european-commission-protect-internet
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admissibility would be based on three criteria: 1) whether the notice meets all the formal requirements; 2) whether the 
claim prima facie has validity; and 3) whether it is straightforward enough for it to be dealt with by the administrative body. 
If all criteria are met, it would send the notice to the intermediary in question, which forwards it to the user, alongside 
instructions on how the user can deal with the notice. If the special administrative body denies the claim on any of the 
grounds mentioned, the claimant can choose to bring the case to court. 

The user has an opportunity to address the claim within 5 days of receiving the notice. The user can inform the special 
administrative body of his or her decision to remove the content, or present information in writing on why he or she believes 
the claim is invalid (e.g. because the user believes claimant does not hold the rights to the material in question, or because 
the content is covered by fair use provisions). The special administrative body will consider the evidence in the case and 
issue a ruling irrespective of whether the user chooses to exercise this right to respond.

After this stage, the administrative body will weigh the evidence presented by claimant and user, and make a judgment 
within 5 days. The outcome of this judgment may be to either a) affirm the claim of the claimant, and oblige the user to 
remove the content in question (if the user fails to comply within an allotted time period, the administrative body will 
oblige the intermediary to implement the decision); b) reject the claim of the claimant; or c) decide that the claim requires 
further deliberation, and refer the claimant to a traditional court. If the user decides to remove the content before the 
administrative body reaches a decision, the claim shall be dismissed without prejudice.  

If the administrative body affirms the claim of the claimant and the user fails to remove the content under dispute after 
being informed of the body’s decision, the intermediary shall have 3 days to remove the content from its platform, following 
notification by the administrative body. 

In all cases, the body will have provided an important check on a claim, rather than incentivizing intermediaries to 
immediately remove the content. Moreover, both claimant and user keep the option of bringing the case to court at all times. 

tranSparency
As mentioned under the “transparency principle” above, transparency about this process facilitates a public check on 
claims, and on the conduct of the administrative body. The administrative body should only publish notices received after 
having decided that the claim is admissible for further review, unless the user affected requests not to make it public. In 
that case the administrative body should refrain from making the notice public until the full  administrative procedure 
(including appeal, if invoked) has been completed, and only if ruled in favor of the claimant.

appeal
Users and claimants have 5 days to file an appeal, and include further evidence if so desired. During the period allotted 
for appeal, the content may be withdrawn at the user’s discretion, but the service provider hosting the allegedly infringing 
content cannot remove said content. If the user removes the content before the appellate panel reaches a decision, the 
appeal shall be dismissed without prejudice. 

uSer IdentIty
In this system, once the administrative body has decided the claim is admissible, it will request the intermediary in 
question to provide it with contact information from the subscriber. However, the administrative body may not release this 
information to the claimant; the user’s identifying information can only be released to the claimant after a judicial order 
from a traditional court has been issued authorizing the disclosure.  Indeed, in many jurisdictions, including the U.S., the 
E.U., Chile, and Australia, a claimant must always go through the judicial system to obtain identifying information about a 
user, to do otherwise in this system would be atavistic to the rights of users. 

SanctIonS
In the special administrative system, regulators would determine beforehand what a fair penalty is, which must be strictly 
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proportionate to the damages done. It is essential for users to know what constitutes a violation, and what the associated 
penalties are. In this system, a penalty can only be imposed after completion of the administrative process with a verdict 
favorable to the claimant. Access suggests that the only administrative sanction available to copyrights’ infringement is 
the take down of the unlawful content by the intermediary within 3 days from the notification of the administrative body 
decision. Any further penalties shall be pursued through the traditional judicial system. However, should the claimant seek 
to obtain damages in court, a decision by the administrative body in favor of the claimant shall be considered prima facie 
evidence that a violation to copyright has occurred. Furthermore, as noted above, copyright enforcement must never lead 
to the termination of an individual’s access to the internet. 

concluSIon
As access to culture, freedom of communication, and privacy are key to enabling citizens to fully participate in society, 
measures to protect intellectual property, and copyright in particular, must be implemented in a way that supports rather 
than impedes free expression. Specifically, states and private actors should adjust policies with a view to reversing the 
chilling effects on the rights to freedom of expression and privacy that characterize the current notice and takedown 
regime in many countries. This includes, but is not limited to, removing intermediary liability for content hosted on web 
platforms, including fair use provisions for non-commercial and private uses, and ensuring that sanctions imposed are fair 
in relation to the damage done. Measures must be based on principles of transparency, accountability, and appealability, 
each of which is deficient in current notice and takedown setups.

Access proposes an alternative to present copyright enforcement mechanisms, through the establishment of a special 
administrative system. Such a system can provide for an effective and streamlined way to address copyright concerns. It 
can also put in place important safeguards to protect the rights of users, by only allowing the removal of content after a 
ruling by a competent authority, by providing clear appeal opportunities, by establishing pre-determined damages, and by 
protecting the identity of users.

Access is a global movement for digital freedom premised on the belief that political participation and the realization of 
human rights in the 21st century is increasingly dependent on access to the internet and other forms of technology.

For more information, please visit www.accessnow.org or e-mail info@accessnow.org.
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