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Over the past two years, national regulators in the telecommunications and broadcasting 
sectors have often discussed regulatory proposals to impose new rules for what is known as 
“Over-the-Top”or “OTT”) services. These technical and acronym-laden regulatory discussions 
have significant implications for the future of the open internet and the digital rights of users. 

Many proposals have specifically argued that so-called OTT services — comprising many 
of the internet applications and services that we all use every day — should be regulated 
in a manner similar to legacy telecommunications and internet access provider services. 
Initiatives to establish telecom sector-style regulation of “OTT” services are likely to have 
a significant impact on Net Neutrality specifically, as well as more widely on users’ rights 
to free expression, access to information, and the capacity of societies to harness the 
internet’s benefits for economic, social, and cultural development.1 

Without permissionless innovation and Net Neutrality (including the end-to-end principle), 
the internet would not be what it is today. And without smart policy responses to the OTT 
regulatory debate, we risk closing off avenues for innovation and free expression as technology 
advances, when we should be opening them.  

What is “OTT”? Be cautious using this term

The term “Over-the-Top” or “OTT” is a tricky umbrella term. Many telecom regulatory 
discussions are based on a definition of OTT services as referring to “applications and 
services, which are accessible over the Internet and ride on operators’ networks offering 
Internet access services.”2 This definition implies that internet applications are like traditional 
telecommunications applications, when they are not. As the International Telecommunication 
Union (ITU) “ICT Regulation Toolkit” states:

“OTT services are enabled by the de-layering of the industry. IP has separated carriage 
from content and allowed ‘over-the-top’ content and applications providers to deal 
directly with end users over networks whose owners and operators are excluded from 
these transactions.”3

The ITU’s ICT Regulation Toolkit doesn’t provide an exhaustive list of what constitutes “OTT,” 
instead indicating that Voice-over-Internet Protocol (VoIP) was the first “OTT concept,” 
a phrase demonstrating the nebulousness of the term. Other telecommunications regulators 
have noted that the definition needs work, and acceptance of the term can vary. Indeed, the 
national regulators chairing the ITU’s study group on this topic (ITU-T Study Group 3)4 stated:

“As yet there is no widely accepted definition of OTT. It is important that this is addressed 
by ITU, given that the definition will affect the scope of ITU’s analysis of OTT. Our current 
discussions consider OTT to be any Internet application that may substitute or supplement 

[1] For example, placing additional restrictions on the ability for users and other actors 
to easily create and distribute web content will likely result in less locally relevant content 
on the internet, in turn impacting its overall value as well as failing to address demand-
related factors that would otherwise have helped increase internet uptake.
[2] Commonwealth Telecom Organisation, CTO OTT Study, http://www.cto.int/
consultancy/cto-ott-study/.
[3] International Telecommunications Union, ICT Regulation Toolkit / Competition and 
Price / Regulating Over the Top Services, http://www.ictregulationtoolkit.org/toolkit/2.5.2.
[4] http://www.itu.int/en/ITU-T/about/groups/Pages/sg03.aspx
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traditional telecommunication services, from voice calls and text messaging to video and 
broadcast services.”5

That definition is very broad. In effect, the current telecommunications regulatory sphere could 
see nearly all services provided over the internet defined as “OTT” (that is, offered over the top 
layer of the network). 

Use of the term in regulatory proposals can correlate to the interests of the stakeholders 
involved. Telecommunication providers use it to differentiate the services they provide on their 
own networks and under their brand (such as SMS, licensed voice, or enterprise communication 
services) from similar services that run over the internet and use internet protocols (e.g., 
services like WhatsApp, Viber, Skype). This can have regulatory advantages, favoring some 
players over others. For example, in some cases, those using the term can leverage it as a 
catch-all banner to push for more regulation of the internet services and content they choose, 
given that nearly everything on the application layer could be called “OTT.” Indeed, in some 
countries the debate over regulating so-called OTT services is taking place with regard to a wide 
variety of applications and services such as intermediation apps (e.g.,Uber or Airbnb), and large 
online platforms (e.g., discussions about antitrust and web search, content quotas for video 
on demand, or social networks moderating user access to information). 

With respect to telecommunications regulation, participants in the “OTT” discussion should 
use the term cautiously, since it can serve to understate the impact proposed regulations 
can have on the internet services, applications, and content that we use every day. We must 
recognize that when we use “OTT” in this context, we are referring not to a specialized subset 
of services but a broad spectrum of applications, services, and content that millions of 
people rely on. In this paper, we will refer to these services simply as “internet applications 
or services” where it does not cause confusion, since the phrase more accurately describes 
that broad spectrum. 

Understanding what is at stake

In this paper, we focus primarily on the “OTT” regulatory debate in relation to the internet 
and telecommunications sector. Our specific area of interest is the debates before national 
authorities and in the international telecom regulatory sphere — often arising from arguments 
advanced by telecoms operators and some traditional content carriers — on whether to regulate 
“OTT services” in the same way that traditional communications and media technologies are 
regulated. Some of these proposed regulatory measures include: 

4	 Licensing or registration requirements with telecom authorities

4	 Local content production requirements

4	 Local data retention, storage, and law enforcement access requirements

4	 Taxation as broadcasting services or telecommunications services

4	 Universal Service Fund contributions

4	 Local content funds contributions

4	 Public service regulation (including telecom levies and license fees, government 
control and public service obligations)

[5] ITU Blog, Q&A: What’s the economic impact of ‘over-the-top’ (OTT) players, https://itu4u.
wordpress.com/2017/03/15/qa-whats-the-economic-impact-of-over-the-top-ott-players/. 

https://itu4u.wordpress.com/2017/03/15/qa-whats-the-economic-impact-of-over-the-top-ott-players/
https://itu4u.wordpress.com/2017/03/15/qa-whats-the-economic-impact-of-over-the-top-ott-players/
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Within this framing, our primary concern is the impact proposed measures may have 
on human rights. In this regard, we are most concerned by proposals that would require 
companies that offer “OTT” internet applications or services to get a license or register with 
the government before they can make their services available in a country, mandating that 
they be deployed in the same highly controlled way that legacy telecommunications access 
services are deployed.

This type of regulation is a poor fit for internet applications or services, and would have 
negative consequences for internet users, potentially impacting free expression and the 
capacity for innovation. Specifically, requiring individuals or companies to obtain a license 
in order to provide an internet application or service would interfere with the right to free 
expression under the current human rights law interpretation of Article 19 of the International 
Covenant on Civil and Political Rights (ICCPR). A landmark report by the United Nations Special 
Rapporteur on the Freedom of Expression in 2011 spoke to this point, indicating that:

“Furthermore, unlike the broadcasting sector, for which registration or licensing has been 
necessary to allow States to distribute limited frequencies, such requirements cannot be 
justified in the case of the Internet, as it can accommodate an unlimited number of points 
of entry and an essentially unlimited number of users.”6

Some proposals for regulating “OTT” applications or services would also impact Net Neutrality. 
As the Global Network Neutrality Coalition states, “net neutrality requires that the Internet be 
maintained as an open platform, on which network providers treat all content, applications and 
services equally, without discrimination.”7 Mandating an “OTT” license or registration in order 
to be able to offer internet applications or services directly implicates these core principles. 
Internet users would no longer have an open platform for access to these applications or 
services without discriminatory interference at the telecommunications network level. Instead, 
their choices would be limited to the applications or services licensed or registered with 
telecommunications authorities.

In order to avoid regulatory outcomes that harm the open internet and the human rights of 
users, we propose the following high-level policy recommendations to guide engagements 
in OTT debates, which we explain in detail in the following section:

I.	 Avoid applying one-size-fits-all telecom-style licensing frameworks onto internet 
applications or services. 

II.	 Shape regulatory intervention of internet applications or services on a foundation that 
considers the public interest and human rights. 

[6] United Nations - Human Rights Council, Report of the Special Rapporteur on the promotion 
and protection of the right to freedom of opinion and expression, Frank La Rue, 16 May 2011, 
http://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf (while 
noting that “this does not apply to registration with a domain name authority for purely 
technical reasons or rules of general application which apply without distinction to any kind of 
commercial operation”)
[7] Global Net Neutrality Coalition, This Is Net Neutrality, https://www.thisisnetneutrality.org.

http://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf
https://www.thisisnetneutrality.org
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—  L A T I N  A M E R I C A  —

In Brazil, lobbyists have pushed for regulating or otherwise restricting the public availability 
of internet messaging applications such as WhatsApp. Cinema regulatory agencies are also 
looking for authority to tax and regulate internet video-on-demand (VOD) services. 

In Uruguay, lawmakers have proposed new taxation rules for internet applications 
and services. This follows a bill introduced last year to regulate “internet applications” 
in general. 

In Colombia, cable operators are asking for content quotas and broadcasting regulation 
for VOD services.

—  A S I A - P A C I F I C  —

In India, lobbyists have campaigned before the Telecom Regulatory Authority of India 
(TRAI) to push for a telecom licensing frameworks for “OTT” services. TRAI held 
a regulatory workshop on the issue in August 2014 and issued a consultation on “OTT” 
services and Net Neutrality in March 2015. A committee of experts under the Union 
Government’s Department of Telecommunications prepared a draft proposal to require 
licensing/oversight of communications application services in August 2015. TRAI’s 
most recent consultation paper on Net Neutrality (issued in January 2017) delinks 
the issue of “OTT” regulation from the current policy and rulemaking exercise, though 
industry groups have made submissions on “same service, same rules” regulatory 
proposals to the Department of Telecommunications as it solicits input on drafting 
a new National Telecom Policy.

In Vietnam, the government issued a draft “OTT” circular in November 2014, which 
included regulations for internet-based voice and text messaging services and data 
localisation and mandates for local partnership. This regulatory circular appears not 
to have been enforced by Vietnamese authorities.

In Thailand, regulators are considering a proposal for “OTT content providers” that 
emerged in April 2017. The National Broadcasting and Telecommunications Commission 
(NBTC) indicated at the beginning of the summer 2017 that it would initiate a detailed 
regulatory consultation on the proposal, which is based on a background document 
prepared by an external consultancy group, later in the year, and is considering 
implementing its approach here via its legislative proposals regarding the Telecom 
Business Act, the Broadcasting Business Act, and the Frequencies and Allocation Act. 
The NBTC has proposed a registration requirement for “OTT” video services, but as 
of late July 2017, it appeared to reconsider and delay the proposal for three months 
of further study and consideration.

In Indonesia, regulators issued a set of rules for “OTT” applications and services s in 
2016, covering a range of areas. In addition to setting forth rules for legal registration 
and permanent establishment in the country, the regulations also obligate providers of 
internet applications and services established outside of Indonesia to carry out content 
monitoring and comply with all government-issued requests.

How debate on 
regulation of “OTT” 
services is unfolding 
around the world
Listed are key policy and 
regulatory debates that 
illustrate the spectrum of 
discussion on so-called OTT 
services globally.

http://tecnologia.ig.com.br/2016-01-02/para-frear-whatsapp-operadoras-clamaram-por-regulamentacao-conservadora.html
https://tvefamosos.uol.com.br/noticias/ooops/2017/03/01/governo-cogita-cobrar-r-300-milhoes-em-taxas-da-netflix-brasil-em-5-anos.htm
https://tecnoblog.net/192787/netflix-imposto-cota-producao-nacional-ancine/
http://www.elpais.com.uy/informacion/impuestos-servicios-ofrecidos-internet.html
http://www.elpais.com.uy/informacion/dias-estara-ley-aplicaciones.html
http://www.portafolio.co/negocios/a-plataformas-como-neflix-se-les-debe-exigir-contenido-colombiano-asotic-506185
http://www.livemint.com/Industry/PQBixVxByk34hYvlyPx53O/Telcos-seek-level-playing-field-with-overthetop-services-f.html
https://cis-india.org/telecom/blog/otts-eating-into-our-revenue-telcos-in-india
http://www.trai.gov.in/sites/default/files/OTT-CP-27032015.pdf
http://www.trai.gov.in/sites/default/files/OTT-CP-27032015.pdf
http://www.dot.gov.in/reports-statistic/2472
http://www.dot.gov.in/reports-statistic/2472
http://www.trai.gov.in/consultation-paper-net-neutrality-11
http://telecom.economictimes.indiatimes.com/news/coai-seeks-equal-rulesspectrum-road-map-in-new-telecom-policy/59914191
https://www.aicasia.org/wp-content/uploads/2015/01/AIC-comments-on-OTT-Circular-2015-01-06_EN.pdf
http://www.nationmultimedia.com/detail/Economy/30313242
http://casbaa.com/wordpress/wp-content/uploads/2017/03/English-Translation-of-Summary-and-TOC-of-Time-Consulting-Report-on-OTT.docx
http://casbaa.com/wordpress/wp-content/uploads/2017/03/English-Translation-of-Summary-and-TOC-of-Time-Consulting-Report-on-OTT.docx
https://www.mobileworldlive.com/blog/blog-thai-regulator-obsessed-with-curbing-ott-threat/
https://www.dealstreetasia.com/stories/indonesian-government-releases-new-ott-license-regulation-36126/
https://www.dealstreetasia.com/stories/indonesian-government-releases-new-ott-license-regulation-36126/
https://www.kk-advocates.com/articles/guidance-for-ott-service-providers-in-indonesia-is-finally-issued/
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—  M E N A  —

In Morocco, the Telecommunications Regulatory National Agency (ANRT) ordered 
telcos to block Voice over IP (VoIP) services in 2016 on the grounds that companies 
must have a telecommunications license for VoIP services to be made available in 
the country.8 After a court challenge, the block was lifted in November 2016.9 

—  S U B - S A H A R A N  A F R I C A  —

In Kenya, policymakers are considering proposals to require broadcast sector regulations 
for online video services like Netflix and discussing “OTT” regulatory proposals or 
guidelines for the ICT sector targeting internet services and online platforms.

In Nigeria, the Nigerian Communications Commission released a study titled “An overview 
of provision of over-the-top services” that analyzes the state and implications of “OTT” 
services in Nigeria. The commission proposes conducting “a stakeholder’s consultative 
forum on the provision of over-the-top services in Nigeria to determine if regulation is 
required for such services and its impact on the growth of the Nigerian Telecoms industry.”

In South Africa, the South African Parliament’s Committee on Telecommunications and 
Postal Services held a hearing on “OTT Policy and Regulatory Options” in January 2016, 
with presentations by the government, the Independent Communications Authority, telcos, 
tech companies, and other interest groups. The final report of the committee, published in 
March 2016, did not provide any specific recommendations or findings on the issue.

—  G L O B A L :  I N T E R N A T I O N A L  T E L E C O M M U N I C A T I O N S  U N I O N  —

The ITU-T (ITU Telecommunication Standardisation Sector) Study Group 3 has been 
tasked to study the economic impact of “OTT” services. The work area is publicly listed 
to include developing an “international standard on OTT,” and new work on two topics, 
namely the “Impact of OTT bypass” and “Partnerships between OTT players and mobile 
network operators.”

In June 2017, the ITU’s Council Working Group on International Internet-related Public 
Policy Issues opened a consultation on “Public Policy considerations for OTTs,” focusing 
on five topics for written input by August 2017 and a public meeting in September 2017:

4	 What are the opportunities and implications associated with OTT?

4	 What are the policy and regulatory matters associated with OTT?

4	 How do the OTT players and other stakeholders offering app services contribute in 
aspects related to security, safety, and privacy of the consumer?

4	 What approaches might be considered regarding OTT to help the creation of 
environments in which all stakeholders are able to prosper and thrive?

4	 How can OTT players and operators best cooperate at local and international level? 
Are there model partnership agreements that could be developed?” 

[8] Middle East Eye, Morocco banned Skype, Viber, WhatsApp and Facebook Messenger. 
It didn’t go down well, 9 March 2016, http://www.middleeasteye.net/columns/boycotts-
appeals-petitions-restore-blocked-voip-calls-morocco-1520817507. 
[9] TeleGeography, Morocco lifts ban on OTT VoIP services, 7 Nov 2016, https://www.
telegeography.com/products/commsupdate/articles/2016/11/07/morocco-lifts-ban-on-
ott-voip-services/ 
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http://www.middleeasteye.net/columns/boycotts-appeals-petitions-restore-blocked-voip-calls-morocco-1520817507
http://allafrica.com/stories/201606090157.html
http://allafrica.com/stories/201606090157.html
http://www.ncc.gov.ng/index.php?option=com_docman&task=doc_download&gid=696&Itemid=
http://www.ncc.gov.ng/index.php?option=com_docman&task=doc_download&gid=696&Itemid=
https://pmg.org.za/committee-meeting/21942/
https://www.ellipsis.co.za/wp-content/uploads/2016/03/20160308-PCTPS-Final-Report-on-OTTs.pdf
http://www.itu.int/en/ITU-T/studygroups/2013-2016/03/Pages/ott.aspx
http://www.itu.int/en/council/cwg-internet/Pages/consultation-june2017.aspx
http://www.middleeasteye.net/columns/boycotts-appeals-petitions-restore-blocked-voip-calls-morocco-1520817507
http://www.middleeasteye.net/columns/boycotts-appeals-petitions-restore-blocked-voip-calls-morocco-1520817507
https://www.telegeography.com/products/commsupdate/articles/2016/11/07/morocco-lifts-ban-on-ott-voip-services/
https://www.telegeography.com/products/commsupdate/articles/2016/11/07/morocco-lifts-ban-on-ott-voip-services/
https://www.telegeography.com/products/commsupdate/articles/2016/11/07/morocco-lifts-ban-on-ott-voip-services/
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Our discussion above shows that in considering regulating “OTT” services, there are 
legitimate concerns for regulators, technical operators, businesses, and users. In that context, 
policymakers could apply a number of regulatory solutions, but these ought to address 
the particularities of the issues and service under scrutiny, rather than applying a single 
predetermined “fix.” Regulations could be applied ex post or ex ante, but the goals, the local 
context, and the interests at play should determine what they will be (versus, for example, 
applying new rules on a theory of achieving regulatory “parity” with telecommunications 
providers). Regardless of the regulatory proposal in question, stakeholders must take care 
to safeguard the fundamental rights of users and preserve the open internet as an engine 
for innovation and development. To achieve a rights-respecting, user-empowering regulatory 
model, we offer the following recommendations:

Regulatory regimes should be fit-for-purpose. We ought not to apply telecom-style licensing 
regulations to internet services or mobile apps — even those offering online communication 
services — if they are not being launched or commercially offered as telecom services (which 
are precisely defined in most national telecommunications legal frameworks). This would 
subject them to licensing requirements or pre-government authorisations specific to the 
telecom or broadcast sector, and this can harm free expression and the open internet.

—  T E L E C O M  S E R V I C E S  —

There are strong public interest reasons for regulating telecommunications services and imposing 
specific obligations (such as “must carry,” neutrality, regulated pricing, etc.) For instance: 

Telecommunications industries exploit scarce resources that belong to the “eminent 
domain” of states: namely telecommunications spectrum and in some cases 
infrastructure that was built by governments.10 This earlier thinking of “scarcity” 
in broadcast spectrum is key to understanding the “must carry” regulations often 
enforced on telecommunications,11 and cable TV and the “content quotas” that are 
imposed on audiovisual service providers.12 There is a public interest in protecting 
freedom of expression in all its facets and pluralism via “positive discrimination” 
when private players are granted exclusive or semi-exclusive rights to use public 
resources such as radiofrequency spectrum and common telecom physical infrastructure.

Additionally, the exploitation of public resources by telecommunications operators 
implies an economic advantage that is there from the beginning and that justifies 
regulations about investment quotas, universal service obligations, social tariffs, etc. 

[10] This is especially true in the case of Latin America before the telecommunications 
liberalisation in the 90s.
[11] “Must-carry obligations… require certain television and or radio channels to be carried 
over certain networks” https://www.twobirds.com/en/news/articles/2003/mustcarryrules; 
[12] “Countries with massive domestic markets like the United States and India have considered 
there is no need to protect the output of their cultural sectors and have not introduced content 
regulation… Other countries have responded with measures that include content quotas, direct 
subsidy, taxation concessions and the establishment of publicly funded broadcasters. Many have 
used a mix of measures.” http://musicinaustralia.org.au/index.php?title=Broadcasting_Content_
Quotas_%E2%80%94_An_International_Overview 

Be cautious about 
seeking to “level the 
playing field”: the 
difference between 
telecom services and 
internet applications 
or services

I.	 Avoid applying one-size-fits-all telecom-style licensing frameworks onto internet 
applications or services 

OUR RECOMMENDATIONS

https://www.twobirds.com/en/news/articles/2003/mustcarryrules
http://musicinaustralia.org.au/index.php?title=Broadcasting_Content_Quotas_%E2%80%94_An_International_Overview
http://musicinaustralia.org.au/index.php?title=Broadcasting_Content_Quotas_%E2%80%94_An_International_Overview
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This advantage is economy of scale.13 This is particularly true these days when 
“triple-play” or “convergent” operators are appearing throughout the world. Not 
every company will be able to offer such efficient communications “bundles” or 
“packs”; meaning that the telecommunications markets have high barriers to entry 
and therefore are prone to cartelisation and concentration (lack of competition).

—  I N T E R N E T  A P P L I C A T I O N S  A N D  S E R V I C E S  ( “ O T T ” )  —

Meanwhile, in contrast:

The internet is defined by abundance, not scarcity.14 Even though there are services 
/ protocols that serve the same function as telecommunications technologies (instant 
messaging, Voice over IP, video on demand, etc.), the reasons for regulating their use are 
different. The case for licensing-style regulatory intervention in the name of supporting 
either diversity or competition has not been made.

On diversity: On the internet, anyone who has access to the network can benefit from 
its neutral and open characteristics. Freedom and consumer choice are, by definition,15 
often the main factor that decides what kind of content or service is popular. Moreover, 
since there are no fixed quotas or quantitative limitations to content, actors who have 
difficulty getting their own media outlets, or whose dissident or minority viewpoints 
deter broadcasters, can reach interested communities on the internet.16 In conclusion, 
the barrier of entry to the communications “market” on the internet is low enough 
that almost any interested party can operate a communications service or a media 
outlet, effectively supporting democratisation of speech. Where there are significant 
barriers to entry or network effects from dominant players impeding diversity or the 
functioning of the market, antitrust/competition law authorities certainly have a role 
and must engage.

On competition: In theory, economic actors “compete” to sell products or services that 
may offer similar value, and could serve as substitutes for one another. However, users 
are migrating in their choice of technologies rather than in the use of products or services; 
telecommunications services and services based on internet protocols are so different that 
they could barely be considered competing “substitutes.” Consider SMS vs. internet 
messaging apps like Viber, Signal, WhatsApp, or Snapchat: their business models are 
different (consumption vs. data exploitation); the technology they use is different; the barrier 
of entry to the market is different (and therefore the offering of alternatives is different); and 
their degree of availability to the public is different (there are messaging platforms that 
are open for everyone to use while others are closed or exclusive. Not having access to one 
of them does not imply endangering the right to communication, while not having access 
to SMS, for instance, leaves the user with very few or no available substitutes).

[13] During the telecommunications deregulation of the 90s in Latin America, telecommunications 
operators acquired privatized essential facilities that formerly belonged to the state and 
were provided with long-term concessions and territories for their exclusive exploitation. 
This led to de facto monopolies in different regions in countries which allowed them to 
set up very efficient cost structures. After the concessions ended and spectrum permits 
were put on public auction again, these players would count with a technological and 
cost structure that would allow them to be almost unbeatable.
[14] https://www.wired.com/1997/09/newrules/
[15] Violations of neutrality, shutdowns (on various forms), surveillance and its chilling effect, 
etc., are exceptions, but they also happen on telecommunications networks and other ICTs.
[16] This includes, but is not limited to: indigenous populations, citizen journalists, LGBTI 
collectives, localized / multilingual content creators, artists outside the copyright-driven 
production scheme, etc. 

Be cautious about 
seeking to “level the 
playing field”: the 
difference between 
telecom services and 
internet applications 
or services
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Safeguarding free expression and Net Neutrality requires treating “OTT” services — including 
Video on Demand (VOD), Voice over Internet Protocol (VoIP), mobile messaging, etc. 
— the way we treat any other kind of internet traffic. It is therefore crucial that we 
carefully examine proposals for new laws, regulations, or amendments to existing legal 
frameworks that would create telecom licensing-style rules for internet platforms and 
online services, as they would directly impact users’ capacity to enjoy their rights to free 
expression and access to information.

This does not mean that “OTT” services should never be subject to any regulation whatsoever. 
For instance, there may be exceptions if particular services use restricted public resources that 
integrate the licensed telecom layer. Such situations may require the adoption of some or all 
parts of national telecom regulatory requirements. 

National governments may also consider economic regulatory proposals such as taxation 
measures for e-commerce or application/services sales taking place within their jurisdiction, as 
well as wider international regulatory discussions regarding transfer pricing with respect to ICT 
services. In any case, taxation schemes should consider the specific traits of different services 
and companies behind them so as not to represent a barrier of entry for small businesses. 

Public policy for the internet (and convergent communications technologies) must consider 
the public interest in realizing fundamental rights and meet social needs in a manner 
that is respectful of local socio-cultural contexts. It is crucial to distinguish between 
a framework of regulating the technology itself and regulating human behavior while 
using the technology. Regulating the technology itself — without considering its social 
role and implications — can introduce inequalities. Regulating conduct can be easier, 
more targeted, and less a danger tor technological innovation. 

Nevertheless, not every attempt to regulate new technologies or business practices retards 
innovation or damages free expression. Legal frameworks and regulatory regimes can enable 
users to realize their digital rights and enjoy the other benefits the internet brings. Examples 
of a positive regulatory discussion include helping to clarify that companies running user-
generated-content services should not be required to police and censor speech outside of legal 
process;17 or that rule-based smart spectrum allocation advances innovation and the public 
interest; or that policies that protect users’ data increases trust in new communication services.18 

[17] A common illustration of this are frameworks to define and limit the liability of internet 
intermediaries, often referred to as intermediary liability laws.
[18] For instance, several telecom regulators have been acting to try to safeguard and 
strengthen legal measures to protect user data and privacy in telecommunications 
and mobile messaging. In the U.S., the Federal Communications Commission passed 
broadband privacy rules in 2016, though these were later repealed by the U.S. Senate 
after the 2016 elections (see https://www.accessnow.org/access-now-condemns-u-s-senate-
measure-gut-internet-privacy/). The European Union is currently considering reforms to 
its e-Privacy package which would include a measure to clarify and strengthen oversight of 
“OTT” messaging services in order to safeguard user rights to privacy and confidentiality of 
communications (see https://www.accessnow.org/europes-eprivacy-regulation-must-level-
playing-field-users/). The Indian TRAI also launched a new consultation process in August 2017 
on the issue of privacy, security, and ownership of data in the telecom sector (see http://trai.
gov.in/consultation-paper-privacy-security-and-ownership-data-telecom-sector).

II. 	Shape regulatory intervention of internet applications or services on a foundation 
that considers the public interest and human rights 

https://www.accessnow.org/access-now-condemns-u-s-senate-measure-gut-internet-privacy/
https://www.accessnow.org/access-now-condemns-u-s-senate-measure-gut-internet-privacy/
https://www.accessnow.org/europes-eprivacy-regulation-must-level-playing-field-users/
https://www.accessnow.org/europes-eprivacy-regulation-must-level-playing-field-users/
http://trai.gov.in/consultation-paper-privacy-security-and-ownership-data-telecom-sector
http://trai.gov.in/consultation-paper-privacy-security-and-ownership-data-telecom-sector


accessnow
.org

9

UNDERSTANDING THE DIGITAL RIGHTS IMPACT OF THE OVER THE TOP DEBATE

When considering proposals to regulate internet applications or services, we must consider 
issues such as privacy and data protection, in addition to cross-cutting regulatory regimes 
such as consumer protection law, tax and transfer pricing, emergency and disaster response 
protocols, and antitrust scrutiny. Those issues and broader general-conduct legal standards 
are beyond the scope of this current paper, but they should be addressed, separately from 
the question of whether we should regulate “OTT” services the way we do telecom services. 

We must be skeptical of arguments that telecom services and internet applications or 
services are perfect substitutes for one another. While they can offer similar functionality, 
they are based in different technologies that relate to state-level interests in a different 
manner.19 We must also remember that many of the economic arguments advanced to 
further telecom licensing-style regulation for internet applications or services have been 
contested, with research finding, for example, that the expanding use of data services 
might actually benefit telcos.20

As a May 2017 paper from the consultancy Communications Chambers noted, there is 
a “free rider” fallacy generally at play in this debate, arising out of a failure to recognize 
that internet applications can create demand for network access, and that application 
providers are in fact investing in telecom networks particularly with respect to servers 
and network infrastructure.21 

[19] I.e. telecommunications regulation is based on the exploitation of public goods (land use 
easements; exploitation of spectrum, etc.) that are have scarcity or interference-related 
concerns. The regulation of internet services is related to specific protocols (TCP/IP; SMTP, 
P2P, etc.) and to the content of communications that travel through physical infrastructure. 
In the case of internet applications and services, there are no technical limits for the existence 
of multiple providers / suppliers.
[20] See e.g.- Deepak Shenoy, Telcos are NOT Losing Money To Data Services, 
MediaNama.com,16 April 2015 http://www.medianama.com/2015/04/223-net-neutrality-
telcos-are-not-losing-money-to-data-services-deepak-shenoy/; SaveTheInternet.in 
filing to Telecom Regulatory Authority of India consultation paper on differential pricing, 
http://www.savetheinternet.in/files/diffpricing-cc.pdf (pages 5 - 9, speaking to telco 
earnings call with respect to India and confidence in being able to grow and afford capital 
investments despite online services).
[21] Brian Williamson: Communications Chambers, Deconstructing the “level playing 
field” argument – an application to online communications, May 2017, available at 
http://static1.1.sqspcdn.com/static/f/1321365/27575015/1495793366237/LPFMay24.
pdf?token=AxPym8wn4wb%2BAPWBXfxpyAkgLUE%3D

http://www.medianama.com/2015/04/223-net-neutrality-telcos-are-not-losing-money-to-data-services-deepak-shenoy/
http://www.medianama.com/2015/04/223-net-neutrality-telcos-are-not-losing-money-to-data-services-deepak-shenoy/
http://www.savetheinternet.in/files/diffpricing-cc.pdf
http://static1.1.sqspcdn.com/static/f/1321365/27575015/1495793366237/LPFMay24.pdf?token=AxPym8wn4wb%2BAPWBXfxpyAkgLUE%3D
http://static1.1.sqspcdn.com/static/f/1321365/27575015/1495793366237/LPFMay24.pdf?token=AxPym8wn4wb%2BAPWBXfxpyAkgLUE%3D
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As we have noted, stakeholders in this debate must use the term “OTT” cautiously, since it 
can serve to understate the impact that some regulatory proposals can have on the internet 
applications or services that  we use every day. Overbroad, telecom-style regulation and 
licensing can harm the open internet and the principles that sustain our enjoyment of digital 
rights, impacting in particular permissionless innovation, Net Neutrality (including the end-
to-end principle), and low barriers of entry.

Thus, we should counter the trend towards the commoditization of the internet, where 
applications are licensed separately and offered in “bundles” with internet connection packs — 
the trend we are seeing with “zero rating” and Internet.org-style connectivity solutions. 
We must safeguard the basic principles and narratives of the free, open, neutral, and 
interoperable internet. It is those features that enabled the growth and development of this 
technology in the first place.

Nevertheless, we cannot assume a universally libertarian, anti-regulation position. Instead, 
we should push for context appropriate, fact-based regulatory models that defend and 
extend the rights of users, without jeopardizing the core principles that keep the internet 
free and open for innovation. 

Examples of regulation that would benefit users and protect rights include:

4	 Safeguarding Net Neutrality in the law;

4	 Protecting principles to keep the internet open to innovation and free expression, such 
as the end-to-end principle, open protocols, and the ability to communicate securely;

4	 Advancing meaningful data protection and privacy laws and measures to safeguard 
the rights of users;

4	 Extending connectivity through rights-respecting, equitable programs and infrastructure;

4	 Fighting corporate and government surveillance mechanisms and fostering the 
improvement of technical measures to protect privacy (including strong encryption);

4	 Maintaining clear emergency services communication solutions; and

4	 Holding companies accountable to their human rights obligations, particularly 
those relating to preventing harm to users — failing which, ensuring a focus on 
remedy and redress.

Access Now defends and extends the digital rights of users at risk around the world. 
By combining innovative policy, global advocacy, and direct technical support, we fight 
for open and secure communications for all.

We are a team of 40, with local staff in 10 locations around the world. We maintain 
four legally incorporated entities — Belgium, Costa Rica, Tunisia, and the United 
States — with our tech, advocacy, policy, granting, and operations teams distributed 
across all regions.
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