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I would like to thank the members of the Committee on Rules of Practice and
Procedure of the Judicial Conference of the United States for allowing me to testify in front of
you today. My name is Amie Stepanovich and I am Senior Policy Counsel with Access, an
international digital rights nongovernmental organization.1 Founded in the wake of the 2009
Iranian postelection crackdown, Access seeks to defend and extend the digital rights of users
around the world.2 Today I am also testifying on behalf of the Electronic Frontier Foundation.3
The Electronic Frontier Foundation, or EFF, was founded in 1990 and champions user
privacy, free expression, and innovation through impact litigation, policy analysis, grassroots
activism, and technology development.4
Introduction
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My testimony today will focus on the second proposed change to Federal Rule of
Criminal Procedure 41.5 Specifically, the proposed change I would like to discuss grants
magistrate judges authority to issue warrants within an investigation under the Computer
Fraud and Abuse Act to remotely search protected computers that have been damaged
without authorization and to seize or copy electronically stored information on those
computers when the computers are located in five or more districts and are not otherwise
within that magistrate’s jurisdiction.6 As discussed in the relevant Committee Note, this
change specifically involves the creation and control of “botnets.”7 Today, I will provide to the
committee some technical background on botnets, the unique natures of botnets that would
cause the rule change to have an overbroad, substantive impact on computing, and how the
Department of Justice’s interpretation of the Computer Fraud and Abuse Act,8 or CFAA, could
compound these impacts. I will end discussing how the proposed change could cause more
harm than good in practice. Instead, we propose that a statutory solution is pursued to
address the special challenges of unlawful botnets.
What are botnets?
The term “botnet” is short for “robot network.” A botnet is a network of computers that
have been linked together.9 Botnets can consist of anywhere from a few computers to several
million, as was the case with the Mariposa botnet, which was shut down in 2009,10 as well as

5

Preliminary Draft of Proposed Amendments to the Federal Rules of Appellate, Bankruptcy, Civil and
Criminal Procedure, 33842 (August 2014), available at
http://www.uscourts.gov/uscourts/rules/preliminarydraftproposedamendments.pdf.
6
Id.
7
Id.
8
Computer Fraud and Abuse Act, 18 U.S.C. § 1030 (2014).
9
Build you own botnet with open source software, WIRED,
http://howto.wired.com/wiki/Build_your_own_botnet_with_open_source_software#Business_Usages (last
visited Oct. 29, 2014).
10
John Leyden, How FBI, police busted massive botnet, The Register (Mar. 3, 2010), available at
http://www.theregister.co.uk/2010/03/03/mariposa_botnet_bust_analysis/.

2

the most infamous botner, the Conficker, first discovered in 2008.11 Unlawful botnets are
created when computers are infected with malicious code, known as malware.12 The type of
malware that creates a botnet allows the infected computer to be remotely accessed and
controlled by a third party, often without the owner’s knowledge.13 The infected computers in a
botnet are sometimes known as “zombies.”14
Botnet malware may sit stagnant on an infected computer for months or years without
causing any additional harm to the computer itself or any other system, and without coming to
the attention of the computer’s owner or operator. Some botnets may never actually be
utilized and may be patched without incident. In the case of Conficker, the botnet went largely
unused despite its massive size, resiliency, and duration.15
Not all networked computers are intended for malicious or unlawful purposes. Lawful
systems that closely resemble botnets in structure also exist and are used for communication
and coordination.16 In business contexts, these systems may be used to create a cloud
computing system, to capitalize on spare computing resources, to balance application loads,
and for testing purposes.17 They may also be created and used to harness processing power
in order to conduct scientific experiments or monitor emerging weather patterns.18
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Substantive Impacts of the Proposed Rule 41 Amendment
On account of their distributed nature, investigations of unlawful botnets undoubtedly
pose a significant barrier to law enforcement. Access and EFF empathize with these
challenges and are willing to work with members of Congress and leaders in law enforcement
to develop an appropriate and rightsrespective response. However, due to the same
considerations, the proposed rule change presented today as a procedural modification would
have a significant substantive impact, including on rights otherwise guaranteed under the
Fourth Amendment and international law. Accordingly, we urge the rejection of the proposed
amendment to Rule 41 in favor of pursuit of a statutory solution promulgated democratically in
an open, public, and accountable legislative process.
The CFAA, initially passed in 1986, has traditionally been used to prosecute the theft
of private data or damage to systems by way of malicious hacking.19 The CFAA was designed
to provide justice for victims of these activities by offering a remedy against the perpetrators 
the plain text of the relevant section of the CFAA clearly focuses on knowing or intentional
malicious activity.20 Using this authority, magistrate judges issue warrants against those who
create and use unlawful botnets, controlling the infected computers of otherwise innocent
users.21 However, the proposed amendment unilaterally expands these investigations to
further encompass the devices of the victims themselves  those who have already suffered
injury and are most at risk by the further utilization of the botnet.22 And, as noted, a single
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botnet can include millions (or tens of millions) of victim’s computers, which may be located
not only across the United States, but anywhere around the world.23
Victims of botnets include journalists, dissidents, whistleblowers, members of the
military, lawmakers and world leaders, or protected classes. Each of these users, and any
other user subject to search or seizure under the proposed amendment, has inherent rights
and protections under the U.S. Constitution, the International Covenant on Civil and Political
Rights, and/or other wellaccepted international law.24 Without reference to or regard for these
rights and protections, the proposed change would subject any number of these users to state
access to their personal data on the ruling of any district magistrate. This is a substantive
expansion of the CFAA. Today we are in the midst of a national, not to mention global,
conversation about the appropriate scope of government surveillance. The U.S. Congress is
actively considering a number of proposals to reform both international and domestic
surveillance activities.25 The proposed amendment is an end run around this process.
Further complicating matters, the proposed change being considered here today will
likely have ramifications for a large number of users who are not even a part of a botnet.
These users may be tangentially connected to a botnet through any number of means, such
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as the use of a common shared server or service provider. For example, earlier this year
Microsoft applied to a federal judge for a court order to assist in dismantling a pair of botnets
that encompassed a total of about 18,000 computers.26 The resulting action led to the
disruption of service for nearly 5,000,000 legitimate websites or devices on which 1,800,000
additional nontargeted users were engaging in legitimate, constitutionally protected speech.27
These other users had no connection to the botnets nor were they known to have broken any
law, and instead were only guilty of using the same service as the botnet operators, a fact that
caused a public outcry among the public and civil society.28
While the Microsoft case was a civil action, and not pursued in a criminal context, it is
a good example of the the unsettled legal nature of these issues and the difficulty in crafting
narrowlytailored and appropriate remedies. This potential for farflung damage requires a
careful balancing of rights and responsibilities that is best accomplished through the public
legislative process.
Overbroad Application of the CFAA
The above problems are exacerbated by overbroad interpretations of the CFAA itself.
Federal prosecutors have forcibly expanded the scope of the CFAA through the overuse of
the “without authorization” prong to encompass a range of unanticipated, and patently
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inappropriate, activities: users have been charged with violating the CFAA for violating online
terms of service, researching website vulnerabilities, and lying on social media profiles.29
Aaron’s Law  so named for technologist Aaron Swartz who was aggressively
prosecuted under the CFAA eventually leading to his suicide  has been introduced in the
House of Representatives by Representative Zoe Lofgren with six cosponsors to restrict
these overuses.30 However, until either Congress or the U.S. Supreme Court are able to
permanently rectify these misapplications of the CFAA, there is a danger that the proposed
amendment could be used in a shocking number of unintended instances. This is particularly
concerning because, as explained above, there are several properlyestablished and
otherwise lawful computer networks that the proposed rule would likely encompass.
Increasing the potential impact of the proposed amendment, any small networked group of
computers may be subject to invasive surveillance at the whim of an overzealous prosecutor
and a compliant judge. Further, as also explained above, since the proposed amendment
targets victim computers and not the devices of bad actors, it would be enough for a computer
connected to a lawful network to carry a virus or to have violated a standard shrinkwrap
agreement to justify this surveillance, a move that carries heavy implications for constitutional
rights and rights under international law.
The Proposed Amendment in Practice
I have described how the proposal could bring an enormous number of computers
belonging to innocent users into the purview of the CFAA and subject them to law
enforcement surveillance. In applying the proposed amendment, it is likely that law
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enforcement could cause more harm to these users than the botnet it has seeks to
investigate. Specifically, the use of the word “seizure” in the proposal, an undefined term,
could authorize any amount of invasive activity. For example, as in the Microsoft case
described above, law enforcement could intercept and reroute legitimate internet traffic.
Further, the ambiguity in the language could potentially be interpreted to encompass a level of
government hacking into private networks. Even groups that are supportive of this type of
government activity concede that it necessarily requires statutory authorization.31
The range of offensive cybersecurity measures available to law enforcement vary from
passive measures like beaconing  causing files to broadcast back to a preordained location 
to active and potentially harmful measures that interfere with the operation of the computer or
its communications with other devices. The proper limits for use of offensive measures should
be subject to public debate. While limits have been raised through various statutory vehicles
in recent years, none have gained significant public support, and one has received not one,
but two veto threats from the White House.32 It is not the place to preempt these continued
conversations through implementation of a procedural measure.
Conclusion
The proposed amendment before the Committee today is a substantive change to
federal law masquerading as a procedural measure. Once again, I urge you to reject the
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proposal and to, instead, support the exploration of appropriate statutory solutions for any
legal gaps in the investigation, pursuit, and prosecution of those responsible for unlawful
botnets. Thank you. I look forward to your questions.
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