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Digital access, shutdowns, and surveillance
Private actors and respect for free expression
A side event at the 35th Session of the UN Human Rights Council (HRC)
14th June 2017, 12:00 – 13:30
Room XXIV, Palais des Nations

On 1 July 2016, the UN Human Rights Council (HRC) unequivocally condemned “measures to intentionally prevent or disrupt access to or dissemination of information online”, and called on States to desist and refrain from such practices (HRC res 32/13). 
One year on from this significant resolution, in his report to the 35th HRC Session, the UN Special Rapporteur on freedom of expression, David Kaye, is concerned that States continue to engage in such practices – whether to frustrate access to information during election campaigns or to provide a shield of secrecy for violent crackdowns on protests – against the commitments they have made at the HRC.

Unpacking why these shutdowns violate international human rights law, the Special Rapporteur specifies that they are just one of several concerning practices where States are pressuring private actors, such as telecommunication companies and internet service providers, to control, censor and monitor what we can see and share online. 
The report elaborates on how private actors are, for instance, routinely deputised for governments’ unlawful surveillance efforts: vague laws require extensive retention of user data and disclosure on request, requirements to limit or weaken encryption, to enable direct access to networks, often on the basis of spurious or sweeping national security justifications, and without judicial authorisation or oversight. This underscores the close interrelationship between privacy and freedom of expression in the digital age.  States’ failures to protect net neutrality, allowing businesses to pursue profit at the expense of equitable access, is also identified as a particular threat to economically disadvantaged groups, which may further marginalise them in their access to information and public participation. 

Although the Special Rapporteur emphasises States bear the primary obligation to end these violations, he also stresses that digital access providers must play their part, in particular as suppliers of a public good uniquely situated to effectively resist government censorship and surveillance efforts. Incorporating human rights safeguards by design, resisting and challenging government requests that violate human rights, maximising transparency, and ensuring remedies, are among the suggested responsibilities that they must take on at a minimum, in line with the Guiding Principles on Business and Human Rights. 
ARTICLE 19’s new policy on Freedom of Expression, Telcos and Access will be launched at the event. 

Join the UN Special Rapporteur and experts from the private sector and civil society to discuss: 
· Who gets hurt when governments shut down the Internet? 

· What responsibilities do private actors have to resist government censorship and surveillance, and ensure a free and open Internet?

· What more must the HRC do before it can be regarded as a champion of digital rights?

Panellists:
David Kaye, UN Special Rapporteur on Freedom of Opinion and Expression 

Gayatri Khandhadai, Association for Progressive Communications (APC)
Julie Owono, Executive Director, Internet Without Borders
Laura Okkonen, Head of Human Rights, Nokia; Chair of the Industry Dialogue

Patrik Hiselius, Senior Adviser on Digital Rights, Telia Company; GNI Board Member
Moderator:
Thomas Hughes, Executive Director, ARTICLE 19
