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Overview of 2023 data
Documented internet shutdowns by year *

Number of countries where shutdowns occurred

Total number of shutdowns

Total number of shutdowns, not including India

* These numbers reflect the latest data available as of publication of this report and include updates to previously 
published totals for past years.

78 48
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India: 116
Myanmar: 37
Iran: 34
Palestine: 16 **
Ukraine: 8 **
Pakistan: 7
Iraq: 6
Azerbaijan: 5
Ethiopia: 4
Senegal: 4

Bangladesh: 3

Russia: 3

Jordan: 3

Libya: 3

China: 2

Guinea: 2

Mauritania: 2

Oman: 2

Tanzania: 2

Turkmenistan: 2

Sudan: 2

Syria: 2

Türkiye: 2

Algeria: 1

Brazil: 1

Cuba: 1

Gabon: 1

Indonesia: 1

Kenya: 1

Lebanon: 1

Mozambique: 1

Nepal: 1

Qatar: 1

Saudi Arabia: 1

Somaliland: 1

Suriname: 1

United Arab Emirates: 1

Uganda: 1

Venezuela: 1

** Shutdowns were imposed by external parties in Palestine and Ukraine. published totals for past years.
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Shutdown triggers in 2023
Conflicts Protests Exams Elections

74 shutdowns 
in 9 countries 
during conflicts

63 shutdowns 
in 15 countries 
during protests

12 shutdowns in 
6 countries “to 
prevent exam 
cheating”

5 shutdowns in 
5 countries tied 
to elections

2023: 74

2022: 36

2021: 19

2020: 15

2019: 52

2018: 2

2017: 3

2016: 3

2023: 63

2022: 63

2021: 39

2020: 16

2019: 65

2018: 45

2017: 37

2016: 27

2023: 12

2022: 8

2021: 11

2020: 8

2019: 8

2018: 11

2017: 7

2016: 6

2023: 5

2022: 5

2021: 7

2020: 10

2019: 12

2018: 12

2017: 6

2016: 5

Shutdown trends in 2023
1. Shutdowns continue to shroud grave human rights abuses and violence

51 shutdowns in 11 countries 
coinciding with documented grave 
human rights abuses ***

Azerbaijan, Ethiopia, Iran, Jordan, 
Mauritania, Myanmar, Palestine, Russia, 
Somaliland, Sudan, Ukraine

*** Grave human rights abuses include cases where there is evidence of violence, including murder, torture, 
rape, or apparent war crimes by governments, militaries, and police or security forces.

2. Authorities must refrain from normalizing platform blocks

53 blocks across 25 countries in 2023, up from 39 blocks across 29 

countries in 2022

Grindr is the second-most blocked 
messaging platform outside of India 
after Facebook, impacting people in 
12 countries and targeting LGBTQ+ 
spaces

China, Indonesia, Iran, Jordan, Lebanon,
Oman, Pakistan, Qatar, Saudi Arabia,
Tanzania, Türkiye, United Arab Emirates

Emerging

trigger in 2023:

Natural

disasters

4 shutdowns 
in 4 countries 
during
natural 
disasters
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3. Worst offenders are entrenched and emboldened in the use of shutdowns

4. The geographic scope of shutdowns is broadening

In 2023, only 30.4% of all shutdowns were on the smallest scale (only affecting one 
city, county, or village), whereas 46.8% of all shutdowns were on this scale in 2022.

80 shutdowns impacted multiple regions or entire countries, the highest number 
of such shutdowns recorded since 2016.

1,153  

days since

Nov. 4, 2020
****

Tigray, 
Ethiopia

Dozens of townships 
across Myanmar

864 

days since

Aug. 2021
****

694 

days since

Feb. 2022
****

35 
shutdowns 

persisted from 

2023 into 2024

Panjgur, 
Pakistan

****Number of days as of Dec. 31, 2023

People in 17 countries were 

subjected to a shutdown for 

the entire year in 2023

Since 2016 New offenders in 2023

1,458
shutdowns around the world

Kenya *****

Mozambique

Nepal

Suriname 
***** First shutdown imposed by the government 
of Kenya; previous shutdowns in 2020  
were imposed by a third party

82
countries affected

Lebanon

Qatar

United Arab Emirates
Countries with multi-year platform blocks in
place appearing in the STOP database for the
first time

334
#KeepItOn coalition members from 
106 countries
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Authorities in the Asia Pacific region deepened 
their suppression of digital rights in 2023, including 
through the heavy use of internet shutdowns. For 
the sixth year in a row, India leads the way in the total 
number of recorded government shutdown orders 
with 116. However, the 37 shutdowns we were able 

to record in Myanmar are only a fraction of what were 
likely hundreds ordered by the junta, as the continued 
rise of violence makes documenting disruptions 
extremely difficult. Pakistan and Bangladesh 
continued to impose shutdowns, particularly during 

1 See, e.g., Cloudflare (2023). Cloudflare’s view of Internet disruptions in Pakistan. https://blog.cloudflare.com/cloudflares-view-
of-internet-disruptions-in-pakistan/; The Daily Star (2023). BTRC asks telecom operators to shut down internet for 9 hours in 
Nayapaltan. https://www.thedailystar.net/news/bangladesh/news/btrc-asks-telecom-operators-shut-down-internet-9-hours-
nayapaltan-3454956/

2 Time (2016). Indonesia Wants to Ban Grindr and Dozens of Other Gay-Networking Apps. https://time.com/4496531/
indonesia-lgbt-grinder/; OONI (2024). Web Connectivity Test, www.grindr.com. https://explorer.ooni.org/chart/mat?test_
name=web_connectivity&axis_x=measurement_start_day&since=2023-01-01&until=2024-04-01&time_grain=day&probe_
cc=ID&domain=www.grindr.com 

3 Time (2023). Nepal Bans TikTok and Tightens Control Over All Social Media Platforms. https://time.com/6334769/nepal-
tiktok-ban-social-media-regulation/

4 TechCrunch (2021). Rising encrypted app Signal is down in China. https://techcrunch.com/2021/03/15/signal-is-down-in-
china/; NBC News (2022). Grindr disappears from app stores in China amid internet clean-up campaign. https://www.nbcnews.
com/news/world/grindr-dating-disappears-china-app-stores-internet-clean-campaign-rcna14531/

protests;1 Indonesia continued to block Grindr;2 and 

Nepal joined the shame list in 2023 with its blocking of 
TikTok.3 Against a backdrop of extensive censorship 
under the Great Firewall, China maintained ongoing 

blocks of Signal and Grindr.4

Myanmar

Since February 1, 2021, when Myanmar’s junta seized 

Asia Pacific (APAC) 
Regional overview in 2023

2021 2022 2023

133
shutdowns

7 
countries

106
shutdowns

167 
shutdowns

8 
countries

7 
countries

India: 116

Myanmar: 37

Pakistan: 7  Bangladesh: 3 
China: 2 Indonesia: 1 Nepal: 1

joined the offender list  
for the first time in 2023

Nepal

6 of these 7 countries are among  

the most entrenched repeat offenders

128 out of 167 shutdowns in the region ocurred alongside reported violence
India: 97  Myanmar: 27  Pakistan: 4

76.6%

https://blog.cloudflare.com/cloudflares-view-of-internet-disruptions-in-pakistan/
https://blog.cloudflare.com/cloudflares-view-of-internet-disruptions-in-pakistan/
https://www.thedailystar.net/news/bangladesh/news/btrc-asks-telecom-operators-shut-down-internet-9-hours-nayapaltan-3454956/
https://www.thedailystar.net/news/bangladesh/news/btrc-asks-telecom-operators-shut-down-internet-9-hours-nayapaltan-3454956/
https://time.com/4496531/indonesia-lgbt-grinder/
https://time.com/4496531/indonesia-lgbt-grinder/
https://explorer.ooni.org/chart/mat?test_name=web_connectivity&axis_x=measurement_start_day&since=2023-01-01&until=2024-04-01&time_grain=day&probe_cc=ID&domain=www.grindr.com  
https://explorer.ooni.org/chart/mat?test_name=web_connectivity&axis_x=measurement_start_day&since=2023-01-01&until=2024-04-01&time_grain=day&probe_cc=ID&domain=www.grindr.com  
https://explorer.ooni.org/chart/mat?test_name=web_connectivity&axis_x=measurement_start_day&since=2023-01-01&until=2024-04-01&time_grain=day&probe_cc=ID&domain=www.grindr.com  
https://time.com/6334769/nepal-tiktok-ban-social-media-regulation/
https://time.com/6334769/nepal-tiktok-ban-social-media-regulation/
https://techcrunch.com/2021/03/15/signal-is-down-in-china/
https://techcrunch.com/2021/03/15/signal-is-down-in-china/
https://www.nbcnews.com/news/world/grindr-dating-disappears-china-app-stores-internet-clean-campaign-rcna14531/
https://www.nbcnews.com/news/world/grindr-dating-disappears-china-app-stores-internet-clean-campaign-rcna14531/
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power in a deadly coup, the people of Myanmar have 
endured unrelenting attacks, both physical and digital.5 

The military has complete control of the country’s 
telecommunications network and has systematically 
used internet shutdowns all across the country to 
facilitate war crimes and crimes against humanity.6 

With the support of #KeepItOn coalition partners, 
we identified at least 37 shutdowns in Myanmar in 
2023. However, this number only represents events 
that could be independently verified through news 
reports, information from partners, and confidential 
sources in Myanmar. This verification process 
has become increasingly challenging. The limited 
information authorities made available in previous 
years has become even more scarce as decision-
making around shutdown implementation becomes 
more decentralized; continued escalations in violence, 
displacement, and crackdown on digital rights 
activists make the work of documentation dangerous 
and difficult; and the continued degradation of 
infrastructure has made it even more challenging to 
parse the specific cause of certain outages. Despite 
these constraints, the data available illustrates 
unrelenting, targeted disruptions during active conflict 
across the country in 2023, with only one of the 14 
states or regions around the country, Ayeyarwaddy, 
not impacted by a shutdown.

Before 2023, internet shutdown orders came from the 
central government in Naypyitaw and often impacted 
many townships at once. However, the junta has 
since decentralized decision-making around when 
and where shutdowns are deployed, allowing local 
officials to more specifically target shutdowns in 
real time to align with military operations and troop 
movements, more effectively keeping communities 
in the dark. Out of the 37 shutdowns documented in 

2023, 31 shutdowns began in 2023, with 20 ordered 

by local authorities and affecting a single township 
or village and 11 impacting multiple townships or 
entire states. The remaining six shutdowns were still 

5 Access Now (2024). The world must bring down Myanmar's digital iron curtain. https://www.accessnow.org/press-release/
third-year-myanmar-coup/

6 See, e.g., Access Now (2022). Internet shutdowns shroud and facilitate brutality of Myanmar junta's airstrike in Hpakant 
township. https://www.accessnow.org/press-release/myanmar-internet-shutdown-hpakant/

7 Radio Free Asia (2022). Myanmar military said to kill hundreds in Sagaing, Magway after blocking internet.  
https://www.rfa.org/english/news/myanmar/internet-09282022162550.html/

8 Myanmar Now (2023). Myanmar's military increasing use of signal jammers to foil attacks by anti-regime guerrillas. https://
myanmar-now.org/en/news/myanmars-military-increasing-use-of-signal-jammers-to-foil-attacks-by-anti-regime-guerrillas/

9 See, e.g., The Irrawaddy (2023). Blockade of Myanmar's Rakhine State Leaves Residents Increasingly Desperate And Isolated. 
https://www.irrawaddy.com/news/burma/blockade-of-myanmars-rakhine-state-leaves-residents-increasingly-desperate-and-isolated.
html; see also Narinjara (2024). MPT and Mytel Phone Lines Disrupted in Some Rakhine State Townships Due to Fuel Shortages 
Impacting Cell Towers. https://www.narinjara.com/news/detail/657762eb30a7ecc1ceb008cd/

10 Ibid.

ongoing after orders from central authorities in 2021 
and 2022. These localized shutdowns were more 
erratic, with authorities reportedly cutting off access 
when the military moved into villages seemingly 
chosen at random and burning them down.7 They 
were also more difficult to document, both because 
less data is available to measure and verify hyperlocal 
shutdowns and because decentralized decision-

making means more actors with less visibility. 

Additionally, reports of leaked documents show that 
the use of signal jammers is now a central part of the 
junta’s military strategy.8 Community reports have 
documented the repeated use of scouting aircraft 
equipped with jamming devices ahead of military 
operations, and although we can’t distinguish which 
shutdowns were caused by these devices, many of the 
shutdowns we recorded took place during air strikes 
targeting residential areas and appear consistent 
with this type of jamming. At least 11 shutdowns in 

Myanmar in 2023 were tied to documented grave 
human rights abuses or war crimes, many of which 
include bombardments and airstrikes targeting 
civilians in residential areas.

In places like Rakhine State where the military 
has imposed strict blockades, fuel provisions for 
generators running telecommunications services 
were cut off, leaving people with little or no access 
to information while food, water, and other essentials 

were already in short supply, and with no access to 
mobile cash transfer apps needed to purchase what 
limited supplies were left.9 In many of Myanmar’s 
conflict zones where shutdowns are ongoing as 
a result of infrastructure damage, restrictions on 

movement mean telecommunications providers are 
unable to dispatch employees to make repairs.10 Other 
restrictions included reported throttling, website 
blocking, and virtual private network (VPN) bans, all 
of which continue to make the internet in Myanmar 
limited, unreliable, and increasingly censored on 

https://www.accessnow.org/press-release/third-year-myanmar-coup/
https://www.accessnow.org/press-release/third-year-myanmar-coup/
https://www.accessnow.org/press-release/myanmar-internet-shutdown-hpakant/
https://www.rfa.org/english/news/myanmar/internet-09282022162550.html/
https://myanmar-now.org/en/news/myanmars-military-increasing-use-of-signal-jammers-to-foil-attacks-by-anti-regime-guerrillas/
https://myanmar-now.org/en/news/myanmars-military-increasing-use-of-signal-jammers-to-foil-attacks-by-anti-regime-guerrillas/
https://www.irrawaddy.com/news/burma/blockade-of-myanmars-rakhine-state-leaves-residents-increasingly-desperate-and-isolated.html
https://www.irrawaddy.com/news/burma/blockade-of-myanmars-rakhine-state-leaves-residents-increasingly-desperate-and-isolated.html
https://www.narinjara.com/news/detail/657762eb30a7ecc1ceb008cd/
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top of the ongoing and targeted shutdowns.11 

When considered alongside actions of the State 

Administration Council (SAC) to imprison those who 
criticize the junta or show support for the resistance 
online, to implement biometric surveillance, and to 
target journalists by revoking media licenses, it is 
clear freedom of expression is severely restricted in 
all forms in Myanmar.12

In January 2024, residents in Rakhine State were 
suffering not only an ongoing military blockade and 
travel ban, but also an ongoing internet shutdown 
impacting 17 townships.13 The disruption has had a 
significant impact on the flow of information, safety, 
and humanitarian support, without independent 
media on the ground to verify events or combat 
disinformation during the escalating conflict. At the 
time of writing, there were 80 townships nationwide 
facing ongoing shutdowns, highlighting the continuing 

and dire situation for connectivity in Myanmar.14

We and our partners urge the international 
community to establish and commit resources for 
a coordinated action plan to provide the people of 
Myanmar with alternative access to the internet and 
other communication channels, which are critical 

for protecting lives and fundamental human rights. 
Companies must be held accountable for their failure 
to create protection mechanisms for their users or 
provide transparency about how their networks and 
services are abused by the military.15

India

India was responsible for 116 shutdowns in 2023, 
the highest number of shutdown orders worldwide 

for the sixth consecutive year. Authorities in India 

11 OHCHR (2022). Myanmar: UN experts condemn military’s “digital dictatorship”. https://www.ohchr.org/en/press-
releases/2022/06/myanmar-un-experts-condemn-militarys-digital-dictatorship/; Article 19 (2023). UN: Myanmar junta tightens 
its grasp on online spaces. https://www.article19.org/resources/un-myanmar-junta-tightens-its-grasp-online-spaces/; VOA 
News (2023). How Myanmar’s Junta Uses Telecom Companies to Target Journalists. 
https://www.voanews.com/a/how-myanmar-s-junta-uses-telecom-companies-to-target-journalists/7096082.html/

12 Myanmar Internet Project (2024). Examining the Situation of Digital Repression in Myanmar in 2023. https://www.
myanmarinternet.info/post/blog_014-1/

13 Radio Free Asia (2024). Two-month travel ban extended in western Myanmar. https://www.rfa.org/english/news/myanmar/
rakhine-travel-ban-02222024060301.html/; see also The Irrawaddy (2024). Rakhine state registration holders military council 
travel restrictions. https://burma.irrawaddy.com/news/2024/03/20/381225.html/

14 See, e.g., Rehmonnya FM (@Rehmonnya FM). Facebook post. 8:34 am. March 27, 2024. https://www.facebook.com/
rehmonnyafm/videos/1749056002286449/

15 Access Now (2024). A call for global solidarity and decisive action to end Myanmar’s military rule and ensure victory for the 
people resisting dictatorship. https://www.accessnow.org/press-release/statement-myanmar-coup-en/

16 Access Now (2023). Manipur, India, internet shutdowns; stop shielding abuse against women. https://www.accessnow.org/
press-release/india-internet-shutdowns-women/; National Commission on Population (2020). Report Of The Technical Group On 
Population Projections. https://main.mohfw.gov.in/sites/default/files/Population%20Projection%20Report%202011-2036%20
-%20upload_compressed_0.pdf/

17 Ibid. Access Now (2023). 

continue to use shutdowns as a near-default 

response to crises, both proactively and reactively.

Authorities in India increasingly implemented 
shutdowns at a regional rather than local level, 
compared with 2021 and 2022 when shutdowns were 
highly localized, especially in Jammu and Kashmir. In 
2023, 64 shutdown orders affected more than one 
district in the same state, province, or region, driven 
by 47 shutdowns in Manipur but also including the 
statewide shutdown in Punjab in March.

From May 3 to December 3, 
2023, the government of Manipur 
imposed a statewide shutdown 
affecting roughly 3.2 million 
people for 212 days (including 
a break of only three days) 
through a series of 44 published 
shutdown orders.16 It changed in 
scope and scale throughout the 
year, primarily impacting mobile 
networks but also including a 
statewide shutdown of broadband 
and mobile internet lasting two-
and-a-half months. The impacts 
were severe, particularly for 
women, as the shutdowns made it 
more difficult to document rampant 
atrocities, including murder, 
rape, arson, and other gender-
based violence, and thereby hold 
perpetrators accountable.17 

https://www.ohchr.org/en/press-releases/2022/06/myanmar-un-experts-condemn-militarys-digital-dictatorship/
https://www.ohchr.org/en/press-releases/2022/06/myanmar-un-experts-condemn-militarys-digital-dictatorship/
https://www.article19.org/resources/un-myanmar-junta-tightens-its-grasp-online-spaces/
https://www.voanews.com/a/how-myanmar-s-junta-uses-telecom-companies-to-target-journalists/7096082.html/
https://www.myanmarinternet.info/post/blog_014-1/
https://www.myanmarinternet.info/post/blog_014-1/
https://www.rfa.org/english/news/myanmar/rakhine-travel-ban-02222024060301.html/
https://www.rfa.org/english/news/myanmar/rakhine-travel-ban-02222024060301.html/
https://burma.irrawaddy.com/news/2024/03/20/381225.html/
https://www.facebook.com/rehmonnyafm/videos/1749056002286449/
https://www.facebook.com/rehmonnyafm/videos/1749056002286449/
https://www.accessnow.org/press-release/statement-myanmar-coup-en/
https://www.accessnow.org/press-release/india-internet-shutdowns-women/
https://www.accessnow.org/press-release/india-internet-shutdowns-women/
https://main.mohfw.gov.in/sites/default/files/Population%20Projection%20Report%202011-2036%20-%20upload_compressed_0.pdf/
https://main.mohfw.gov.in/sites/default/files/Population%20Projection%20Report%202011-2036%20-%20upload_compressed_0.pdf/
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In the state of Punjab, authorities blocked internet 
access impacting about 27 million people across the 
state for four continuous days — one of the country’s 
most extensive blackouts in recent years — as police 
searched for an alleged separatist on the run.18

In addition to ongoing nationwide platform blocks, 
in 2023, people in 13 states experienced local or 
statewide internet shutdowns, the same total from 

2022. Among them, more authorities are repeatedly 
reaching for the kill switch, with the number of states 
employing five or more shutdowns in a year increasing 
from two in 2021 and three in 2022 to seven in 2023. 
In addition to Manipur and Punjab, authorities in Bihar 
(12), Haryana (11), West Bengal (6), Maharashtra (5), 
and Rajasthan (5) imposed shutdowns during protests, 
religious holidays, and exams. Jammu and Kashmir 
saw 17 shutdown orders, down from 49 in 2022.

Not only were shutdowns implemented at wider 
geographic scales, they lasted longer in 2023. The 
share of shutdowns in India spanning across five 
days or more shot up from 15% of shutdowns in 2022 
to more than 41% in 2023. When combined with 
nationwide blocking of 14 messaging apps starting 
in early May, 7,502 URL-blocking orders issued 
between January and October 2023, and India’s new 
telecom law giving the central government nearly 

18 CNN (2023). India cuts internet to 27 million as Punjab police hunt Sikh separatist. https://edition.cnn.com/2023/03/20/india/
india-separatist-manhunt-internet-shutdown-intl-hnk/index.html/

19 Quartz (2023). India has blocked 14 mobile messenger apps on security fears. https://qz.com/india-has-blocked-
14-messenger-apps-on-security-fears-1850390425/; 19 Access Now (2023). Indian government must withdraw the 
Telecommunications Bill, 2023, to protect fundamental human rights. https://www.accessnow.org/press-release/india-
must-withdraw-the-telecommunications-bill-2023/; Access Now (2023). Jordan’s new proposed cybercrimes law will 
strongly undermine digital rights.  https://www.accessnow.org/press-release/jordans-cybercrimes-law/; The Moscow Times 
(2024). Russia Will Block VPN Services in March, Says Safe Internet League Chief Mizulina. https://www.themoscowtimes.
com/2024/02/05/russia-will-block-vpn-services-in-march-says-safe-internet-league-chief-mizulina-a83978; Government 
of India (2023). Regulation of Activities of Intermediaries and Social Media. https://sansad.in/getFile/annex/262/AU732.
pdf?source=pqars 

20 Global Freedom of Expression (2020). Bhasin v. Union of India. https://globalfreedomofexpression.columbia.edu/cases/
bhasin-v-union-of-india/; LiveLaw (2023). Manipur High Court Orders State To Operationalise Mobile Towers In Violence Free 
Areas 'On Trial Basis'. https://www.livelaw.in/high-court/manipur-high-court/manipur-internet-ban-mobile-tower-restoration-
high-court-241772/; The Hindu (2024). Supreme Court directs publication of final orders of panel reviewing ‘proportionality’ 
of Internet suspensions in J&K. https://www.thehindu.com/news/national/supreme-court-on-panel-reviewing-internet-
suspensions-in-jammu-kashmir/article67878209.ece/

21 India Today (2023). How Manipur students battling crisis and appearing for the university exams. https://www.indiatoday.
in/education-today/news/story/how-students-of-manipur-are-battling-crisis-and-appearing-for-the-university-
exams-2419060-2023-08-10/; The Wire (2023). India’s Internet Shutdowns Hurt Women More, Manipur Assaults Show. 
https://thewire.in/security/indias-internet-shutdowns-hurt-women-more-manipur-assaults-show/; Newslaundry (2023). No 
internet, frenzied mobs: Manipur journalists on ‘biggest challenges’ to reporting on the conflict. https://www.newslaundry.
com/2023/05/17/2023/05/10/no-internet-frenzied-mobs-manipur-journalists-on-biggest-challenges-to-reporting-on-the-
conflict/; Newsclick (2023). Manipur Internet Shutdown Hurting Patients: Doctors. https://www.newsclick.in/manipur-internet-
shutdown-hurting-patients-doctors/; Imphal Free Press (2023). Internet ban affecting professionals in Manipur. https://www.ifp.
co.in/manipur/internet-ban-affecting-professionals-in-manipur/

22 Internet Society Pulse (n.d.). Netloss Calculator. https://pulse.internetsociety.org/netloss/

23 The Economic Times (2023). Internet shutdowns cost $1.9 billion to India in Jan-Jun 2023: Report. https://economictimes.
indiatimes.com/tech/technology/internet-shutdowns-cost-1-9-billion-to-india-in-jan-jun-2023-report/articleshow/101368283.cms

unchecked power to impose internet shutdowns, 
trends in India point not only to a high number of short 
shutdowns but a spectrum of harmful, increasingly 
longer, and wider-ranging disruptions shrinking the 
civic space in the country.19

Four years after the historic Supreme Court 
judgment affirming the right to free speech and 
the fundamental right to carry out one’s trade or 
profession via the internet, officials continue to 
fail to publish shutdown orders and have been 
repeatedly corrected by courts for failing to 
comply, underscoring the urgent need for reform.20 

Meanwhile, the harms of shutdowns in the country 
continue to be immense and multi-faceted, 

impairing education, healthcare, press freedom, 
and more. 21

Among them, internet shutdowns have deep 
impacts on India’s economy at all levels. According 
to calculations using the Internet Society’s NetLoss 
Calculator, a single-day shutdown can push up to 
379 people into unemployment in India.22 Shutdowns 

reportedly cost the country $1.9 billion and a loss 

of $118 million in foreign investment in the first half 
of 2023 alone.23 On an individual level, the economic 
damage of shutdowns can be devastating. For people 
in a large section of the workforce in India, shutdowns 

https://edition.cnn.com/2023/03/20/india/india-separatist-manhunt-internet-shutdown-intl-hnk/index.html/
https://edition.cnn.com/2023/03/20/india/india-separatist-manhunt-internet-shutdown-intl-hnk/index.html/
https://qz.com/india-has-blocked-14-messenger-apps-on-security-fears-1850390425/
https://qz.com/india-has-blocked-14-messenger-apps-on-security-fears-1850390425/
https://www.accessnow.org/press-release/india-must-withdraw-the-telecommunications-bill-2023/
https://www.accessnow.org/press-release/india-must-withdraw-the-telecommunications-bill-2023/
https://www.accessnow.org/press-release/jordans-cybercrimes-law/
https://www.themoscowtimes.com/2024/02/05/russia-will-block-vpn-services-in-march-says-safe-internet-league-chief-mizulina-a83978
https://www.themoscowtimes.com/2024/02/05/russia-will-block-vpn-services-in-march-says-safe-internet-league-chief-mizulina-a83978
https://sansad.in/getFile/annex/262/AU732.pdf?source=pqars 
https://sansad.in/getFile/annex/262/AU732.pdf?source=pqars 
https://globalfreedomofexpression.columbia.edu/cases/bhasin-v-union-of-india/
https://globalfreedomofexpression.columbia.edu/cases/bhasin-v-union-of-india/
https://www.livelaw.in/high-court/manipur-high-court/manipur-internet-ban-mobile-tower-restoration-high-court-241772/
https://www.livelaw.in/high-court/manipur-high-court/manipur-internet-ban-mobile-tower-restoration-high-court-241772/
https://www.thehindu.com/news/national/supreme-court-on-panel-reviewing-internet-suspensions-in-jammu-kashmir/article67878209.ece/
https://www.thehindu.com/news/national/supreme-court-on-panel-reviewing-internet-suspensions-in-jammu-kashmir/article67878209.ece/
https://www.indiatoday.in/education-today/news/story/how-students-of-manipur-are-battling-crisis-and-appearing-for-the-university-exams-2419060-2023-08-10/
https://www.indiatoday.in/education-today/news/story/how-students-of-manipur-are-battling-crisis-and-appearing-for-the-university-exams-2419060-2023-08-10/
https://www.indiatoday.in/education-today/news/story/how-students-of-manipur-are-battling-crisis-and-appearing-for-the-university-exams-2419060-2023-08-10/
https://thewire.in/security/indias-internet-shutdowns-hurt-women-more-manipur-assaults-show/
https://www.newslaundry.com/2023/05/17/2023/05/10/no-internet-frenzied-mobs-manipur-journalists-on-biggest-challenges-to-reporting-on-the-conflict/
https://www.newslaundry.com/2023/05/17/2023/05/10/no-internet-frenzied-mobs-manipur-journalists-on-biggest-challenges-to-reporting-on-the-conflict/
https://www.newslaundry.com/2023/05/17/2023/05/10/no-internet-frenzied-mobs-manipur-journalists-on-biggest-challenges-to-reporting-on-the-conflict/
https://www.newsclick.in/manipur-internet-shutdown-hurting-patients-doctors/
https://www.newsclick.in/manipur-internet-shutdown-hurting-patients-doctors/
https://www.ifp.co.in/manipur/internet-ban-affecting-professionals-in-manipur/
https://www.ifp.co.in/manipur/internet-ban-affecting-professionals-in-manipur/
https://pulse.internetsociety.org/netloss/ 
https://economictimes.indiatimes.com/tech/technology/internet-shutdowns-cost-1-9-billion-to-india-in-jan-jun-2023-report/articleshow/101368283.cms
https://economictimes.indiatimes.com/tech/technology/internet-shutdowns-cost-1-9-billion-to-india-in-jan-jun-2023-report/articleshow/101368283.cms
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can translate to no work, no pay, and no food.24 

Shutdowns especially hurt marginalized groups who 
rely on the internet for newer revenue streams and for 
accessing gatekept opportunities.25

These harms are amplified further when placed in the 
context of India’s race to digitize access to services.26 

For people who are being pushed toward systems 
that depend on internet connectivity and access to 
mobile networks to function, the negative impact of 
internet shutdowns is only becoming more severe. In 
2023, 59% (68) of the shutdowns in India exclusively 
targeted mobile networks — and where almost 96% 
of people with internet access depend on wireless 
services, disruption to mobile internet essentially 
equates to a full internet blackout.27 Rather than 

protecting communities, internet shutdowns in India 
are deepening the digital divide and undermining 
efforts toward equitable and inclusive digitization.

Despite clear economic effects, disproportionate 
impacts on marginalized groups, and the shielding 
of atrocities, authorities continue to implement 
shutdowns at all levels across India during protests, 
exams, elections, and communal violence.

East Asia

China’s government is equipped with some of the 
most sophisticated censorship and surveillance 
infrastructure in the world.28 For many years, 
through the Great Firewall, authorities have 
restricted access to websites, search engines, 

social media platforms, games, and more, leaving 
behind a heavily censored and highly surveilled 
internet ecosystem. In 2023, the government 

24 Human Rights Watch (2023). “No Internet Means No Work, No Pay, No Food”. https://www.hrw.org/report/2023/06/14/no-
internet-means-no-work-no-pay-no-food/internet-shutdowns-deny-access-basic/

25 Rest of World (2022). Connection unstable: Kashmir’s influencers seek internet fame but can’t get online.  
https://restofworld.org/2022/kashmir-influencers-blackouts/; see also The Wire (2021). The Internet Belongs to Dalit-Bahujan 
People Too. https://thewire.in/caste/dalit-bahujan-social-media-tiktok-jai-bhim/

26 See Digital India (n.d.). Digital India. https://www.digitalindia.gov.in/

27 See Telecom Regulatory Authority of India (2023). The Indian Telecom Services Performance Indicators: July–September, 
2023. https://trai.gov.in/sites/default/files/QPIR_09022024_0.pdf/

28 Freedom House (2024). Freedom In The World 2024; China. https://freedomhouse.org/country/china/freedom-world/2024/

29 VOA News (2024). China’s VPN Usage Nearly Doubles Amid Internet Censorship. https://www.voanews.com/a/china-s-vpn-
usage-nearly-doubles-amid-internet-censorship/7488465.html/

30 Freedom House (2021). Freedom On The Net 2021. https://freedomhouse.org/country/china/freedom-net/2021/

31 Supra note 4. 

32 AP News (2023). Taiwan suspects Chinese ships cut islands' internet cables. https://apnews.com/article/matsu-taiwan-
internet-cables-cut-china-65f10f5f73a346fa788436366d7a7c70/

33 Ibid.

34 Ibid.

further tightened the vise, causing a reported spike 
in VPN use inside the country as people attempted 
to regain access despite severe punishments for 
those caught using circumvention technologies.29

Due to the nature of China’s entirely state-controlled 
internet, which is splintered off from the rest of the 
world, remotely measuring internet traffic is nearly 
impossible and on-network investigations are very 
dangerous, making it extremely challenging to 
document distinct instances of network disruptions or 
throttling. In addition, while reports indicate shutdowns 
continue to happen with some frequency at a local 
level, the increasing totality of China's surveillance 
and censorship regime means that authorities are 
able to deploy both wide nets of censorship and 
highly targeted disruptions, even targeting home and 
mobile connections of individual activists, reducing 
the need for full-network shutdowns.30 Many of 
China’s restrictions on communications platforms 
that operate from outside the country have been in 
place for a decade or longer and are not currently 
reflected in the #KeepItOn database, which began in 
2016. Our current data reflects China’s blocking of 
Signal and Grindr, both ongoing since 2021.31

In Taiwan, following repeated damage to undersea 
cables in February 2023, 14,000 residents of the 
Matsu Islands lost internet and phone service for at 
least two months.32 Taiwanese authorities suspect 
the cables were cut by a Chinese fishing vessel and 
a Chinese cargo ship, each independently severing 
the cable in separate incidents only six days apart.33 

Experts indicated the levels of damage to the steel-
encased cables were “highly unusual.”34 According 

to Chunghwa, Taiwan’s largest telecoms provider, the 
cables have been cut 27 times in the past five years, 

https://www.hrw.org/report/2023/06/14/no-internet-means-no-work-no-pay-no-food/internet-shutdowns-deny-access-basic/
https://www.hrw.org/report/2023/06/14/no-internet-means-no-work-no-pay-no-food/internet-shutdowns-deny-access-basic/
https://restofworld.org/2022/kashmir-influencers-blackouts/
https://thewire.in/caste/dalit-bahujan-social-media-tiktok-jai-bhim/
https://www.digitalindia.gov.in/
https://trai.gov.in/sites/default/files/QPIR_09022024_0.pdf/
https://freedomhouse.org/country/china/freedom-world/2024/
https://freedomhouse.org/country/china/freedom-net/2021/
https://apnews.com/article/matsu-taiwan-internet-cables-cut-china-65f10f5f73a346fa788436366d7a7c70/
https://apnews.com/article/matsu-taiwan-internet-cables-cut-china-65f10f5f73a346fa788436366d7a7c70/
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which is disproportionate to other regions globally.35 

While there is not sufficient evidence to definitively 
confirm the 2023 cable cut as an intentional attack 
— and we therefore have not counted the disruption 
as an intentional shutdown in the #KeepItOn STOP 
database — the tactics are consistent with China’s 
overall “gray-zone warfare” strategy against Taiwan.36

This disruption has further highlighted the immense 
vulnerability of internet infrastructure for Taiwan 
and the region.37 China’s increased influence over 
undersea cable projects in the South China Sea and 
reduced U.S. investments in undersea cable projects 
in the region have both threatened to further 
destabilize an already precarious situation.38 To avoid

35 Vice (2023). 'A Warning Sign': Chinese Ships Accused of Cutting Off Internet to a Taiwanese Island. 
https://www.vice.com/en/article/bvj8x3/taiwan-internet-cables-matsu-china/

36 See, e.g., Reuters (2021). China's latest weapon against Taiwan: the sand dredger. https://www.reuters.com/graphics/
TAIWAN-CHINA/SECURITY/jbyvrnzerve/

37 Independent (2022). Potential threat to Taiwan’s undersea internet cables pose risk to global economy, experts warn. https://
www.independent.co.uk/tech/undersea-internet-cables-taiwan-china-b2157223.html 

38 NIKKEI Asia (2023). Taiwan’s island internet cutoff highlights infrastructure risks. https://asia.nikkei.com/Opinion/Taiwan-s-
island-internet-cutoff-highlights-infrastructure-risks/

disruptions to vital telecommunications services for 
people in Taiwan, as well as across East and Southeast 
Asia, it is vitally important to strengthen and secure 
digital infrastructure. The #KeepItOn coalition 
will continue to monitor internet disruptions from 
undersea cable cuts, in East Asia and around the 

world, as well as the potential weaponization of cable 
cuts and their impact on vulnerable communities.

// Shutdowns during protests and unrest

In Pakistan and Bangladesh, authorities imposed shutdowns 
throughout 2023 during protests, primarily related to 
political instability and election cycles. Pakistan saw seven 
shutdowns across 2023, with four of these directly linked 
to disrupting election campaigning, protests, and public 
expression as the Pakistani establishment tried to disrupt 
political mobilization by a prominent opposition party.39 
Shutdowns in Pakistan have continued to escalate in 2024 
as authorities suspended mobile internet on election day in 
February 2024 and blocked X (formerly Twitter) for weeks.40 
Bangladesh saw three shutdowns in 2023, continuing a 
trend from 2022 where the ruling government used 
shutdowns to suppress political dissent by opposition 
parties during rallies.41

39 See, e.g., Cloudflare (2023). Cloudflare’s view of Internet disruptions in Pakistan. https://blog.cloudflare.com/cloudflares-
view-of-internet-disruptions-in-pakistan/; The Daily Star (2023). BTRC asks telecom operators to shut down internet for 9 hours 
in Nayapaltan. https://www.thedailystar.net/news/bangladesh/news/btrc-asks-telecom-operators-shut-down-internet-9-
hours-nayapaltan-3454956/.

40 Access Now (2024). #KeepItOn: To defend democracy authorities must immediately reconnect Pakistan’s internet. 
https://www.accessnow.org/press-release/keepiton-restore-internet-pakistan-elections-2024/; see also The Diplomat 
(2024). Pakistan's X Restrictions Near 1-Month Mark, Despite Court Ruling. https://thediplomat.com/2024/03/pakistans-x-
restrictions-near-1-month-mark-despite-court-ruling/

41 See supra 39.

https://www.vice.com/en/article/bvj8x3/taiwan-internet-cables-matsu-china/
https://www.reuters.com/graphics/TAIWAN-CHINA/SECURITY/jbyvrnzerve/
https://www.reuters.com/graphics/TAIWAN-CHINA/SECURITY/jbyvrnzerve/
https://www.independent.co.uk/tech/undersea-internet-cables-taiwan-china-b2157223.html
https://www.independent.co.uk/tech/undersea-internet-cables-taiwan-china-b2157223.html
https://blog.cloudflare.com/cloudflares-view-of-internet-disruptions-in-pakistan/
https://blog.cloudflare.com/cloudflares-view-of-internet-disruptions-in-pakistan/
https://www.thedailystar.net/news/bangladesh/news/btrc-asks-telecom-operators-shut-down-internet-9-hours-nayapaltan-3454956/
https://www.thedailystar.net/news/bangladesh/news/btrc-asks-telecom-operators-shut-down-internet-9-hours-nayapaltan-3454956/
https://thediplomat.com/2024/03/pakistans-x-restrictions-near-1-month-mark-despite-court-ruling/
https://thediplomat.com/2024/03/pakistans-x-restrictions-near-1-month-mark-despite-court-ruling/


The #KeepItOn campaign unites and organizes global organizations and 
efforts to end internet shutdowns. The campaign was launched by a coalition 
of about 70 organizations in 2016 at RightsCon in Silicon Valley. Membership 
of the coalition has since increased rapidly to more than 334 members from 
106 countries around the world ranging from civil society, rights, and advocacy 
groups to research centers, detection networks, foundations, and media 
organizations.
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A note on our data

This #KeepItOn report looks at incidents of internet shutdowns documented 
by Access Now and the #KeepItOn coalition in 2023. While we try to build a 
comprehensive database, our data relies on technical measurement as well 
as contextual information, such as news reports or personal accounts. The 
constraints of our methodology mean that there may be cases of internet 
shutdowns that have gone unreported, and numbers are likely to change if and 
when new information becomes available after puiblication. In 2023, we gained 
insight into shutdowns from previous years that were added to the dataset 
retrospectively, and documentation of these changes can be found here:  
https://accessnow.org/keepiton-data. All data below reflects the most up-to-
date information as of publication.

Visit   https://accessnow.org/keepiton-data-methodology   for the latest 
information on our methodology, commonly asked questions, and ongoing work.
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