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The Situation
Wrongful account deactivation and content removal are issues that deserve the utmost attention of corporations within and beyond the GNI. This paper follows on from an earlier paper provided to the GNI on this topic in April 2010.

Increasingly, governments and other actors are recognizing that web filters and firewalls can be circumvented in myriad ways. Consequently, censorship and other control strategies are growing to include the use of legal protocols in conjunction with technical and social means of compromising accounts. The spamming of terms of service violations, for example, is often used to remove content, deactivating user accounts and in some cases, entire groups and networks. 
In some cases, however, the perpetrator of these breaches might not want the account to be deactivated, but rather seek to gain access to an activist’s various online accounts in an effort to suppress or otherwise attack the activist’s network. Access would therefore like to draw attention to the related issue of unauthorized account access.  

Imagine the following situation: a human rights activist is arrested and their laptop is confiscated. The activist is detained and tortured for their password(s). The activist’s captors now have access to their account, and with it a treasure trove of documents, conversations, passwords, and contacts. This information can be used to map and infiltrate both online and real life networks. The damage of one compromised e-mail account does not end there and is often exponential in nature, as the usernames (in some cases, even passwords) for other web-based accounts are often stored in an individual’s e-mail username.
Access is aware of a number of cases where activists have been detained (and in certain cases, tortured) for their e-mail address and password. The consequences of this can be dire. For example, using an activist’s Facebook account, officials organized a demonstration at a location that unbeknownst to the activist’s friends, was actually outside a police station. Upon arrival, all of these would be protesters were promptly arrested. Worryingly, Access has received first-hand reports from our network of grass-roots activists that this practice of unauthorized account access is on the rise. 

In addressing the issue of compromised accounts as well as the issues of wrongful account deactivation and content removal, a distinction should be made between the different types of service providers within our sector. Social networking sites, e-mail providers, web hosts, domain registrars and other online service providers face different pressures and regulatory contexts that affect their response to human rights crises as they occur online. Moreover, there is a need for all companies to adopt both preemptive policies - to prevent such issues from reaching crisis levels - and strong reactive protocols to life-threatening issues in a timely manner.

We propose a “concierge” approach to human rights defenders who use online platforms – including increased security protocols, expedited review and enhanced appeals processes, and direct communication channels to designated decision-making staff in corporations. 
Preemptive Strategies for All Corporations
Increasing the security and strength of authentication protocols is central to preventing unauthorized account access and wrongful account deactivation and content removal. In this regard, Access recommends that corporations implement the following strategies:
· Require multifactor authentication for the email and chat accounts of human rights activists (e.g. RSA tokens, SMS, phone call).
· Use password and security questions that cannot be easily answered through data mining of social media sites, networks, and online databases.
· Implement a standard whereby people can construct their own secret questions and provide examples of strong secret questions and answers for people to emulate.
· Alter password retrieval systems so that they only send temporary passwords through secure communication channels, such as email accounts with multifactor identification, verified SMS, etc.
· Provide users a log whereby they can register authorized IP addresses and alert users to instances when a user from an unfamiliar IP address attempts to change their password or access their account. Facebook is to be acknowledged for having recently implemented this feature.
Since many users may not be interested or have the need for such an extensive authentication process, Access recommends that e-mail, social media sites, and content hosting sites (e.g., YouTube, Flicker) place human rights activists and other vulnerable clients on a secure special human rights defenders list. Individuals and groups placed on this list should be identified in collaboration with human rights organizations. Users on this list should not only be provided with these enhanced security features, but also be placed into a different triage class with an aim to expedite appeals regarding unauthorized account access and wrongful account deactivation and content removal.
It is also important for companies to share information on vexatious attempts of these kinds of attacks and security breaches. This information will prove useful to human rights defenders, and, of course, the corporations themselves in investigating and identifying parties responsible for such attacks. 
Domain Registrars – a particular case
While content removal via illegitimate reports of terms of service violations has garnered a good deal of attention both within and beyond the GNI, content can also be removed and/or edited through domain hijacking. More specifically, once a determined party gains ownership of a web address, they are free to edit and remove the content as they wish. While guidelines for domain dispute resolution exist through ICANN, the process by which ICANN resolves these matters is bureaucratic and can take months. This is problematic in that human rights defenders and other members of civil society often need the ownership of sites restored promptly, not only to disseminate information, but also to maintain morale and prevent self-censorship

Access therefore recommends the following preemptive strategies:

· Provide customers vulnerable to account deactivation and/or domain hijacking with multifactor authentication (e.g., RSA tokens, SMS, phone call), only send domain information to PGP verified e-mail addresses, and require this level of security in order to make any modifications to the domain name or DNS.

· Lock domains by default (i.e., make this an opt-out rather than opt-in feature).

· Encourage domain registrants to do optional voice verifications.

· Do not allow password resets to be sent based on domain name only.

· Brief high-level staff on current human rights issues and liaise closely with organizations that can guide platforms of impending human rights situations.

To address domain hijacking when it unfortunately does occur, Access further recommends that domain registrars undertake the following:

· Develop legal guidelines for domain registrars to deal with human rights-related domain disputes internally and amongst themselves outside of the ICANN domain dispute resolution process.

· Develop processes by which human rights defenders can alert domain registrars that a domain has been hijacked on behalf of the rightful domain owner. This will, of course, also involve developing a policy on how to verify that said human rights defenders are trustworthy.

Reactive Strategies and the Issue of Timely Response
Developing more coherent strategies for what to do when unauthorized account access and wrongful account deactivation or content removal does occur is an imperative for all companies and platforms in this sector, not just domain registrars. In this regard, the greatest threat to human rights activists when they are victim to such attacks is the length of time it takes corporations to respond to and resolve these incidents.
Generally, human rights defenders under pressure are forced to appeal their case through traditional channels -- meaning that cases with very real implications for human life and civil society movements often enter the same queue as cases to restore deleted fan pages about chewing gum. As it stands, these individuals must try to convince customer service representatives thousands of miles away of who they are, what they do, and of the very genuine risk they face. For many if not most firms, this poses additional problems of pressure on resources, authentication concerns, and undue responsibility and liability. For activists and groups without an advocate that can talk directly with website administrators, these delays can be life threatening for individuals and paralyzing for movements.
Yet, even when activists do have an advocate, such as Access, it can still be days before a corporation moves to restore/remove access to the account of an arrested or otherwise in danger activist. A major contributing factor to this delay is that many companies request verification from a public source (e.g., a newspaper) that an individual has indeed been arrested. This presents many problems, namely that often there is no publication to report on these kinds of arrests, and, for security reasons, the identities of certain activists should not be revealed publicly. In some cases, activists may be operating under an alias to separate their online work from their real life.
To properly respond to human rights crises in online spaces, particularly with regards to account deactivations and unauthorized account access, we recommend that: 

· All firms develop policies for NGOs, academics, journalists, and other human rights experts to establish themselves as trusted sources of information and verification in their own right regarding the needs of activists in country who may lack the institutional contacts to escalate their grievances to the proper channels for swift amelioration.
· In an effort to more promptly and effectively flag accounts that have been compromised and require disabling, corporations should implement an authenticating point system which would trigger action by a person within the corporation with decision making authority. For example, just being on the Human Rights Defenders List (mentioned above) would be worth 2 points, media reports detailing activist arrest would be worth 2 points, an e-mail from a respected NGO would add 3 points, etc. with a 7 point total being required for the account to be disabled.
· Corporations should allow users to make a third party or person a “guardian” of their account. The guardian would have the legal authority to deactivate and reactivate an account in the event of unauthorized access. This would remove the burden of authentication from firms after an unauthorized account access or deactivation and facilitate the prompt disabling of an account to limit unauthorized access. Protocols to securely establish and properly authenticate these guardians would also be needed to make this strategy feasible. 
Proposal for a contact group
While developing strong human rights divisions should be a long-term goal of all corporations, even if such divisions existed today, it would be a near impossible task for them to monitor and respond to the needs of activists in all of the conflict areas in the world where human rights are at risk. As such, Access supports Danny O’Brien’s proposal, to create a human rights advisory group, comprised of a select number of leading NGOs, civil society organizations, academic institutes, and prominent individual activists. We envision this group to serve three major purposes:
1) To advise on best practices for streamlining appeals processes and provide input on the implications for human rights of other current and in development features and new technologies.
2) To verify and authenticate requests from human rights activists and forewarn corporations of current threats to human rights as they emerge.
3) To provide a clear, two-way channel of communication between the human rights sector and corporations, which would also provide an alternative route for individual activists and human rights organizations to contact the administration of these corporations in times of great duress.
This Group would operate privately and without prejudice, and thereby provide a trusted and secure channel for corporations and human rights defenders to communicate. 

Conclusion

Access appreciates the opportunity to present this position to the GNI, and given the serious human rights issues at hand, requests speedy implementation of appropriate recommendations contained in this document.  

For more information contact Access Executive Director Brett Solomon

at brett@accessnow.org or visit http://www.accessnow.org
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